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Arctera™ Surveillance User Guide

About Arctera Surveillance

Arctera Surveillance is a software-as-a-service (SaaS) offering that deals with monitoring,
searching, retrieving, and reporting of emails and messages. It is designed to meet a wide variety

of regulatory requirements for the supervision of electronic communications.

Arctera Surveillance offers a simple and intuitive user experience. It delivers end-to-end
supervisory workflow to Arctera Archiving customers, greatly reducing audit review time, minimizing

compliance risk and increasing organizational efficiency for today's global enterprises.

This guide describes the procedures involved in configuring and managing Arctera Surveillance

and ensures that organizations meet electronic communication supervision requirements.
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Introducing Arctera Surveillance

This section includes the following topics:

» About Arctera Surveillance

 Arctera Surveillance multi-tier architecture

» System requirements

» Sampling support for content sources

» Al-based label predictions support for efficient review process
 Date format support in Arctera Surveillance

» About Arctera Surveillance system security

About Arctera Surveillance

Arctera Surveillance is a software-as-a-service (SaaS) offering that deals with monitoring,
searching, retrieving, and reporting of emails and messages. It is designed to meet a wide variety

of regulatory requirements for the supervision of electronic communications.

Arctera Surveillance offers a simple and intuitive user experience. It delivers end-to-end
supervisory workflow to Arctera Archiving customers, greatly reducing audit review time, minimizing

compliance risk and increasing organizational efficiency for today's global enterprises.

This guide describes the procedures involved in configuring and managing Arctera Surveillance

and ensures that organizations meet electronic communication supervision requirements.

Arctera Surveillance multi-tier architecture

Arctera Surveillance has a two-tier architecture, which provides the ability to manage and delegate
compliance responsibilities across multiple geographical, functional, and departmentally-distributed

compliance departments. The following diagram illustrates this architecture:
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The mirroring of an organizational department can be accomplished by creating departments and

sub-departments in Arctera Surveillance. The parent department (top tier) is a Corporate Office tier.
The sub-department (bottom tier) is an office tier in which an administrator can create as many
sub-departments as necessary. This architecture enables the corporate office to distribute the

items monitoring workload to the second-tier offices as required.
Within a department in Arctera Surveillance, an administrator or a reviewer can:
e Create another department for monitoring individual compliance and subsequently generate
department-specific reports.

* Create, edit, and delete reviewer and escalation reviewer accounts for an office.

e Control whether the reviewers in an office can create hotwords (department-specific keywords

or phrases) as per the compliance policy.

« Create compliance-specific searches (immediate, scheduled, and guaranteed sample

searches).
* Monitor and review items.
» Reassign items to an escalation reviewer for approval or rejection.

» Export and print search results and reports for offline review or for sharing with an approved

third-party organization.

System requirements

Compatibility documentation

For more information on web browser compatibility, supported social media servers and file
services, refer to the latest Arctera Archiving Compatibility List document in the Arctera

Documentation Library.
Product documentation

The following table lists the documentation that accompanies Arctera Surveillance. Before you start

working with Arctera Surveillance, you must understand how Arctera Surveillance is associated


https://docs.arctera.com/content/dam/arctera/us/en/arctera-surveillance/downloads/arctera_unified_platform_compatibility_list_July_2026.pdf
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with Arctera Archiving, Arctera Management Console, and Arctera eDiscovery. This documentation

is also available in PDF and HTML format in the Arctera Documentation Library.

TABLE: PRODUCT DOCUMENTATION

DOCUMENT COMMENTS
Arctera Archiving: Arctera Management Provides information on searching for archive
Console Help accounts, creating an archive account,

deploying users and enabling their access to
Arctera Surveillance, and removing user

access.
Arctera Archiving: Customer Administration Provides information on viewing your company
Guide configuration details and creating the archive

instance for a customer.

Sampling support for content sources

Arctera Surveillance supports sampling and capturing of review items from the Arctera Archiving
and Arctera Capture content sources. The sampled items of the configured and enabled content
sources are subsequently included in the review set for reviewers. The currently supported content

sources are as follows:

SOURCE SOURCE
Audio Files ServiceNow
Avaya Signal
Blackberry SMS
CellTrust SMS Collaboration
ChatGPT Symphony
Cisco Webex Teams Teams Audio and Video
Copilot TeamsChannel
CrowdCompass TeamsChat
EML Text-Delimited


https://docs.arctera.com/
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SOURCE

EWS

FXConnect

Google Malil

IMessage Collaboration

Instant Messaging

IPC

LinkedIn Audit

Lotus Domino

London Stock Exchange Group (LSEG)

Microsoft Exchange Server

Mobile Phone

Pivot

Redtail Speak

RingCentral

Salesforce Chatter

SOURCE

UBS

Video Files

Viva Engage

WebpageCapture

WeChat

WhatsApp

WhatsApp Collaboration

Workplace from Facebook

XIP

XSLT/XML

Yammer

Yieldbroker

YouTube

Zoom

Zoom Meetings Chats

While creating a department, in the Monitoring policies section, you can specify the sampling

percentages for these content sources as shown in the sample image below.
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New Department x
Moniforing policies ~
[] Disable monitoring of employees Review requirement for:
@ All policies 2%
O Per policy
Name 4+ Policy % Inbound % Qutbound % Internal %
Audio Files 2 - - -
Avaya 2 - - .
Blackberry 2 - - _
CellTrust 2 - = -
ChatGPT 2 - = a
Cisco Webex Teams 2 - = -
Copilot 2 - = _
Crowd Compass 2 - - -
EML 2 - = -
EWS 2 - - -
FXConnect 2 - - _
Google Mail - 2 2 2
IMessage Collaboration 2 - = _
Instant Messaging 2 - - -

For more information, see Creating departments.

Al-based label predictions support for efficient review process

Arctera Surveillance introduced the Intelligent Review - Label Predictions feature that uses Artificial
Intelligence (Al) to predict labels for new items by analyzing how reviewers previously assigned

labels to their review items.

To enable Al-based label predictions at both the department and application levels, labels need to
be activated, and the Enable Al Predictions option must be selected. For Al predictions, only 20
active labels (including single choice group labels) can be enabled per department or at application

level.

Refer to the sample image below to see where you can enable this feature in the application.
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New Label x
Name Test_Label
o Enter description
Description

Active Propagate [] Enable Al Predictions

Select a department, go to the Labels tab. The Enable Al Predictions column displays if the labels,

label groups, and a single choice label groups are Al-enabled.

Hotwords Labels Review Comments
1 Propagate  t Unpropagate x Delete £ Refresh

Type Modified Date Propagated Plzrggﬁoﬁls
Label 15701125 v v

Label 03/07/24 v v

Label 32/24 v v

Label 12/05/25 v v

Label Q702724 v

Deactivating a label or label group disables Al predictions for that label or label group.

For more information on enabling Al-based label predictions and viewing predicted labels, refer to

the sections mentioned below.

Managing department-specific labels

Managing department-specific single choice label groups
Managing application-specific labels

Managing application-specific single choice label groups
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Viewing predicted labels of review items

Date format support in Arctera Surveillance

The default date format for the Arctera Surveillance application is DD/MM/YYYY, which is also
supported in Arctera Management Console and Arctera eDiscovery. However, as an administrator,
you can opt for any of the available supported date formats based on your organizational needs or

regional preferences.

If the tenant/customer modifies the date format in Arctera Management Console, the change will be
reflected in Arctera Surveillance after the database synchronization between Arctera Management
Console and the Arctera Surveillance servers is completed successfully. This job runs every 15

minutes.

When any user logs in to the Arctera Surveillance application, a user can see the date in the format

specified by the tenant/customer.

Note: In case the selected date format mentions a single Y, it indicates YYYY format for the year
variable (for example, 2026), and a single M indicates MM format for the month variable (for

example, 08 for Aug).

About Arctera Surveillance system security

Arctera Surveillance provides several security features that help ensure the integrity of your

archived items. These features include:

» 128-bit SSL encryption - When you log in to Arctera Surveillance, SSL is used to encrypt the

communication between your browser and our servers.

* Role-based permissions to users - As every role has limited permissions, functions like
configuration, review, access control, escalation, and export are always performed by an

authorized user.

» Strong passwords - For security reasons, passwords must be created using suitably complex

criteria. The password policy can be configured based on customer needs.
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Getting started

This section includes the following topics:

» Signing in to Arctera Surveillance
+ Signing out from Arctera Surveillance
» Launching Arctera Archiving applications

* Resetting a forgotten password

Signing in to Arctera Surveillance

To sign in to Arctera Surveillance
1. Enter the Arctera Surveillance URL in the internet browser.

For the best viewing experience, use Mozilla Firefox or Google Chrome. Arctera Surveillance is

not supported on Internet Explorer.

Note: Whenever a new version of the Arctera Surveillance application is available, the
application displays the following alert: "A new version of this app is available. It is
recommended to close all open tabs and reopen application for better experience. Click OK to
refresh." Arctera recommends that you click OK, close all open browser tabs, and then open
the application again. In case you do not perform this action, the application page still gets

refreshed automatically and the latest version of the application is opened.

2. (Optional) Bookmark this URL in the Arctera Surveillance compatible internet browser.

For more information, see System requirements.

3. Enter your user name and password in the authentication screen.
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) Surveillance

User Name

Password

Forgot Password

Copyright © 2026 Arctera US LLC. All rights reserved.

4. Click Log In.

After successful authentication, the Arctera Surveillance dashboard appears.

Signing out from Arctera Surveillance

To sign out from Arctera Surveillance

1. On the Arctera Surveillance user interface, in the upper right-hand corner, click the user profile

icon.

2. Click Log Out.

For security, Arctera Surveillance automatically signs you out after a period of inactivity. The

session timeout is determined by your organization's authentication configuration.

Shortly before the session expires, a Session Timeout dialog appears, allowing you to extend
the session, sign out, or wait for the session to expire. Any review actions already applied are
saved, but unsaved filter selections and other on-screen choices are cleared when you sign

back in.
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Launching Arctera Archiving applications

To launch Arctera Archiving applications

1. On the Arctera Surveillance user interface, in the upper right-hand corner, click the user profile

icon.

When you hover over this icon, the account user name is displayed. Based on the access
granted to the user, any or all of the following options are displayed:
 Arctera eDiscovery
» Arctera Management Console
» Arctera Personal Archive
2. Select the application that you want to launch. The application appears in a new browser
window.
3. On the new browser window for the selected application, enter your credentials.

4. If the multi-factor authentication (MFA) is enabled for you, the OTP field appears on the

authentication screen.

11
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Y

rf;Q Management Console

Email-based authentication enhances the security of access to Arctera Surveillance and its
data. Management Console administrators can enable or disable MFA at the user and tenant
levels. If email-based authentication is enabled for you, a one-time password (OTP) is sent to
your registered email address to authenticate your access to the application. The OTP remains

valid for 5 minutes from the time the email is received.

Manually enter the OTP on the authentication screen within 5 minutes. Copying and pasting the

OTP is not allowed.

If you do not enter the OTP within 5 minutes of receiving it, the application displays a message
indicating that the OTP has expired. To obtain a new OTP, click Resend OTP. The application

sends a new OTP.

5. Click Continue.

Resetting a forgotten password

You can follow the below-mentioned procedure to securely and conveniently regain access to your

account and mitigate the risk of unauthorized access and data breaches.
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To reset your forgotten password

1. In the authentication screen, click the Forgot your password? link.
2. In the User Name field, provide your user name (email ID).

3. In the Validation Code field, enter the CAPTCHA text without spaces.

Note: The CAPTCHA text is not case-sensitive.

4. Click Continue.

Arctera Surveillance sends the Reset Password link via email notification on your primary

email address. The reset password link expires in 30 minutes.

Note: If you have not received any natification, check spam and junk folders, or contact admin

if needed.

5. Click the Reset Password link and do the following:

¢ In the User Name field, provide your user name (email ID).
 In the New Password field, enter your new password.

* In the Confirm Password field, enter your new password again.
6. Click Submit.

The application redirects you to the login page.

13
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Working with dashboard widgets

This section includes the following topics:

Understanding the Dashboard page

* Viewing status summary of recently reviewed departments

 Pinning and unpinning departments to view review status

Changing the order of pinned departments

 Viewing a summary of searches and exports

Understanding the Dashboard page

Viewing the review status summary of escalated items

After logging in to Arctera Surveillance, your dashboard appears by default. If not, you can view it

by clicking the Dashboard tab. The dashboard page lets you view the status of department

reviews, escalations, and tasks. Aggregated statistics are used to report the status of these items.

Figure: An example of the dashboard that appears to administrators and reviewers upon

login

i

ra c‘l‘erq @& Surveillance ion Required: Update you teamsqa & ? % o (0]
a
Dashisoard Review Status X Pin/Unpin Departments (& Update Order
& Pinned Department/Reviewer Total Items Unreviewed Reviewed (Relevant) Questioned Pending Escalated = 30 Days Old Last Activity % Complete
Review
. > ! 001-Mahesh 25359 25237 3(3) 0 ne 23 25237 02/06/26 0%
Departments > B ol vinay dept 1 - Updated 270636 267412 694 (577) 6 2414 1072 200804 04/08/26 1%
* > . vinay-independent 553 401 17014) 2 133 3 401 12113/25 27%
Groups
! Ol-Karan-Test 43748 43079 n7(ne) 1 551 5 43079 1213/25 1%
8
. B r 241 3l 2(0) 4 204 o al 12/31/28 87%
j Total in this subset 340537 336160 833(710) 123 3421 no3 269552 1%
Enhanced
Reporting X
Escalations
n
T All Escalations Total Items Closed My Escalations Escalated > 30 Days Old
D All Escalations 62284 1696 3072 58112
Application
‘£ Searches Status (5 Failed / 800 Completed) Exports Status (4 Failed / ? Completed)
C
E) Name Department Items Status
Audit viewer
Mahesh - IR - QA Search (20 - App) 80_Dept_Cir3 o No Hits
A
. Mahesh - IR - QA Search (20 - App) 80_Dept_Cirl 10 Pending Acceptance

1. Left navigation pane

14
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The left pane provides a navigational menu. When you click on an item in this menu, the
corresponding view appears in the right pane. The availability of these menu items and the
corresponding views depend on the roles that are assigned to the signed-in user. Therefore, if
you are a reviewer, some of these tabs may not be visible, depending on the permissions that

your administrator has assigned to you.

You can click the >> icon to expand and the << icon to collapse the navigation banner.

TAB DESCRIPTION

Dashboard This tab provides an overview of the status
of the activities that you can perform in
Arctera Surveillance. It also gives you quick
access to the activities that you are likely to
perform frequently with Arctera Surveillance.

Review This tab displays a list of review items. A
reviewer can provide comments for them and
assign actions like review irrelevant or
relevant, pending, question, escalate, and
appraise.

Departments This tab lets you manage departments, the
monitored employees who belong to them,
and reviewers assigned to department and
allocate items for review to reviewers,
specifying the allocation as a percentage.

Groups This tab lets you manage employee groups
that belong to departments.

Reports This tab lets you generate reports about
review status for Bloomberg, Domino,
Exchange, SMTP, Instant Messaging (IM),
Microsoft Teams Chat and Microsoft Teams
Channel.

Enhanced Reporting This tab lets you create, run, schedule, and
manage reports through a user interface
unlike the Configuration tab where it's done
using APlIs.

15



ARCTERA™ SURVEILLANCE

TAB DESCRIPTION

Monitor This tab lets you monitor and resubmit
searches as necessary.

Application This tab lets you access commonly used
administrative facilities. You can manage the
following:

- Roles: Set up and amend the roles you can
assign to users to manage their access to
Arctera Surveillance.

- Role Assignment: Assign roles to users.

- Hotwords: Set up lists of important words
that you may want to search within archived
items.

Configuration This tab lets you:

- Create schedules at which searches can
run across multiple departments.

- Manage audit settings for the Audit viewer.

- Configure reporting API endpoints that can
be used to generate reports and perform
data analytics through custom scripts or
templates.

Audit viewer This tab lets you search and save audit
records for various modules and operations
at department and application level.

Alerts This tab lets you view alert events in Arctera
Surveillance. You can view all generated
alerts for the configured alert categories.

2. Banner

16



ARCTERA™ SURVEILLANCE

The banner contains the Arctera Surveillance logo, company name, user name of the
administrator or reviewer who is signed in, the Switch to dark/light mode icon, the Help icon,

the Notifications icon, and the Account Profile icon.
 Click the Help icon to display application help in a separate window, without leaving the
application window.

¢ Click the Notification icon to view the most recent updates in the application. Notifications

and their summaries are displayed. Click natification titles for corresponding details in user

help.
teamsqa ({_-, ? % p
Latest updates 9 unread / 9 total

€ Al Assistant

Al-powered, prompt-based assistant that provides
insights and automates management of departments,
monitored employees and role assignment.

O Alert Framework (Search Failures)

Provides alerts on failed searches to surface potential
gaps in surveillance coverage.

O Report Parameters in Cutput

Displays report input parameters within the report output
for Enhanced Reports.

O Enhanced Reporting — Created By Visibility

The Created By column now displays the user who
generated the report for Ul and Review-based reports.

Close Mark All Read

» Click Mark All Read to mark them all as read. Click Close to exit the notifications panel.

17
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 Click the Account Profile icon to open the Arctera eDiscovery, Arctera Management
Console, and Arctera Personal Archive applications in new windows if you are authorized to

access these applications.

» Click Log Out to exit the application.
3. Details pane
The details pane displays summary of the following sections:

* Review Status: Provides details of up to five or fewer pinned departments. If the user has
not pinned any department, then it presents details of the five departments to which that

user has access.
e Escalations: Provides details of escalated items.

» Searches and Export Status: Displays results of the last few exports and searches run by

a user.

Viewing status summary of recently reviewed departments

The Review Status widget displays detailed information on review status of your pinned
departments. If the user has not pinned any departments, then it displays detailed information on
review status of 5 departments to which you have access. You can pin (bookmark) up to five
departments to quickly view their review status when required. If you try to select the sixth
department, a notification appears that you cannot pin more than five departments. If the pinned

departments are no longer required, you can unpin them.

When you log out and log in the session again, the pinned departments from the last session are

displayed.

If you have permissions to view department reviewers details, click the > icon to expand the
department row. When department row is expanded, the department reviewer details are

displayed. You can drill down for further details in a specific area.

Figure: An example of a summary of recently reviewed departments

18
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Review Status X Pin/Unpin Departments (&' Update Order
Pinned Department/Reviewer Total Items Unreviewed Reviewed (Relevant) Questioned Pending Escalated > 30 Days Old Last Activity % Complete
v B b1_KD_Dept 121929 121888 6(5) 2 33 2 121888 14/01/25 0%

® Admin 37 - 2(2) 2 33 o o 14/01/25

@ kanchan Dudhe 4 ° 4(3) o o 1 o 04/09/23

@ Aditya Magare (o] = = o 0 0 0

@ Mandar Nagarkar o - - o o o o

@ sarita Korake 0 - - o o o [}

@ Tushar Patil 0 - - 0 0 (o] [

@ Users ¢} - - o o o (o]
> B 0lvinay dept 1 - Updated 47660 47607 7(4) n 35 9 47607 01/05/25 0%
> ! vinay-independent 543 523 17.(14) 2 1 3 523 21/m/23 ?%
> ! 00Oltest 25378 25376 (1) 1 o o 25376 09/06/25 0%

! Ol-Karan-Test 43802 43657 n7 (ne) 1 27 5 43657 01/12/24 0%
Total in this subset 239312 239051 148 (140) 7 96 19 239051 - 0%

It summarizes the departmental details such as:

 Total items presented for review

Total relevant items reviewed and unreviewed

Number of pending, questioned, or escalated items

 Items more than 30 days old that are still unreviewed

Date of the last marking activity performed in the department

e Current review completion status

Pinning and unpinning departments to view review status

You can pin (bookmark) up to five departments to quickly view their review status when required.
You can drill down for further details in a specific area. If the pinned departments are no longer

required, you can unpin them.
To pin and unpin departments

1. In the left navigation pane, click Dashboard.
2. On the Review Status wizard, click Pin/lUnpin Departments.

3. In the Pin/Unpin Departments dialog box, search for the department that you want to pin or

unpin, then click the pin icon adjacent to it.

19
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Pin/Unpin Departments x

Search by department name Q

B ok_new_evc_5.0_monit_dis ¥

B ok_Sentiment_score_Immediate ™
B Ak_Terminated_Employee *

B ok_terminated_employees_2
@ ok_terminated_employees_3
@ aka_deptl_childl =

@ ckaosh =

B akaosh_new@evc-50#101

> [ akaosh_new_evc_51

1 pinned © ¢ X

Cancel

The icon color and direction of the pin icon changes to indicate that the department is selected.
Use the navigation arrows to go to the previous and next pages to select departments. The

count of the departments selected for pin or unpin is displayed at the bottom of the dialog box.

4. Click Save.

If the departments are selected for pinning, these departments appear on the Review Status
wizard. If the departments are selected for unpinning, these departments disappear from the

Review Status wizard.

Changing the order of pinned departments

The Update Order button is enabled only if the Review Status wizard contains more than one

pinned department.
To change the order of pinned departments

1. In the left navigation pane, click Dashboard.
2. On the Review Status wizard, click Update Order.

3. Use the UP and DOWN arrows adjacent to the department name to change order of pinned

departments.

20
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Alternatively, drag and drop the department above or below another pinned department.

Review Status

Click the up or down arrow next to each department to change their order. Alternatively, you can drag and drop items above or below another department. % Cancel  [E) Save

Pinned Department Total Items Unreviewed Reviewed (Relevant) Questioned Pending Escalated =30 Days Old Last Activity % Complete

AV - Ol_KD_Dept 121929 121888 6(5) 2 33 2 121888 01/14/2025 0%
AV ! Ol vinay dept 1 - Updated 47660 47607 7(4) n 35 9 47607 05/01/2025 0%
AV E vinay-independent 543 523 17.014) 2 1 3 523 1172172023 3%
AV n 0001test 25378 25376 1) 1 o o) 25376 06/09/2025 0%
AV - Ol-Karan-Test 43802 43657 n7(neé) 1 27 5 43657 12/01/2024 0%

Note: The Save option remains disabled till you change the order of at least one department.

4. After updating the order, click Save.

The dashboard refreshes and displays the updated order.

Viewing the review status summary of escalated items

The Escalations widget displays the escalation history for specific items.

Figure: An example of a summary of escalated items

Escalations
All Escalations Total Items Escalated Closed My Escalations Escalated = 30 Days Old
All Escalations 168 149 19 8 169

It summarizes the details such as:

Total items reviewed

Total items escalated

Total items closed

 Items more than 30 days old that are still unreviewed

Viewing a summary of searches and exports

This is a read-only function. The Searches Status tab is visible only when the user has the View
Task Status permission in any of the departments and also has any of the Search capture or
Application Search permissions. If the administrator removed the View Task Status permission

from all departments for a user, the Searches Status tab is not displayed to that user.
To view a summary of completed searches

1. In the left navigation pane, click Dashboard.

2. Click the Searches Status tab to view the status of failed and completed searches.

21
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Click the Exports Status tab to view the status of failed and completed exports.

Figure: An example of Searches and Exports status on dashboard

Searches Status (1 Failed / 26 Completed)

Exports Status (2 Completed)

Name Department ltems Status

IM 01 O1AK 0 No Hits

im23june O1AK 6 Pending Acceptance
23june-accept-rocket 80_Dept_None 2 In Review
23-june-foday 80_Dept_None 2 Pending Acceptance
PTOI1 Ol vinay dept 4 32829 Pending Acceptance
Sched power bi refresh (9) OlAK (] No Hits

22
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Managing employee groups

This section includes the following topics:

« Creating custom employee group

* Adding employee groups

Creating custom employee group
You must have the Manage Employees permission to set up an employee group. By default, users
with the application-level App User Admin role have this permission.

To create a custom employee group

1. In the left navigation pane, click Groups.
2. Click on the Employee Groups section and expand it.

3. By default, the General tab is displayed. If not, select the General tab. On the action bar of the
tab, click New Custom Group. The New Employee Group dialog box appears.
New Employee Group x

Name: *

Test_New_Employee_Group

Description:

Test_New_Employee_Group

4. Provide the following details:

» Name: Specify a name for the employee group.

» Description: Specify a description for the employee group.

5. To add employees to the group manually, click the Members tab.

23
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General Memlbers

+ Add x Remove & Refresh
Filter by name

MName 1+

No members to display

6. Click Add. Add Members window is displayed.

Select the employees from the list as shown in the following sample image:

Add Members x
Search.. Q
E Name +
abhay Gaur

Abhinav Agrawal

Aditya Magare

Admin

Admin

adminl

Admin2

ajin kel

Ajinkya Kelwadkar

L]
L]
[]
L]
[] ajinkya
[]
L]
L]
-

ajinkyal
ajinkyal017
aiinkval0lg
4 selected © Gotopage: 1 15;;20 of K < >

7. Click Save.

Editing custom employee group details

You must have the Manage Employees permission to edit an employee profile. By default, users

with the application-level App User Admin role have this permission.

24
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To edit the details of the custom employee group

1. In the left navigation pane, click Groups.
2. Click on the Employee groups section and expand it.

3. Search for and select the employee group you want to edit.

Employee Groups ~ General Memibers
Search by name . - + New CustomGroup 4 AddGroup (@ Edit % Delefe
&  Name ¢4 Test_New_Employee_Group
% ak_group_new Name: Test_New_Employee_Group
% Test_New_Employee_Group
Description: Test_New_Employee_Group
Type Custom Group

4. By default, the General tab is displayed. If not, select the General tab. On the action bar of the

tab, click Edit. The Edit Employee Group dialog box appears.

Edit Employee Group x

Name: *

Test_New_Employee_Group

Descripfion:

Test_New_Employee_Group

5. Update the employee group details. For more information on the employee group fields and

adding members to a group, see Creating custom employee group.

6. Click Save.

7. On the action bar of the tab, perform the following actions as required:

» Deleting an employee group: If an employee group is no longer required, under General
tab, click Delete.

25
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Delete employee group
A Are you sure you want fo delete

Employee Group
"Test_New_Employee_Group™?

.

« Removing an employee from employee group: If an employee is no longer a part of an

o

employee group, under Members tab, select the employee/s, click Remove.

General Members

+ Add | x Remove | & Refresh

Filter by name

Mame T

Aditya Magare

Admin

Ajinkya Kelwadkar

abhay Gaur

Adding employee groups

Like adding users (employees) from Microsoft Azure Active Directory, you can add new employee
groups to Arctera Surveillance from the Microsoft Azure Active Directory. After the employee groups
are successfully added, their records are automatically synchronized to display the corresponding

group members. Additionally, you have the option to manually initiate synchronization.

If you no longer need certain employee groups, you can remove them from Arctera Surveillance.
When you remove employee groups from Arctera Surveillance, these groups are not deleted from

the Microsoft Azure Active Directory. However, if the employee groups are deleted from the Azure
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Active Directory, they are removed from the Arctera Surveillance database after the next successful
synchronization. If the employee groups are later restored in Microsoft Azure Active Directory, they
are automatically added back to the groups list in Arctera Surveillance during the next
synchronization. To permanently delete a group, you should delete it from the Azure Active

Directory.

You must have the Manage Employee Groups permission to add employee groups from Microsoft
Azure Active Directory. By default, users with the App User Admin application role have this

permission.
To add employees and employee groups

1. In the left navigation pane, click Groups.

2. Expand the Employee Groups section, if not expanded by default.

The application displays the currently available employee groups in Arctera Surveillance as

shown in the sample image below. To sort employee groups in either ascending or descending

alphabetical order, click on the Name column heading.

3. To view the employee group details, select the group.

« Hover over the status icon adjacent to the employee group name to view the status of

synchronization with the Azure Active Directory.
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Employee Groups ~

Q

Search by name Q
Name T

testlparentGroupl
TK_P_Grpl
TK_PIChildl @

Not synchronized yet

TK-PartialSyncTesting

WAS - Auto Synch Group

* On the right side, the General tab is displayed by default. It provides the name and
description of the group, total members in the group, status to search the nested groups,

and the date when this group record was last synchronized with the Azure Active Directory.
e Click the Members tab to view the details of group members. This is read-only information.

After group record synchronization, addition or deletion of members is updated on this tab.

To sort member names in either ascending or descending alphabetical order, click on the Name

column heading.

To search members by name, specify a few characters of member name, and click the Filter

icon or press ENTER.

To view members from other pages, use navigation arrows in the bottom of the dialog box to go

to the next or previous pages.

Employee Groups A General Nermibers
Search by name Q o O Refresh
Mame T Filter by name
Inestsacuritygroup MName T
AACHiIGeowD EVCTestUserl
AA-CSC-9M]

EVCTestUser?
AA-CEC-9779

4. To manually synchronize the group record across departments, click Synchronize. The

application displays an alert as shown in the sample image below.
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Note: The application takes some time to update the record. Besides that, the application
automatically synchronizes the record with the Azure Active Directory every 15 minutes. Click

Refresh to view the updated detalils.

5. To add a new employee group, click Add Group. In the Add Employee Group dialog box, do
the following:

Add Employee Group x
Search.. Q
Inchucke nested groups 6
Narme 4 I
AD-TestGroup7
CH-Groupl

1 selected 1 - 400 of 126 K < » A

Cancel Save

» To sort employee groups in either ascending or descending alphabetical order, click on the

Name column heading.

e To search a group, in the Search field, specify the group name characters, and click the
search icon.

« To manually search a group, use navigation arrows in the bottom of the dialog box to go to
the next or previous pages.
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» To include all the members from the nested groups, select the Include nested groups

check box.

e To add the selected employee group to Arctera Surveillance, click Save. Wait for some time

for record synchronization.

6. To remove the existing employee group, search for and select the group you want to remove,

and click Remove.
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Managing departments

This section includes the following topics:

» About departments

» Understanding the Departments page

» Searching departments

» Creating departments

» Moving existing departments under other departments

» Adding monitored employees and employee groups to departments
 Editing monitoring policies

 Editing department details and monitoring policy

» Managing exception employees

» Designating employees as exception employee

« Assigning further exception reviewers to an exception employee
* Removing exception status

* Removing exception reviewers

About departments

The mirroring of an organizational department can be accomplished by creating departments and
sub-departments in Arctera Surveillance. The parent department (top tier) is a Corporate Office tier.
The sub-department (bottom tier) is an office tier in which an administrator can create as many
sub-departments as necessary. This architecture enables the corporate office to distribute the

items monitoring workload to the second-tier offices as required.

Figure: A sample departmental structure in Arctera Surveillance
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| Company Mame
HR and : ‘
] “ | Adminisration l [ Praduction J | Quality Assurance ‘

[ A
Sub- Sub- Sub- Sales and =
departmant 1 department 2 department n Marketing Accounts and
. ] ", L g e Finance

Departments allow for the organization of monitored employees, the configuration of department-

Parent
Department

wide monitoring policies, and capture and review of monitored employees' archived communication
items via random sampling and searches. Administrators can configure individual monitoring
policies for each department and sub-department. Arctera Surveillance lets you organize monitored
employees into departments that reflect the structure of your company. For example, an
administrator can create departments that are called Marketing, Sales, Engineering and so on.
Employees can be added to the appropriate departments. Reviewers can review items of these

departments and the nested departments.

Understanding the Departments page

The following images highlight the standard features of the Departments page.

Figure: A sample page showing summary of departments

®
rarciera @ Sufveillance Action ired: Update your bookmarks! The Arcterd Surveillc teamsqa & ? 7 p @
a«
Dashboard Departments A Summary
L Search by name T 2 + New Department &= Open Department I8 Close Department &% Go To feview & Refresh
Review
B B All Departments Filter by department name A ¢
Departments @ AllExceptions [J  status  Department 4 Parent Department DAJ::I’;"Q Owner ttems
2 () _SkPolicyMatchSrchDept 0o B O1REG TEST (] Kanchan Dudhe 104809
Groy o o/Ag
P Wi@as%a:0 O B 01 vinay dept 1 - Updated ] Admin 270636
] B e#s%
P O B 01 vinay dept 2 (V] Ajinkya Kelwadkar 241929
5= W ____SK_TermEmp_DI
=] " SK_TermEmp_D2 (] B 0l vinay dept 3 o Ajinkya Kelwadkar 16927
Enhanced
Repotics > B ___sK_AIS63_DI O B 01 vinay dept 4 (V] Admin 257659
it () ___SK_Srch_Actions O B 0l vinay dept 5 (V] Admin 54193
oy () __akash_dept2 O B 01 vinay dept 6 o Vinay Kumar 38864
- ) 1 __Sk_TermEmp_D3 O B O1-Karan-Test ] Admin 43748
Application 1) __SKAIS63TooManyHits
O B 01-KD-REG-TEST (V] Admin 22644
o B _ooi_kk
Configuration 01_kd _label test ] Admin 4
> B _45rvI O &
& B _4AdminRole O B 01_KD_Dept V] Admin 128738
Audit viewer -
A > (il _s3 O B O1_ME_No OI_ME_Yes (V] Ajinkya Kelwadkar 0
Plerts B aisoorv 0O B O1_ME_Yes o Ajinkya Kelwadkar 9644
- - O1_ME_Yes_No Ajinkya Kelwadkar 20
B _sk_Export_VAs62 S " — z
() _sk_vas50_D4
0Ol_rasl Rashmi Vijayvargiya 27713
h [ h
() _Sk_VAS62_Term_Emp
N
U=zrms h Oselected 1-100 of 1143 O R

Figure: A sample page after selecting a single department
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Departments

A < Properties Monitored Employees ? Searches

Export

Reviewer Assignment

Hotwords

Search by name ™ ©

B All Departments

<+ New Department here

I
(&' Edit Department

¥ Go To Review

X Delete Department & Refresh

Name: _4Admin Role Owner: Rashmi Vijayvargiya - ras
@ AllExceptions Status: Open Parent department:
> B 45 Can contain departments: Yes Default percentage sample for 100 %
B _4Admin Role Can contain monitored employees: Yes new searches:
> B 53 Learning behavior for sampling: None Relevance threshold: 40%
> (@) <O1>RV5 DIPI Last learning cleared on:
() <script=alert(hi)</script=
Monitoring policies
B <script=alert(hi)</script>
> [ O_TestAutoSearchParent-2806240:
Name 1 Policy % Inbound % Outbound % Internal %
> 000 vinay 45 reg 01
> (10001 RVS D2PI Audio Files ©
> (il 000ltest Avaya 2
() 001 Reviwer Role test Blackberry 10
L [[ee) vinay 45 reg CellTrust 10

() 001 VK KR 1
Cisco Webex Teams 10

1. Search and filter pane

Arctera Surveillance lists all the available departments. After you create a search, the

application searches for the items based on the search criteria. You can use the filters to

narrow down the search results. You can use the filtering options to search the required

department. Options include filtering by department name, exception employees, and reviewers

associated with the department.

You can select a single or multiple departments just by selecting the corresponding check

boxes. You can select the departments from multiple pages. For better performance, it is

recommended to select maximum 200 records. To clear the entire selection, click the Clear

selection icon at the bottom pagination pane.

2. Action bar

Functions of the action bar vary with the menus you have selected. The available action

buttons are mentioned below.
TABLE: DEPARTMENT VIEW ACTION

ACTION BUTTON

When the All Departments node is selected:

New Department

Open Department
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FUNCTION

Opens a New Department page to create a
new department.

Opens a closed department for monitoring.
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ACTION BUTTON FUNCTION

Close Department Closes an open department and restricts
monitoring of employees in the department.

Go to Review Navigates you to the Review tab of the
current department.

Refresh Refreshes the page information.

Filter by department name Allows you to narrow down the results by
specifying a department name.

When an individual department node is

selected:

New Department here Opens a New Department page to create a
new department.

Edit Department Opens an Edit Department page to let you
modify department configuration/details.

Go to Review Opens the selected department in the review
pane to access items for review.

Refresh Refreshes the page information.

3. Details pane

This pane displays the records with subsequent details. You can click on the column heading to
sort the data either in ascending or descending order for one or more columns on the selected
page. The sorting is case insensitive. After performing a sort action, users land on the first

page, by default.

You can change the size and order of the columns on this pane. This change persists till the
time you are signed in. After you log out from the application, the default column size and the

order is retained.

4. Bottom navigation bar

This bar displays total number of records, total number of records on page, and total number of
the selected records if you have selected these records. The navigation options are supported

for multi-page lists.
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Click the Clear selection icon to clear the selection of records in the table.

Click the |< icon to go to the first page of the list.

Click the >] icon to go to the last page of the list.

Click the < icon to go to the previous page of the list.

Click the > icon to go to the next page of the list.
5. Menu bar

The Title bar appears directly underneath the upper banner. The left side of the title bar always
displays the name of the current page. This bar also displays menus based on the permissions

you have to work within departments.
TABLE: DEPARTMENT VIEW MENU BAR TABS AND THEIR FUNCTION

MENU FUNCTION

Properties Displays department-level properties. You
must have the Configure Department
Properties permission in a department to
edit its properties. Users with the User
Admin role have this permission by default.

You can filter the departments by name and
choose whether to list any exception
employees and reviewers that are
associated with them.

Using the Properties tab, you can perform
the following:

- Rename a department.

- Change the monitoring policy.

- Close and reopen the department.
- Nominate a new owner.

Note: Even if you nominate a new owner, the
original owner still retains all the
administrative permissions. You can use the
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MENU FUNCTION
Role Assignment feature to remove these

permissions.

Monitored Employees Allows you to manage the configuration
activities for department-specific searches.

Searches Allows you to manage the configuration
activities for department-specific searches.

Export Allows you to manage the export activities
for department-specific data.

Role Assignment Allows you to manage department-specific
roles and responsibilities.

Hotwords Allows you to manage department-specific
hotwords and hotword sets.

Labels Allows you to manage department-specific
labels.
Review Comments Allows you to manage department-specific

review comments.

Trash Allows you to manage department-specific
trash rules.
Allowlist Allows you to manage department-specific

allowlist rules.

History Displays the start and end dates for
employees added to the department.

Searching departments

Upon accessing the Department page, a list of all the available departments appears.
To quickly search a required department

1. In the left navigation pane, click Departments.
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2. Expand the Departments section if it is not expanded by default, and click the Apply filter icon

to view the filtering options.

Note: A closed department will only be visible if any of its child departments are open.

()

Dashboard Departments A
& ~
Search by name YA =

Review

i @ Al

Departments O Unreviewed/Unsupervised

(O Show Exceptions

G
rops B All Departments

& All Exceptions
Reports

> B _4.5RVi

3. Perform the following steps as required:

* In the Search by name field, type name of a department or department owner containing

items you want to search.

 Click Show extra filtering options to see the following filters:

o

Select All to search a department within all departments.

o Select Unreviewed/Unsupervised to search a department where no department

reviewer or compliance supervisor is assigned.

o Select Show Exceptions to search for exception employees. Type a hame of exception

employee.

o Select Show Reviewers to search for the specific reviewers. Type a name of a

reviewer.

4. Click the Apply Filters icon to apply the search criterion.
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The application displays a summary of your search result.

5. Alternatively, select the All Departments node to obtain a summary of all the available
departments. To view the departments based on their closed or open status, expand the filter
section and choose the respective option from the Department Status drop-down list as

shown in the sample image below:

Departments ~ Summary

Search by name YA & + New Department = Open Deparfme B8 Close Department & Go To Revie < Refresh

Filter by department name A
® A y deps AS
() Unreviewed/Unsupervised Department Status: ~ Both M
Show Exceptions

O Status Department 4 Parent Department Mcnltgr\ng Owner Items
B Al Departments Activel
8 O @& 0001 RV5 DIPI Child 1 <0l> RV5 DIPI () Vinay Kumar 263
All Exceptions

> B _45RvI O ] 0001 RV5 D2P1 (] Vinay Kumar 32

B _4AdminRole O Ba 000ltest V] Admin 25378
> B _s3 O B 001 Reviwer Role fest (V] Vinay Kumar 10228
> Il <0>RV5 DIPI O @a 001 vinay 45 reg © abhay Gaur 10389

() <script>alert(hi)</script=> O B 001 VK KR 1 (V) Vinay Kumar 10378

The application displays the summary of departments based on their status.

Creating departments

The minimum information needed to create a department is its name and an owner. The owner can
be any employee that you have added to the system but is typically the main system administrator
for Arctera Surveillance. You can add either a new department or a nested department (a child

department of an existing department).

Note: You must have the Create Departments permission to add a new department. By default,

users with the App User Admin role have this permission.
To create a department

1. In the left navigation pane, click Departments.

2. On the action bar, click New Department or press Alt + N.

The New Department dialog box appears.

3. In the Department section, specify the relevant information in the respective fields.

FIELD DESCRIPTION

Name Type a unigue name for the department. The
name can contain spaces, all the special
characters, and text characters.
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FIELD DESCRIPTION

Status Choose Open to make the department open
for monitoring.

Choose Closed to restrict monitoring of
employees in the department. The closed
department name appears on the start page
of the application only when any of its child
departments is open. Employees who are
also monitored in other departments
continue to be monitored in the closed
departments.

Owner Select the name of the principal
administrator for the department.

Note: Each department has an owner, who
must have a logon but does not need any
special privileges assigned. By default,
Arctera Surveillance grants the permissions
associated with the Admin role to
department owners. These permissions are
as follows:

- Grant access to users.

- Add monitored employees.

- Configure department properties.
- View reports.

Parent department If the department itself is a parent
department, do not select any previous
department in this field.

If you want to create this department under
any existing department, click the search
icon to select the parent department.

4. In the Options section, specify the relevant information in the respective fields.
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FIELD DESCRIPTION

Can contain departments Click the slider switch to turn it ON to allow
creating nested departments under this
department.

Click the slider switch to turn it OFF to
restrict creating nested departments under
this department.

Can contain monitored employees Click the slider switch to turn it ON to allow
adding monitored employees to this
department.

Click the slider switch to turn it OFF to
restrict adding monitored employees to this
department.

Note: You may want to clear this option
when you need to set up a department
hierarchy, where the top-level department
does not contain any monitored employees,
but the nested departments do.

5. In the Search details section, specify the policy that Arctera Surveillance must follow when it

adds the results of a search to the department review set.

FIELD DESCRIPTION
Default percentage sample for new Specifies the minimum percentage of the
searches items that a search returns to add to the

review set. When you create a search, you
can qualify this option further by specifying
the minimum number of items that are
required per employee.

Lock Click the slider switch to turn it OFF to allow
department administrators to change the
sample rate for new searches.
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FIELD DESCRIPTION

Click the slider switch to turn it ON to restrict
department administrators from changing the
sample rate for new searches.

6. In the Intelligent review section, specify a sampling method and relevancy threshold.
Notes:

a. Intelligent Review requires the Add or remove content snippets permission. Without this

permission, reviewers cannot capture or remove text snippets used for machine learning.

b. Intelligent Review uses previously reviewed items in the same department to identify and
prioritize similar items as Relevant or Irrelevant. The feature is available only for scheduled
searches when Intelligent Review is enabled for the department. It determines item
relevance using email metadata, classification tags, item content, and communication
routes. Microsoft Teams items are excluded from machine learning and are always marked

as Relevant.

FIELD DESCRIPTION

Learning behavior for sampling The options that are available depend on
whether you use guaranteed sampling,
which is the default sampling mode, or
statistical sampling.

None: Arctera Surveillance samples items in
the normal way, without implementing
Intelligent Review.

Sample exact percentage and prioritize:
Sample exact percentage and prioritize for
guaranteed sampling. Arctera Surveillance
samples both relevant items and irrelevant
items without favoring one over the other.
So, if your monitoring policy requires that you
capture and review 10% of items, Arctera
Surveillance captures 10% - but a substantial
number of the items may be irrelevant. With
this option, however, Arctera Surveillance
does give the items a status of either
Unreviewed (Irrelevant) or Unreviewed
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FIELD DESCRIPTION

(Relevant) as it adds them to the review set.
When you later review the items in the
Review pane, you can filter them by their
Unreviewed status to distinguish between
the relevant and irrelevant items.

Sample exact percentage of relevant
content in addition to current sample:
Sample exact percentage of relevant content
in addition to current sample (guaranteed
sampling only). Arctera Surveillance adds
both relevant items and irrelevant items to
the review set until it has captured the
required percentage of relevant items. With
this option, therefore, Arctera Surveillance
may capture more items for review than your
monitoring policy demands. For example,
suppose that your policy requires you to
review 10% of items. To achieve the required
number of items, you may need to capture
20% of items, only half of which are relevant.

Sample exact percentage of available
relevant content: Sample exact percentage
of available relevant content (guaranteed
sampling). Arctera Surveillance discards all
content that it considers irrelevant and
samples relevant content only, until it has
captured the required percentage. So, if your
monitoring policy requires that you capture
and review 10% of items, Arctera
Surveillance captures precisely 10%.

In the case of guaranteed sampling only, if
there are too few relevant items to fulfil the
monitoring policy then Arctera Surveillance
supplements them with irrelevant items. For
example, suppose that 100 items are
available for sampling, and your monitoring
policy requires you to capture 10% of them.
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FIELD

Relevance threshold

Clear learning

Last learning cleared on

43

DESCRIPTION

If only seven items are relevant, Arctera
Surveillance adds three irrelevant items to
achieve the required number of 10 items.

Relevance Threshold specifies the level of
confidence that Arctera Surveillance must
have in the accuracy of its prediction before
it marks an item as Unreviewed Relevant.
Depending on the relevance threshold value,
Arctera Surveillance determines whether the
item is relevant or irrelevant for review and
accordingly marks the item as Unreviewed
Relevant or Unreviewed Irrelevant.

Intelligent review

Learning behavior for sampling:

None ~
Relevance threshold: @
Low Medium High

Last learning cleared on:

On a scale of 0 to 100, the default threshold
value is 40, with a recommended range of 20
to 80. Though it is recommended to set the
relevance threshold value between 20 and
80, depending on the requirement, it can still
be set to a lower or higher value by adjusting
the slider.

An item with a relevance score greater than
or equal to the set relevance threshold is
classified as Relevant, otherwise Irrelevant.

Discards all the accumulated learning
behavior for this department.

Specifies the date when the accumulated
learning behavior for this department was
discarded.
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7. In the Monitoring policies section, specify the sampling percentages for the configured and

enabled content sources as shown in the sample image below.

New Department x
Monitoring policies ~
[] Disable monitoring of employees Review requirement for:
@® All policies 2%
O Per policy
Name * Policy % Inbound % Outbound % Internal %
Audio Files 2 - - -
Avaya 2 - - _
Blackberry 2 - - -
CellTrust 2 - - _
ChatGPT 2 - - -
Cisco Webex Teams 2 - - -
Copilot 2 - - N
Crowd Compass 2 - - -
EML 2 - - -
EWS 2 - - _
FXConnect 2 - - -
Google Mail - 2 2 2
IMessage Collaboration 2 - - -
Instant Messaging 2 - - -

The administrator or compliance supervisor can -
* View the content sources that are configured and enabled for customers.

The list of content sources updates when new content sources are configured and enabled
for the customer. For detailed list of supported content sources, see Sampling support for

content sources.

Note: If the content source is no longer required, it is recommended to disable it, as
valuable data may be retained for potential future use. The list of content sources does not

update when a content source is disabled.
e Set the monitoring policy at the department, child department, and the user level.

e Create a monitoring policy by setting sampling percentages for the items from these

content sources, with the option to specify different percentages for each individual service.

Perform the following actions:
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FIELD DESCRIPTION

Disable monitoring of employees This option controls if the employees of the
department will be eligible for random
sampling.

Do not select this check box if you want to
allow employee monitoring in this
department.

Select this check box to disable monitoring of
employees in the department. If you select
this option, you disable all the other options
on this tab. However, the reviewers and
department administrator can still access the
department. Employees who are also
monitored in other departments continue to
be monitored in those departments.

Review requirement for - Select All policies and specify the
percentage of items to set the same
monitoring policy for all the configured and
enabled content sources (message types).
For example, if you set the sampling
percentage value as 5%, then 5% of items of
all these services will be captured and
provided for review.

Note: When new message types are added
to the list, the existing monitoring policy
automatically applies to them.

- Select Per policy and specify the
percentage of items to set different
percentages for each individual content
source (message type). For example, if you
set the sampling percentage for one service
as 5%, you can set different sampling
percentage values for other services.

Note: When new message types are added
to the list, the default sampling percentage
for these types will be set to 2%.
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FIELD DESCRIPTION

For some message types, such as
Exchange and Domino, you can also set
percentages on the items that travel in a
particular direction.

- Internal: Selects the items where the
author and all recipients are internal to your
organization.

- Inbound: Selects the items where the
author is external to your organization and at
least one recipient is internal.

- Outbound: Selects the items where the
author is internal to your organization and at
least one recipient is external.

8. Click Save.

Moving existing departments under other departments

When you move a department to a different place in the department hierarchy, its child
departments move with it. The monitored employees within the department, exceptions reviewers,

and supervisors also remain assigned to the department in its new position in the hierarchy.

Note: You must have the Create Departments permission to move departments. By default, users

that have the App User Admin role have this permission.
To move a department under another department

1. In the left navigation pane, click Departments.
2. Search for and select the department you want to move.
3. Click Edit Department.

4. In the Parent Department field, search for and select the department to which you want to

move the department.

5. Click Save.
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Note: The reviewers and supervisors of the parent department automatically have access to

the moved department.

Adding monitored employees and employee groups to
departments

You can add monitored employees and employee groups to the Arctera Surveillance departments
in the following ways:

» While creating a department in Arctera Surveillance (described below).

» While creating an archive account in Arctera Management Console, Arctera Surveillance

administrators do not need to create employee profiles separately in Arctera Surveillance.

Note: Arctera Surveillance audits the activity of assigning monitored employees to departments

and generates a log file for your reference.

An important activity in Arctera Surveillance is to add employees and employee groups to the
departments in which you want to monitor them. You can add new employee groups to Arctera

Surveillance from the Microsoft Azure Active Directory.
For more information, see Adding employee groups.

Note: You must have the Add Monitored Employees and Grant Users Access permissions to add
employees to a department. By default, users that have the User Admin role have these

permissions.

For more information on searching for archive accounts, creating an archive account, deploying
users and enabling their access to Arctera Surveillance, and removing user access, see the

Arctera Management Console User Guide.
To add monitored employees to a department

1. In the left navigation pane, click Departments.

2. Search for and select the department to which the monitored employees will be added.
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Departments ~ < Properties Monitored Employees Searches
Search by name ™w & + Add Employees < Refresh £ Actions -
> [ 01 vinay dept 2 Filter by employee name
() 01 vinay dept 3
yeep Name Policy Mobile EXSQSI:
(i) 01 vinay dept 4 Overridder Phone % %
> Ol vinay dept 5
@ y dep ] & Ajinkya Kelwadkar x 2
(i) O1 vinay dept 6
D & Akaashdeep Tikend. % 2
> IOI_kd _label test Akaashdeep Tikendra - akaash@teamsga.com ’7
> [ 01_KD_Dept ] & Ardhendu sSmgn x 2
—KL_Lep
> lil 0l_ME_Yes |:| & AuditUserl b 4 2
(W) O1_ME_Yes_No [] & Fakhruddin Badshah % 2

3. In the Monitored Employees tab, click Add Employees.

The Add Employees dialog box appears and displays the available employees and employee

groups.

Add Employees

Search...

Type Name

Admin - admin3@teamsqa.com £

adminl - adminl@teamsqa.com /A

ajin kel - ajinkya2@teamsqa.com 4

ajinkya - ajinkya49@teamsga.com £

ajinkyal - ajinkyal@teamsqa.com £

ajinkyal017 - ajinkyalOl7@teamsqa.com £k

ajinkyal018 - ajinkyalOl8@teamsqa.com £

ajinkyal019 - ajinkyalOl9@teamsqa.com £

ajinkyal02 - ajinkyal02@teamsqa.com £k

OO0 0O0o0oo0oeoOnoo0do
B B B B B Bo B Bo B B

ajinkyal020 - ajinkyal020@teamsqa.com 4L

1—-100 of
1 selected @ Go topage: | ° K < > A
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4. Search for and select one or more employees and employee groups.

Notes:
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* Individual employees and employee group are distinguished using the different icons.

« If the selected employee and employee group are already monitored in other departments,
an exclamation icon is displayed besides the names of those employees and employee
groups. You can still add such employees to the department for monitoring purposes. The
system displays a prompt listing the first ten departments and the number of the remaining

departments in which the employee or employee groups being monitored.

To select multiple employees and employee groups from multiple pages, select the
corresponding check boxes. Click the navigation arrows to go to the next or the previous

pages.

5. Click Save.

Editing monitoring policies

You can define the percentage of items that Arctera Surveillance should capture for a monitored
employee. You must have the Assign % Review Requirement permission to edit the monitoring

policy for an employee. By default, users that have the Rule Admin role have this permission.

By default, employee level sampling is enabled. So, you can only edit the monitoring policies at
employee level. If you want to edit monitoring policies at department level, contact Arctera
Technical Support.

Note: When the department level sampling is enabled, the option to edit monitoring policies is
disabled. In this case, Arctera Surveillance honors the monitoring percentage of the department
mentioned on the Department tab for sampling and not the employee monitoring percentage

mentioned on the Monitored Employee tab.
To edit monitoring policies at employee level

1. In the left navigation pane, click Departments.
2. Search for and select the department you want to edit.

3. Click the Monitored Employees tab.

A list appears, showing all monitored employees along with their configured and enabled

content sources. as shown in the sample image below.
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< Properties Monitored Employees Searches Export Role Assignment Hotwords Label >
+ AddEmployees & Refresh @ Aciions ~
Filter by employee name h 4
Polic Mobile Exchange Exchange Exchange Domino Domine Domino Teams Teams
Name 4 v Inbound Qutbound Internal Inbound Qutbound Internal Channel EML %
Qverridder Phone % o o o) o o o) Chat % o
4 % % % % % %
1] & Ajinkya Kelwadkar x 2 2 2 2 2 2 (o] 2
Ajinkya Kelwadkar - ajinkya@teamsga.com ‘
1] & ajinkyaldr -~ 2 2 2 2 2 2 o 2
|:| - Akaashdeep Tikend.. x 2 2 2 2 2 2 o] 2
] & Ardhendu Singh x 2 2 2 2 2 2 0 2
O & AuditUserl ® 2 2 2 2 2 2 o 2
O & Dave s ® 2 2 2 2 2 2 o 2
O & Fakhruddin Badshah % 2 2 2 2 2 2 o 2
D & Ganesh Marmat x 2 2 2 2 2 2 0 2
[ & Hardi Bk x 2 2 2 2 2 2 0 2
] & Indrayani Pawar x 2 2 2 2 2 2 [¢] 2
[ & Kanchan Dudhe x 2 2 2 2 2 2 0 2
] & Krishna Ghodke x 2 2 2 2 2 2 o] 2

To search for employees by name, in the Filter by Employee Name field, enter keywords that

characterize employee names or construct a query. Press ENTER or click the Filter icon to

view the filtered names.

Note: Do not use wildcard characters (asterisk or question mark) for partial searches. They do

not return results.

If the employee level sampling is enabled, the option to edit monitoring policies is enabled.

4. Click the Edit Monitoring Policies icon for the employee whose monitoring policies you want

to edit.

Edit Monitoring Policies
Monitoring policies

[] Disable monitoring of employees

Review requirement for:

@ All policies

O Per policy

In bracketsl 1is the effective review percentage. This is the higher policy percentage value between the department and the associated monitored employee.

Name 4

Policy %

Inbound %

Outbound %

Internal %

Microsoft Exchange Server

[2 %1

[2 %1

[2 %1

Audio Files

[2 %1

Video Files

[2 %1

5. Under Review requirement for, select one of the following option:

Cancel Save

e Select All policies and specify the percentage of items to set the same monitoring policy

for all the configured and enabled content sources (message types). For example, if you set
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the sampling percentage value as 5%, then 5% items of all these services will be captured

and provided for review.
Note: When new message types are added to the list, the existing monitoring policy
automatically apply to them.

» Select Per policy and specify the percentage of items to set different percentages for each
individual content sources (message type). For example, if you set the sampling
percentage for one service as 5%, you can set different sampling percentage values for

other services.

Note: When new message types are added to the list, the default sampling percentage for

these types will be set to 2%.

For some types of items, such as Exchange and Domino, you can also set percentages on the

items that travel in a particular direction:
* Internal. Selects the items where the author and all recipients are internal to your
organization.

* Inbound. Selects the items where the author is external to your organization and at least

one recipient is internal.

» Outbound. Selects the items where the author is internal to your organization and at least

one recipient is external.

6. Click Save.

Editing department details and monitoring policy

You can define the percentage of items that Arctera Surveillance should capture for each employee
and add to the review set at decided schedules. If you monitor items from different types of content
sources, you can set a percentage for each type. For some types of items, such as Exchange and
Domino, you can also set percentages on the items that travel in a specific direction (internal,

external outbound, or external inbound).

Note: You must have the Assign % Review Requirement permission to edit the monitoring policy

for an employee. By default, users that have the Rule Admin role have this permission.
To edit department details and the monitoring policy for employees

1. In the left navigation pane, click Departments.

2. Search for and select the department you want to edit.
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3. In the Properties tab, click Edit Department.

The Edit Department dialog box appears.

4. Refer to the following table and provide the relevant information in the respective fields.

Department

FIELD DESCRIPTION

Name Type another unique name for the
department, if required. The name can
contain spaces, all the special and the text
characters.

Status Choose Open to make the department open
for monitoring.

Choose Closed to restrict monitoring of
employees in the department. The
department name does not appear on the
start page of the application. However,
employees who are also monitored in other
departments continue to be monitored in
those departments.

Owner Select the name of the principal
administrator for the department.

Note: Each department has an owner, who
must have a logon but does not need any
special privileges assigned. By default,
Arctera Surveillance grants the permissions
associated with the Admin role to
department owners. These permissions are
as follows:

- Grant access to users.
- Add monitored employees.
- Configure department properties.

- View reports.
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FIELD DESCRIPTION

Parent department If the department itself is a parent
department, do not select any previous
department in this field.

If you want to create this department under
any existing department, click the search
icon to select the parent department.

Options

FIELD DESCRIPTION

Can contain departments Click the slider switch to turn it ON to allow
creating nested departments under this
department.

Click the slider switch to turn it OFF to
restrict creating nested departments under
this department.

Can contain monitored employees Click the slider switch to turn it ON to allow
adding monitored employees to this
department.

Click the slider switch to turn it OFF to
restrict adding monitored employees to this
department.

Note: You may want to clear this option in
cases where you need to set up a
department hierarchy, where the top-level
department does not contain any monitored
employees, but the nested departments do.

Search details

FIELD DESCRIPTION
Default percentage sample for new Specifies the minimum percentage of the
searches items that a search returns to add to the
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FIELD DESCRIPTION

review set. When you create a search, you
can qualify this option further by specifying
the minimum number of items that are
required per employee.

Lock Click the slider switch to turn it OFF to allow
department administrators to change the
sample rate for new searches.

Click the slider switch to turn it ON to restrict
department administrators from changing the
sample rate for new searches.

Intelligent review

FIELD DESCRIPTION

Learning behavior for sampling The options that are available depend on
whether you use guaranteed sampling,
which is the default sampling mode, or
statistical sampling.

None

Arctera Surveillance samples items in the
normal way, without implementing Intelligent
Review.

Sample exact percentage and prioritize

Sample exact percentage and prioritize
(guaranteed sampling). Arctera Surveillance
samples both relevant items and irrelevant
items without favoring one over the other.
So, if your monitoring policy requires that you
capture and review 10% of items, Arctera
Surveillance captures 10% - but a substantial
number of the items may be irrelevant. With
this option, however, Arctera Surveillance
gives the items a status of either
Unreviewed (Irrelevant) or Unreviewed
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FIELD DESCRIPTION

(Relevant) as it adds them to the review set.
When you later review the items in the
Review pane, you can filter them by their
Unreviewed status to distinguish between
the relevant and irrelevant items.

Sample exact percentage of relevant
content in addition to current sample

Sample exact percentage of relevant content
in addition to current sample (guaranteed
sampling only). Arctera Surveillance adds
both relevant items and irrelevant items to
the review set until it has captured the
required percentage of relevant items. With
this option, therefore, Arctera Surveillance
may capture more items for review than your
monitoring policy demands. For example,
suppose that your policy requires you to
review 10% of items. To achieve the required
number of items, you may need to capture
20% of items, only half of which are relevant.

Sample exact percentage of available
relevant content

Sample exact percentage of available
relevant content (guaranteed sampling).
Arctera Surveillance discards all content that
it considers irrelevant and samples relevant
content only, until it has captured the
required percentage. So, if your monitoring
policy requires that you capture and review
10% of items, Arctera Surveillance captures
precisely 10%.

In the case of guaranteed sampling only, if
there are too few relevant items to fulfil the
monitoring policy, then Arctera Surveillance
supplements them with irrelevant items. For
example, suppose that 100 items are
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FIELD DESCRIPTION

available for sampling, and your monitoring
policy requires you to capture 10% of them.

If only seven items are relevant, Arctera
Surveillance adds three irrelevant items to
achieve the required number of 10 items.

Relevance threshold Relevance Threshold specifies the level of
confidence that Arctera Surveillance must
have in the accuracy of its prediction before
it marks the item as Unreviewed Relevant.
Depending on the relevance threshold value,
Arctera Surveillance determines whether the
item is relevant or irrelevant for review and
accordingly marks the item as Unreviewed
Relevant or Unreviewed Irrelevant.

On a scale of 0 to 100, the default threshold
value is 40, with a recommended range of 20
to 80. Though it is recommended to set the
relevance threshold value between 20 and
80, depending on the requirement, it can still
be set to a lower or higher value by adjusting
the slider.

Intelligent review

Learning behavior for sampling:

None v
Relevance threshold: @
Low Medium High

Last learning cleared on:

An item with a relevance score greater than
or equal to the set relevance threshold is
classified as Relevant, otherwise Irrelevant.

Clear learning Discards all the accumulated learning
behavior for this department.

Last learning cleared on Specifies the date when the accumulated

learning behavior for this department was
discarded.
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Monitoring policies

For more details, see Edit monitoring policies.

FIELD

Disable monitoring of employees

Review requirement

57

DESCRIPTION

Controls whether employees in the
department are eligible for random sampling.

Do not select this option if you want to allow
employee monitoring in the department.

Select this option to disable monitoring of
employees in the department. When
selected, all other monitoring policy options
on this page are disabled. Reviewers and
department administrators can still access
the department. Employees monitored in
other departments continue to be monitored
in those departments.

Select All policies and specify the
percentage of items to apply the same
monitoring policy to all configured and
enabled content sources (message types).
For example, if you set the sampling
percentage to 5%, 5% of items from all
enabled services are captured and made
available for review.

Note: When new message types are added
to the list, the existing monitoring policy is
automatically applied to them.

Select Per policy and specify the
percentage of items to apply different
percentages to each content source
(message type). For example, if you set the
sampling percentage for one service to 5%,
you can configure different sampling
percentages for other services.
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FIELD DESCRIPTION

Note: When new message types are added
to the list, the default sampling percentage
for those message types is set to 2%.

For some message types, such as
Exchange and Domino, you can also
specify sampling percentages based on the
message direction:

- Internal — Selects items where the author
and all recipients are internal to your
organization.

- Inbound — Selects items where the author
is external to your organization and at least
one recipient is internal.

- Outbound - Selects items where the
author is internal to your organization and at
least one recipient is external.

5. Click Save.

Managing exception employees

The messages of certain employees such as senior managers and executives can be kept
separate and reviewed by specially-assigned reviewers. Any employees falling into this category

are called exception employees in Arctera Surveillance.

Note: You must have Manage Exceptions permission in the department to make an employee an
exception. By default, users with the role of Compliance Supervisor, Rule Admin, or User Admin

have this permission.
Exception Reviewer

This role allows you to search the items of exception employees to whom you are assigned. You
can also monitor, review, hold review, question, escalate, appraise, and comment on the items,
export them, and generate and view reports. This role also lets you create searches within the

department and manage department hotwords. You can also configure the monitoring policy that is

58



ARCTERA™ SURVEILLANCE

assigned to employees and generate and view reports. In addition, you can assign exception

reviewers to specific employees.

Designating employees as exception employee

You must have Manage Exceptions permission in the department to make an employee as an
exception. By default, users that have the Compliance Supervisor, Rule Admin, or User Admin

roles have this permission.
To designate employees as exception employee

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to designate employees as exceptions.
3. In the Monitored Employees tab, select an individual employee.

A list appears, showing all monitored employees along with their configured and enabled

content sources.

To search for employees by name, in the Filter by Employee Name field, enter keywords that
characterize employee names or construct a query. Press ENTER or click the Filter icon to

view the filtered names.

Note: Do not use wildcard characters (asterisk or question mark) for partial searches. They do

not return results.

4. Click the Actions button, and click Make an exception.

The Add Exception Reviewer dialog box appears.
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Add Exception Reviewer x
Search.. Q
=] Type  Name 4 |
[] & Abhinav Agrawal - abhinav.agrawal@teamsqa.com
] & Aditya Magare - aditya@teamsga.com
-3 Admin - admin@teamsga.com
‘ Admin - admin3@teamsga.com
[] & adminl - adminl@teamsga.com
|:| ‘ Admin2 - admin2@teamsqa.com
[] & ajin kel - ajinkya2@teamsqa.com
[] & ajinkya - ajinkya49@teamsqa.com
[] & ajinkyal - ajinkyal@teamsga.com
] & ajinkyalCl7 - ajinkyalOl7@teamsqa.com
2 selected © Gotopage: | 1-100of K < > A

5721

5. Search for and select the employee who will be the reviewer of the exception employee, and

then click Save.

Assigning further exception reviewers to an exception employee

The employee must be assigned an exception status, otherwise they cannot be assigned
exception reviewers. You must have the Manage Exceptions permission in the department to
assign exception reviewers. By default, users that have the Compliance Supervisor, Rule Admin, or

User Admin roles have this permission.
To assign further exception reviewers to an exception employee

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to designate employees as exceptions.

3. In the Monitored Employees tab, select an individual employee.

A list appears, showing all monitored employees along with their configured and enabled

content sources.
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To search for employees by name, in the Filter by Employee Name field, enter keywords that
characterize employee names or construct a query. Press ENTER or click the Filter icon to

view the filtered names.
Note: Do not use wildcard characters (asterisk or question mark) for partial searches. They do
not return results.

4. Click the Actions button, and click Add exception reviewers.

The Add Exception Reviewer dialog box appears.

5. Search for and select the employee who will be the reviewer of the exception employee, and

then click Save.

6. To view recently added exception reviewers, click Expand icon adjacent to the reviewer name.

Polic Mobile Exchange Exchange Exchange Domino Domino
Name 4 4 Inbound  Outbound Internal Inbound  Outbound
Overridder Phone % o o o o N
% % % % %
[0 ~ & dbhay Gaur x 30 30 30 30 30

Exception reviewers: [ Abhinav Agrawal - abhinav.agrawal@teamsqa.com € j [ Admin - admin@teamsqa.com € J

The application displays a list of all exception reviewers.

Removing exception status

The employee must already be assigned an exception status before the ability to remove the

exception status is available.

When there is no need to monitor employees as exceptions, you can remove their exception
status. After removing the exception status, the employees become regular monitored employees
in their departments, and Arctera Surveillance captures their communications in the normal way.
However, any items that Arctera Surveillance has captured while the employees had exception

status remain in the exception review set.

You must have the Manage Exceptions permission in the department to remove exception status.
By default, users that have the Compliance Supervisor, Rule Admin, or User Admin roles have this

permission.
To remove exception status

1. In the left navigation pane, click Departments.
2. Search for and select the department.

3. In the Monitored Employees tab, select only one exception employee at a time.

61



ARCTERA™ SURVEILLANCE

A list appears, showing all monitored employees along with their configured and enabled

content sources.

To search for employees by name, in the Filter by Employee Name field, enter keywords that
characterize employee names or construct a query. Press ENTER or click the Filter icon to

view the filtered names.
Note: Do not use wildcard characters (asterisk or question mark) for partial searches. They do
not return results.

4. Click the Actions button, and then click Remove the exception status.

The application prompts you to confirm that you want to perform the operation.

5. Click Remove.

Removing exception reviewers

You can remove the role of exception reviewer from employees when they do not need to perform
the role anymore. Note that an active exception department must always have at least one
exception reviewer. Therefore, you cannot remove the last exception reviewer while the exception
is active. To remove the reviewer, first remove the exception status from the employee or add

another exception reviewer and then try removing the first one.

Note: You must have the Manage Exceptions permission in the department to remove exception
reviewers. By default, users that have the Compliance Supervisor, Rule Admin, or User Admin

roles have this permission.
To remove an exception reviewer

1. In the left navigation pane, click Departments.
2. Search for and select the department.
3. In the Monitored Employees tab, select only one exception employee at a time.

A list appears, showing all monitored employees along with their configured and enabled

content sources.

To search for employees by name, in the Filter by Employee Name field, enter keywords that
characterize employee names or construct a query. Press ENTER or click the Filter icon to

view the filtered names.
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Note: Do not use wildcard characters (asterisk or question mark) for partial searches. They do

not return results.
4. Select only exception employees to which additional exception reviewers are assigned.

5. To view the associated exception reviewers, click Expand icon adjacent to the reviewer name.
The application displays a list of all exception reviewers.

< Froperties Monitored Employess Searches Export Roke Assiy

& Acdd Employses 0 Redresh o

Firer by emvployes name

oot e GO Show G oo 2

5 % % % %

O & x | 5 % 15 s s

O & x 2 15 13 15 15 15

O/~ & *® 2 15 s 5 e -
Exception reviewers | Admin @ vasddrearuser i

O » & ® 3 15 I5 5 15 "

El [ X 2 15 5 15 15 15

6. Click the X (Remove) icon to remove the associated exception reviewers.

The application prompts you to confirm that you want to perform the operation.

7. Click Remove.
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Managing department users

This section includes the following topics:

 Assigning users to departments

* Removing users from departments
» Adding new roles for users

* Removing roles

* Managing role assignment for a user in departments

Assigning users to departments

Arctera Surveillance makes it easy to add users (employees and employee groups) to departments
and assign several key roles to them. Department reviewers can monitor, review, hold review,
guestion, escalate, appraise, and comment on the items in a department, export items for offline
review, and generate and view reports. Compliance supervisors can appraise the work of

department reviewers and manage any exception employees in the department.

You must have the Manage Roles permission to add users to a department. By default, users that

have the Department Admin role have these permissions.
To assign a user to a department

1. In the left navigation pane, click Departments.
2. Search for and select the department to which you want to add department reviewers and a

compliance supervisor.

Note: Arctera Surveillance lists all departments. You can use the filtering options to search the
required department. Options include filtering by department name, exception employees, and

reviewers associated with the department.
3. In the Role Assignment tab, click Add User.

4. In the Add Users dialog box, search for and select one or more users (employees and

employee groups).

Notes:
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* Individual employees and employee group are distinguished using the different icons.

» To select multiple adjacent users, hold down the Shift key and click the first and the last
name in the range. To select multiple non-adjacent users, hold down the Ctrl key and click

the required names.
5. Click Save.

The added users are displayed under User and Groups.

6. Under User and Groups, select one user at a time, and click Add Roles.

The Add Roles dialog box appears.
7. Search for and select one or multiple roles.

8. To add a user as a department reviewer, assign the Department Reviewer role. To add a user

as a compliance supervisor, assign the Compliance Supervisor role.

9. Click Save.

Removing users from departments

You must have the Manage Roles permissions to remove users from a department. By default,
users that have the Department Admin role have these permissions. Ensure that you are selecting
the correct user you want to remove. When there is no need for a department user (reviewer), you

can remove them.
To remove a user from a department

1. In the left navigation pane, click Departments.
2. Search for and select the department from which you want to remove reviewers.

3. In the Role Assignment tab, under the Users and Groups pane, select only one user at a

time.

4. Click Remove User.

The application prompts you to confirm that you want to perform the operation.

5. Click Yes to complete the operation or click No to cancel it.

Adding new roles for users

To add a new role for a department user

1. In the left navigation pane, click Departments.
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2. Search for and select the department in which you want to assign new roles to users.

3. In the Role Assignment tab, under the Users and Groups pane, select only one user at a

time.

4. Click Add Roles.

The Add Roles dialog box appears.
5. Search for and select one or multiple roles.

6. Click Save.

Removing roles

To remove a role of a department user

1. In the left navigation pane, click Departments.

2. Search for and select the department from which you want to remove the roles of a department

user.

3. In the Role Assignment tab, under the Users and Groups pane, select only one user at a

time.
4. Under Assigned Roles, select one or multiple roles you want to remove, and click Remove
Roles.
The application prompts you to confirm that you want to perform the operation.
Notes:
a. Adepartment owner must always have the User Admin role. Therefore, you cannot remove

the User Admin role from a user who is designated as the department owner.

b. An active exception department must always have at least one exception reviewer.
Therefore, you cannot remove the last exception reviewer while the exception is active. To
remove the reviewer, first remove the exception status from the employee or add another

exception reviewer and then try removing the first one.

5. Click Yes to complete the operation or click No to cancel it.
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Managing role assignment for a user in departments

While you can add users to a department and assign several key roles to them using the
Department > Role Assighments tab, you can also assign a specific role to users in one or more

departments and exceptions using the Department > Users > Assign option.
For more details, see Assigning departments and exceptions to specific users.

You can also remove a specific role from users in one or more departments and exceptions using

the Department > Users > Remove option.
For more details, see Removing a specific role to users in one or more departments and

exceptions.

Assigning departments and exceptions to specific users

In addition to viewing the user summary, you can also perform the following actions using the

Department > Users > Assign option:
» Assign departments to a user for a review

Associate departments to a user so that the user can review those departments.

» Assign exception employees to a user for review

Associate exception employees to a user so that the user can review the items of the exception

employees.

» Assign departments to a user for supervision

Associate departments to a user so that the user can supervise these departments.

» Assign departments to a user for a passive review

Make the user a Passive Reviewer for the selected departments so that the user can view

items and review history, and then assign appraisal status.

Note: You must have the Grant Users Access permissions to perform these user actions. By

default, users that have the User Admin role have these permissions.
To assign a department to a user for review

1. In the left navigation pane, click Departments.
2. Expand Users in the filter pane.

3. Search for and select the user you want to assign to a department to a review.
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4.

Departments v User Surnmary

Users ~ + Assign v % Remove ~

Search by name h £7 E2s

& Ardhendu Singh > B Canreview these depariments

& AuditUserl > i Canreview these exception departments

& Bob > B Isreviewed as an exception employee in these departments
& Chrss > B Cansupervise these departments

& Daves a > B Can passive review these departments

Click the Assign button, and then click Departments To Review.

The Select one or more departments to review dialog box appears.

Search for and select the departments that you want to assign for review.

Note: A maximum of 100 departments are displayed and can be selected. If you have more
than 100 results, repeat these steps for every 100 departments.

Click OK.

The User Summary page gets refreshed, and the associated departments are displayed for

the user.

You can also go to the Role Assignment tab and check the users to whom the department has

been assigned for review.

To assign exceptions to a user for review

N

In the left navigation pane, click Departments.

Expand Users in the filter pane.

Search for and select the user you want to assign an exception for review.

Note: A maximum of 100 exceptions are displayed and can be selected. If you have more than
100 results, repeat these steps for every 100 exceptions.

Click the Assign button, and then click Exceptions To Review.

The Select one or more exceptions to review dialog box appears.
Search for and select the exceptions that you want to assign to review.

Click OK.

The User Summary page gets refreshed, and the associated exceptions are displayed for the

user.
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To assign departments to a user for supervision

1. In the left navigation pane, click Departments.
2. Expand Users in the filter pane.
3. Search for and select the user you want to assign to a department to supervise.

4. Click the Assign button, and then click Departments To Supervise.

The Select one or more departments to supervise dialog box appears.
5. Search for and select the departments that you want to assign to supervise.
6. Click OK.

The User Summary page gets refreshed, and the associated departments are displayed for

the user's supervision.
To assign departments to a user for a passive review

1. In the left navigation pane, click Departments.
2. Expand Users in the filter pane.
3. Search for and select the user you want to assign to a department to a passive review.

4. Click the Assign button, and then click Departments To Passive Review.

The Select one or more departments to passive review dialog box appears.
5. Search for and select the departments that you want to assign to passive review.

6. Click OK.

The User Summary page gets refreshed, and the associated departments are displayed for

the user's passive review.

Removing a specific role to users in one or more departments and exceptions

You can perform the following actions using the Department > Users > Remove option:
* Remove the Department Reviewer role for one or more departments

Dissociate departments from a user so that the user cannot review those departments.

* Remove the Exception Reviewer role for one or more exceptions

Dissociate exception employees from a user so that the user cannot review the items of the

exception employees.
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* Remove the Compliance Supervisor role for one or more departments

Dissociate departments to a user so that the user cannot supervise these departments.
* Remove the Passive Reviewer role for one or more departments

Remove the Passive Reviewer role of a user for the selected departments so that the user

cannot view items and review history, and/or assign appraisal status.

Note: You must have the Grant Users Access permissions to perform these user actions. By
default, users that have the User Admin role have these permissions. To remove an Exception
Reviewer role in an exception department, you should either have Grant User Access permission
in the exception department or you should have Manage Exception permission in the parent

department of the exception department.

You can perform the above-listed actions using the cross button displayed in front of the
department and user names on the User Summary page. The cross button is not displayed for

departments where the selected user is an exception employee.
To remove the department reviewer role for one or more departments

1. In the left navigation pane, click Departments.
2. Expand Users in the filter pane.

3. Search for and select the user you want to dissociate to the department to restrict a review.

User Surmmmary
!

+ Assign~ % Remove ~

Adrmin
Departments To Review

3

B Con Exceptions To Review
> B caon
3 . I rey Departments To Supervise departments
3 Can:

B Departments To Passive Review
> W cony

4. Click the Remove button, and then click Departments To Review.

The Select one or more departments to remove the department reviewer role dialog box

appears.

5. Search for and select the departments that you want to remove.
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Note: A maximum of 100 departments are displayed and can be selected. If you have more

than 100 results, repeat these steps for every 100 departments.
6. Click OK.

The User Summary page gets refreshed, and the removed departments are not displayed for

the user.
To remove the exception reviewer role for one or more exceptions

1. In the left navigation pane, click Departments.
2. Expand Users in the filter pane.
3. Search for and select the user from whom you want to dissociate the exception employees so

that the user cannot review the items of the exception employees.

Note: A maximum of 100 exceptions are displayed and can be selected. If you have more than

100 results, repeat these steps for every 100 exceptions.
You cannot remove the last active exception reviewer for an exception. An active exception
must have at least one exception reviewer.

4. Click the Remove button, and then click Exceptions To Review.
The Select one or more departments to remove the exception reviewer role dialog box
appears.

5. Search for and select the exceptions that you want to remove to review.

6. Click OK.

The User Summary page gets refreshed, and the removed exceptions are not displayed for

the user.
To remove the compliance supervisor role for one or more departments

1. In the left navigation pane, click Departments.
2. Expand Users in the filter pane.

3. Search for and select the user from whom you want to dissociate the departments so that the

user cannot supervise these departments.

4. Click the Remove button, and then click Departments To Supervise.

The Select one or more departments to remove the compliance supervisor role dialog

box appears.
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5. Search for and select the departments that you want to remove.
6. Click OK.

The User Summary page gets refreshed, and the associated departments are removed from

the user's supervision.
To remove the passive reviewer role for one or more departments

1. In the left navigation pane, click Departments.
2. Expand Users in the filter pane.

3. Search for and select the user you want to remove the Passive Reviewer role for the selected
departments so that the user cannot view items and review history, and or assign appraisal

status.

4. Click the Remove button, and then click Departments To Passive Review.
The Select one or more departments to remove the passive reviewer role dialog box
appears.

5. Search for and select the departments that you want to remove for a passive review.

6. Click OK.

The User Summary page gets refreshed, and the associated departments are removed from

the user's passive review.
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Managing department-level searches

This section includes the following topics:

» About department-level searches

» Guidelines for effective searches

» Creating and running department-level searches
 Disabling scheduled searches

 Using proximity searches

* Previewing search results

» Accepting search results

* Rejecting a search result

* Resubmitting a search

About department-level searches

In Arctera Surveillance, you can create department-level searches. These searches can run only in
a single department. You can search for the items (emails and collaboration messages) that meet
certain criteria and later review these items. The search operations are based on terms like
subject, tags, content, sender, recipient, dates, communication direction, and so on. If the search
results are not suitable, you can reject the result and create a new search until you get the
necessary information. If the search results are suitable, you can accept the search and review the

items.

You can create search schedules if you want to run searches at set times or set up the recurrent
searches that run automatically. You can stop and pause the searches that are still in progress,

and resubmit the failed searches.

If you want to search for instances of certain words in the communication items, you can create a
set of hotwords. When defining the search criteria, you can select these hotwords and hotword
sets. Arctera Surveillance searches for the selected hotwords in subject and content of searched

items.
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Sampling of communication items is performed once on the last 24-hours data. If the sampling is
aborted, it is performed on the data that was generated since the last successful completion of a

sampling.

Note: Collaboration searches do not support external employees.

Guidelines for effective searches

To increase the chances of retrieving the most relevant results when conducting searches, follow

these guidelines:
» Make searches precise. For example, include the author or recipient details, or specify date
ranges.
* Avoid the overuse of wildcards.

» Avoid the overuse of search terms. The inclusion of several search terms together can cause

iterative searches, which may slow down performance and return overlapping results.

» Quickly accept or reject searches, as completed searches that have not been accepted or

rejected may affect overall search performance.

» Use one or more hotword sets in scheduled searches to allow the hotwords used to be
changed as needed. It is recommended to configure a hotword set that is used by the
scheduled search so that the hotwords in the hotword set can be changed as needed, and the

next instance of the search will use the changes in the hotword set.

Creating and running department-level searches

To run a one-time search, create an immediate search. To run a recurring search or one that runs

on a specific time, create a search schedule and then create a scheduled search.

Note: You must have the Manage GSS and Scheduled searches and Search Capture permissions
to create or edit searches. By default, users that have the Rule Admin, the User Admin, and the

Exception Reviewer roles have this permission.
To create and run a department-level search

1. In the left navigation pane, click Departments.

2. Search for and select the department for which you want to create and run a search.
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Note: Arctera Surveillance lists all departments. You can use the filtering options to search the
required department. Options include filtering by department name, exception employees, and

reviewers associated with the department.

3. In the Searches tab, click New Search.

The New Search dialog box appears.

4. In the Search Type section, specify the relevant information in the following fields.

This section identifies the search and specifies when it runs.

FIELD DESCRIPTION
Search In Displays the name of the department.
Search Type Select the type of search:

- Immediate: Creates a one-time search that
runs immediately.

- Scheduled: Specifies a period during
which the search is to run.

- Guaranteed Sample: Runs a search at the
selected sampling time by default. If the
search returns fewer results than your
monitoring policy requires, Arctera
Surveillance adds randomly sampled items
to the review set to make up the shortfall.
This feature helps assemble more focused
review sets that are weighted toward search-
specific results instead of purely randomly
sampled items.

Enabled Select this check box to enable scheduled
searches and guaranteed sample searches.
When a search is not enabled, it does not

run.
Name Type a name for the search.
Automatically accept search results Select this check box to automatically add

the search results to the review set. This
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FIELD DESCRIPTION

option is useful for verified searches that you
intend to run on a regular basis.

This option is enabled only if the Accept
searches permission is assigned to the user
creating the search.

If you select this check box, you cannot
reject the results or change the search
criteria.

Arctera Surveillance recommends that you
clear Automatically accept search results
until you have tested that the search returns
the expected results. A search that returns
an error from any archive is not automatically
accepted, regardless of this setting.

Include items already in review Select this check box to specify whether the
search results can include items that you
previously captured and added to this
department's review set. This option does
not apply to items that were previously
included in review sets for other
departments.

For an immediate or scheduled search,
selecting this option ensures that the results
include items that may already be in review
from other searches.

5. In the Sampling section, specify the relevant information in the following fields.

This section lets you sample the search results and add a random selection of items to the

review set. Arctera Surveillance does not deduplicate randomly-sampled items.

FIELD DESCRIPTION

Sampling percentage Specify the percentage of search results to
include in the review set. You can specify
fractional values, such as 10.25.
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FIELD DESCRIPTION

You cannot change the sampling percentage
if the department owner has locked this
setting in the department properties.

Set minimum items per author Specify the minimum number of items per
author to include in the review set. If there
are no items for an author in the search
results, no items for that author are included
in the sample.

Note: As authors can be from outside the
selected department, searches may return
more results.

Set absolute item limit Specify an upper limit on the total number of
search results to add to the review set. This
option takes precedence over any value
specified in the Sampling percentage field.

6. In the Date range section, specify the relevant information in the following fields.

This section lets you search for items according to when they were sent or received.

FIELD DESCRIPTION

Specific date range Specify the date and time range to search for
items that were sent or received during the
selected period.

Today | Yesterday / Last 7 days / Last 14 The date ranges are relative to when the
days | Last 28 days search runs, which is today for an immediate
search.

These options are useful when creating a
scheduled recurring search that runs daily,
weekly, every two weeks, or every four
weeks. For example, if the search runs once
a week, select Last 7 days to limit the
search to the days since the previous run.
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7.

FIELD DESCRIPTION

Since search last ran Available only for scheduled searches.
Searches for new items that have arrived
since the last time the search was run.
Although similar to Today and Yesterday,
this option lets you specify an explicit start
date for the first run. By default, it searches
from the date of the last run (or the
configured start date for the first run) to the
current day minus one (that is, up to
yesterday).

In the Authors and recipients section, specify the relevant information in the following fields.

This section targets the departments for the search and the direction of the items to search.
Any departments that you have organized into partitions can only search items to and from

departments in the same patrtition.

FIELD DESCRIPTION

Message Route Specify the departments to search and the
direction of the items to search. Search for
items that are to or from the selected
departments, and for items that have
traveled between the selected departments
and other departments.

You can search using the following message
routes:

- Between "the specified department”
and:

- Other searchable departments

- Any department within the organization

- Department outside the organization

- Department internal AND/OR External to
organization
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FIELD DESCRIPTION
- To "the specified department” from:
- Other searchable departments
- Any department within the organization
- Department outside the organization

- Department internal ANDIOR External to
organization

- From "the specified department” to:
- Other searchable departments
- Any department within the organization
- Department outside the organization

- Department internal ANDIOR External to
organization

Any of | All of within the To search within department tags, select a
department. To search within the To/lFrom
fields, select only the employees.

You can expand the department tag to select
monitored employees. If there are many
employees in the department, click the
search icon in front of the department tag to
open a window where you can search for
and select monitored employees.

This field does not display Employee Group
names assigned to departments. Instead, it
lists the individual members of the employee
groups.

Freeform email addresses /| domains This field is available for all message routes.
Type one or more email addresses or
domains.
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FIELD DESCRIPTION

Type each address or domain on a separate
line to search for items where the From, To,
CC, or BCC fields contain any of the
specified addresses or domains. Type all
addresses and domains on a single line to
search for items that contain all of them.

Prefix an address or domain with a minus
sign ( - ) to exclude it from the search. To
exclude multiple addresses or domains, type
them on a single line.

Do not use wildcard characters in email
addresses or domains. Specify values
without wildcards, such as

user@domain.com oOr gmail.com .

Note: You can use Freeform email
addresses | domains to search for email
addresses associated with user accounts
that now use a discontinued domain.

To search for previously monitored
employees, use the department internal
ANDJ/OR External to organization message
route, and then use the Freeform email
addresses | domains option to specify the
required email addresses or domains.

Department tree Specify the departments and employees to
include in the search. Click the arrows next
to department names to expand them and
view nested departments and exception
employees.

When you select a department, exception
employees in that department are not

selected automatically. You must select each
exception employee individually.

8. In the Search terms section, specify the relevant information in the following fields.
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This section specifies the words or phrases for which Arctera Surveillance should search in the
subject lines of items and their bodies. By default, when you search for words in both the
subject of an item and its content, Arctera Surveillance finds those items that meet one or both
criteria. However, it is possible to set up Arctera Surveillance so that only those items that meet

both criteria are found.

FIELD DESCRIPTION

Subject Type the keywords or phrases to be
searched in subject lines of the review items.
Press Enter to separate keywords and
phrases from each other.

Alternatively, click Hotwords to select
hotword sets and keywords.

If the department has a parent department,
you can select hotwords/hotword sets from
the current department and its parent
department and global hotwords/hotword
sets. Hotwords/hotword sets from any of the
closed parent departments will not be
available for selection. The application
searches hotwords/hotword sets from both
departments and its parent department and
global hotwords/hotword sets.

Note:

- Use an asterisk ( * ) wildcard to represent

zero or more characters in your search.

For example, the search terms such as
mismanaq*, "paint* the tape", can * switch to,
and "ring * blink", are supported and the
search terms such as Inflati* or Cr?a are
supported.

- Use a question mark ( ? ) wildcard to
represent any single character. A wildcard
search always finds items that match your
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FIELD DESCRIPTION

search criteria and that were archived in
Arctera Surveillance.

For example, the search terms such as
saniti?ed, "massive favo?r", and Indi? are
supported.

- Use a minus sign ( - ) to indicate you want
to exclude from the search results any items
that contain the following word or phrase.

For example, to find the items that contain
the word Agent, but do not contain the word
Cost:

Agent AND -"Cost"

- A search term cannot comprise an excluded
word or phrase only. When you specify such
words or phrases, you must also specify a
positive word or phrase you want to appear
in the search results.

- A search term cannot start with any of the
following characters on any line: = + - @ .
For example, Agent AND -Cost is a valid
search term but "-Cost Agent" is not.

- Arctera Surveillance does not allow any
non-alphanumeric characters in the search
term, except asterisk ( * ), apostrophe ( ' ),
question mark ( ? ), and minus sign ( - ) as
these characters have a special significance.

Content Specify the keywords or phrases to be
searched in the content of review items.

Alternatively, click Hotwords to select
hotword sets and keywords.

Note:
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FIELD

83

DESCRIPTION

- Use an asterisk ( * ) wildcard to represent
zero or more characters in your search.

For example, the search terms such as
mismanaq*, "paint* the tape", can * switch to,
and "ring * blink", are supported and the
search terms such as Inflati* or Cr?a are
supported.

- Use a question mark ( ? ) wildcard to
represent any single character. A wildcard
search always finds items that match your
search criteria and that were archived in
Arctera Surveillance.

For example, the search terms such as
saniti?ed, "massive favo?r”, and Indi? are
supported.

- Use a minus sign ( - ) to indicate you want
to exclude from the search results any items
that contain the following word or phrase.

For example, to find the items that contain
the word Agent, but do not contain the word
Cost:

Agent AND -"Cost"

- A search term cannot comprise an excluded
word or phrase only. When you specify such
words or phrases, you must also specify a
positive word or phrase you want to appear
in the search results.

- A search term cannot start with any of the
following characters on any line: = + - @ .
For example, Agent AND -Cost is a valid
search term but "-Cost Agent" is not.
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FIELD DESCRIPTION

- Arctera Surveillance does not allow any
non-alphanumeric characters in the search
term, except asterisk ( * ), apostrophe ( ' ),
question mark ( ? ), and minus sign ( - ) as
these characters have a special significance.

9. In the Attachments section, specify the relevant information in the following fields.

This section lets you search for items of a certain size and type or that have the specified

retention category.

FIELD DESCRIPTION
Number Specify the required number of attachments.

You can search the items with a specific
number and type of attachments. The default
option, Does not matter, means that the
item can have zero or more attachments.

All following other options require you to type
one or two values that specify the required
number of attachments:

- Equals: Requires a specific number of
attachments.

- Between: Requires the number of
attachments messages must have to a value
between those to be specified.

- Less than: Requires a number of
attachments below the number specified.

- Greater than: Requires any number of
attachments greater than the number
specified.

File extensions Specify the file name extensions of particular
types of attachments for which to search.
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FIELD DESCRIPTION

Separate the extensions with space
characters.

For example, type the following to search for
items with HTML or Microsoft Excel file
attachments: .htm .x1s .

10. In the Miscellaneous section, specify the relevant information in the following fields.

This section lets you search for items of a certain size and type or that have the specified

retention category.

FIELD DESCRIPTION

Message size Specify the size in kilobytes of each item of
configured and enabled content sources. The
item size includes the size of attachments as
well.

The following options are available:

- Does not matter: Any number from O
upward can be attached.

- Equals: Requires a specific number of
attachments.

- Between: Requires the number of
attachments messages must have to a value
between those to be specified.

- Less than: Requires a number of
attachments below the number specified.

- Greater than: Requires any number of
attachments greater than the number
specified.

Message type Displays a list of configured and enabled
content sources for the customer.
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FIELD DESCRIPTION
See Sampling support for content sources.

Select the All content sources check box to
consider messages from all types of content
sources simultaneously. When this option is

selected, other options remain disabled.

To select specific message types, clear the
All content sources check box, and select
one or more required options from the
content sources available in the list.

Trash option Select the appropriate option to search for
items in trash:

- Ignore trash: Does not search for items in
the trash.

- Include trash: Searches for items in other
specified options along with the items in
trash.

- Trash only: Only searches for items in
trash.

11. In the Tags section, specify the relevant information in the following fields.

This section lets you search for items according to the tags with which any additional policy

management software has classified them.

FIELD DESCRIPTION

Filter Select any of the following options to search
for the items that match certain classification
policies. There are several types of policies:

- Inclusions only: Select this option to
include items that your policy management
software has classified for inclusion in the
review set that may contain the most serious
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FIELD DESCRIPTION

offenses, such as swearing, racism, or
insider trading.

- Ignore inclusions: Select this option to
ignore items that Arctera Classification has
classified for inclusion in the review set that
may contain the most serious offenses, such
as swearing, racism, or insider trading.

- Exclusions only: Select this option to
include spam items and newsletters that your
policy management software may classify for
exclusion from the review set.

- Ignore exclusions: Select this option to
ignore spam items and newsletters that your
policy management software may classify for
exclusion from the review set.

- Categories only: Select this option to
include categorized items that exhibit certain
characteristics, such as containing Spanish
text. This type of policy provides no
information on whether an item should be
included in or excluded from the review set.

- Ignore inclusions and exclusions: Select
this option to ignore inclusion and exclusion
items.

- Custom: Select this option and type the

names of one or more policies. Separate

multiple tag names with commas, like this:
CustomTagl, CustomTag2 .

- All: Select this option to include all tags.

Note: Arctera Classification is required to
classify items based on their content and
metadata. Implementing Arctera

Classification requires additional charges.
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FIELD DESCRIPTION

Name Select tag names. Separate multiple tag
names with commas, like this:
CustomTagl, CustomTag2 .

12. In the Intelligent Review section, choose options for the learning engine in Arctera
Surveillance. This engine allows Arctera Surveillance to search for items intelligently, based on

the actions that reviewers have taken on earlier items.

For example, after a reviewer has marked a spam message or out-of-office reply as irrelevant
then, when Arctera Surveillance detects other items that have similar characteristics, it can

handle them in the same way.

Note: Searches that use the intelligent review feature may take slightly longer to complete than

those that do not use this feature.

Searches, by default, consider metadata and content of items to determine the relevance.
However, if search results contain items that are older than 30 days, only metadata is

considered to determine the relevance.

The options for Learning behavior are as follows:

FIELD DESCRIPTION

None Arctera Surveillance searches for items in
the normal way, without implementing
Intelligent Review. This is the default option.

Search and prioritize Arctera Surveillance searches for both
relevant items and irrelevant items without
favoring one over the other. So, if your
chosen Sampling percentage value
requires that you capture and review 10%
of items, Arctera Surveillance captures 10%
- but a substantial number of the items may
be irrelevant.

With this option, however, Arctera
Surveillance does give the items a status of
either Unreviewed (Irrelevant) or
Unreviewed (Relevant) as it adds them to
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FIELD DESCRIPTION

the review set. When you later review the
items in the Review pane, you can filter
them by their Unreviewed status to
distinguish between the relevant and
irrelevant items.

Search and then sample ONLY relevant Arctera Surveillance searches across all the

content items and captures the relevant ones only,
until it has captured the required percentage.
So, if your chosen Sampling percentage
value requires that you capture and
review 10% of items, Arctera Surveillance
captures 10% - all of them considered to be
relevant.

If there are too few relevant items to fulfill the
chosen sampling percentage, Arctera
Surveillance does not supplement them with
irrelevant items. This is an important
difference between this option and the
equivalent option, Sample exact
percentage of ONLY relevant content, in
the Department Properties pane.

13. Click Save.

Disabling scheduled searches

You cannot delete a search schedule if any scheduled search is linked to it. You need to disable

scheduled searches so that you can delete their search schedules.
To disable scheduled searches

1. In the left navigation pane, click Departments.
2. Search for and select the department for which you want to disable the scheduled search.
3. Click the Searches tab. A list of searches appears.

4. Select the search you want to modify, and then click the Edit Search icon. The Edit Search

dialog box appears.
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5. In the Search Type section, change the Search Schedule to either another search schedule
or None. If you have changed it to None, then clear the Schedule run start date and

Schedule run end date fields.

6. Click Save.

Using proximity searches

Proximity search lets you find items (like emails or collaboration messages) where specific search
words are within a defined distance from each other. You can use proximity operators to specify the

distance between these search terms in your queries.
The following are some important points to remember when using proximity searches:

» Word Limit: Arctera Surveillance restricts the proximity word count to a maximum of 49 words.

» Stop Words: Results may include stop words, but these are not counted in the proximity word

count.
To understand proximity search, here are a few examples:
Asterisk (*):
This operator lets you specify a distance between the search terms.

To search for two words where the maximum distance between these words is only one word, use
a single Asterisk. For example, "Jim*Smith" To search for two words where the maximum distance

between these words is two words, use two Asterisk symbols. For example, "Jim * * Smith".

Subject:

g ilr;y(; ;}f E}JEE :S?ré;rah.,h. Hotwords ...
Or

Content:

@ Anyof :jl:m 2 g:j;%u Hotwords ..

O Alof

“Jimn * * Smith”
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This would return results for any email, document, or attachment containing variations of the name,
such as "Jim Smith,"” "Jim Martin Smith,"” "Jim M. Smith" ("Jim Smith"), or "Jim James Martin
Smith" ("Jim * Smith").

Diacritics:

This Unicode operator allows you to specify language-specific queries. For example, searching for
"éléphant" retrieves only the French variant, so analyze your search criteria for non-English emails

with special characters.
Question Mark:

This operator retrieves items with variations of a search term. It represents one or more characters,
allowing you to search for singular or plural forms by placing a question mark at the end of the

terms.

For example, if you're searching for the words "Market," "Investment,” or "Risk" and want to include

their plural forms in the results, you can use the syntax shown in the sample image below.

Content:

@ Anyof Market? Investment? Risk?

() Allof

This would return results for any email, document, or attachment containing the words "Market,"

Hotwords ..

"Markets," "Investment,” "Investments," "Risk," or "Risks" in the body text (Market OR Markets OR
Investment OR Investments OR Risk OR Risks).

Negation conditions:

This operator (minus sign) searches for items in which the first specified term appears outside the
context that you have defined with the second term. It allows to extend the hotword length to a

maximum of 2,000 characters.

Add the keyword AND before the first negation term, ensuring there is a space before and after

AND. For example,

Search* AND -"search criteria", test* AND -"test crit?ria" -"te?st vas", "search criteria" AND -"search

criteria Bloomberg"
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Previewing search results

Arctera Surveillance makes it easy for a reviewer to preview the search results before accepting or
rejecting them and deciding if the search is based on their expectations and if it needs to modify
search criteria. The Search Preview feature is available for the immediate or scheduled searches

that are complete, but the search acceptance is pending.

Note: Arctera Surveillance does not support previewing certain file types, such as .d11 and .exe
and large files (over 10 MB to maintain browser responsiveness). For compressed files, Arctera
Surveillance supports previewing only the .zip file format and does not support other formats

like .7z, .tar ,andsoon.
To preview the search results

1. In the left navigation pane, click Department.
2. Search for and select the department to view the associated searches.
3. Click Searches. A list of search results is displayed.
Enter the desired value in the text field and click the Search icon to view the searched items, or

the Clear icon to remove the value from the search field. To filter the searched items, click the

Filter icon.

Properties Monitored Employees Searches Export Role Assignment Hotwords History

+ NewSearch - Resubmit v Accept % Reject & Refresh

Filter by search name

Select type Select status Select run date
Immediate In progress No hits Do not filter
Scheduled Failed Pending
Guaranteed Sample [ Inreview
Reset Filters Clear Filters
Name Submitter Run Date Hits Sampled 5:';‘;?:; Status Search Type Enabled (@ |
71 newmaylD Admin 05-10-25 03:00:00 AM 89 89 0 Schedule Schedule v
i} Test Admin 05-08-25 05:32:00 AM 0 0 o] Schedule Schedule v
searchl Admin 05-08-25 05:22:00 AM 0 0 0 Schedule Schedule LY
ttest Admin 0 0 0 Schedule Schedule »®
O sl Admin 03-26-25 1017:00 PM 40 40 o] Pending Accepta._ Immediate NA @
O slg Admin 03-26-25 1012:00 PM 40 40 o] Pending Accepta. Immediate NA @
1 qwel500 Admin 03-26-25 09:52:00 PM 2000 2000 0] Pending Accepta.. Immediate NA @
O hjkl Admin 03-26-25 09:48:00 PM 2000 2000 0] Pending Accepta.. Immediate NA @
O dellS00 Admin 03-26-25 09:14:00 PM 2000 2000 o] Pending Accepta. Immediate NA @
[l s8 Admin 03-26-25 09:1:00 PM 2000 2000 0 Pending Accepta. Immediate NA &
1 s7_2000_deleted Admin 03-25-25 09:56:00 PM 2000 2000 0] Pending Accepta.. Immediate NA @
O sb_20_bitemsdleste.  Admin 03-25-25 08:58:00 PM 20 20 o] Pending Accepta. Immediate NA @
O s4 Admin 03-25-25 04:56:00 AM 2000 2000 o] Pending Accepta. Immediate NA @
1 s3 Admin 03-25-25 04:21:00 AM 26 26 0] Pending Accepta.. Immediate NA i
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All the searches matching your filter criteria are displayed in a list form. A Preview Search icon
is displayed for the searches whose acceptance is pending and for the scheduled searches as

shown in the sample image above.

4. To preview the immediate and scheduled searches with the Pending Acceptance status, click

the Preview Search icon. The search items are displayed in a new browser window.

Email (9) Collaboration (1) < Preview >

Group: None & I made was of a multiuser computer system.

=] LY Author All recipients. Subject/Filename Date Type

P s i nonmonitorednotvasenabled@teamsdev.com A Translate =
= userl@teamsqga.com user2@teamsqe.comusers@te.. 1000 items 482 24-05-16 T10:14 PM Exchange 25-05-12 103401 PM
= user2@feamsga.com com:abhinav. indrayani sending 5000 items with flag. 24-06-0210:22:51 PM Exchange To: newuser@teamsga.com

§ i o Cc: skvas53user: MISQA.COM; T aMsa.com;
= user2@feamsqa.com abhay@teamsqa.com:abhinav..  am 5000 item sending 3976 24-06-18 10:29:45 AM Exchange N TR e b ST e
= user’ com com:abhinav. sorry i am sending 5000 items again 4. 24-07-04 032617 AM Exchange Bee: vinay@teamsqa.com: kanchan@teamsqa com; raju@teamsga com;
sktesfuserl@teamsga.com
= | made was of @ multiuser computer sy 25-05-12 10:34:01 PM Google Mail
@ Rollback Plan.docx D caselsql
= tushar .com com;fakhruddi..  <more footage from the BellSouth com. 25-05-1210:46:22 PM Google Mail | ISKB | ‘ 7KB.
= fanu: c i _ HBK- TK || SplitSearches || Run: 2 Email..  25-07-04 0646:33 AM  Exchange ¥ Show All 3 attachments
= user] com i - HBK - Ul |l SplitSearches || Run: 21 Email . 25-07-04 07:47:40 AM Exchange
All (2 v lof2 A

= user] com i - HBK - U1 I SplitSearches Il Run: 23 Emai. 25-07-04 07:51:22 AM Exchange 2 <2 ‘ ©

Of course, Mr. Guskin said, but if the RSA nonsense is to set the
‘communications parameters, and type the dialing command and
phone phreaking activity across the country.

5. To preview the schedule search, click the Search Runs(...) button for the desired scheduled
search. To preview the desired scheduled search with the Pending Acceptance status, click

the Preview Search icon. The search items are displayed in a new browser window.

Notes:

« If only the Exchange service is enabled for you, the Email tab appears. If the Exchange and
the Microsoft Teams services are enabled for you, the Email and the Collaboration tabs

appear respectively.

* When both the services are enabled, but the search does not find any email or

collaboration message record, the corresponding tab is displayed without any items in it.

6. On the Email tab, perform the following actions:

Note: The selections made for the Group and sorting of items are persisted across all login

sessions for the logged-in user.

e Group the search for the oldest or newest items based on a day or month.

* Preview an item and its attachments in the right-side Preview pane.

You can double-click on the item to open it in a new browser window.

e Print the item or its attachment, or download the item in its native format or its attachment,

using the Action menu ( : ) on the Preview pane.

7. On the Collaboration tab, perform the following actions:
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Note: You do not need to group the collaboration messages. The application groups the Teams
Channel and Chat messages for your review. You can view record of maximum 100 groups per
page and maximum 20 items per page within a group. Use the navigation bar options to go to

previous and next pages.
» Expand the required Teams Channel and Chat message group to select items within the
group.
* Preview an item and its attachments in the right-side Preview pane.

 Print the selected item or the loaded conversation using the Action menu ( : ) on the

Preview pane.

Accepting search results

Arctera Surveillance does not add the captured items to the review set until you accept the search
results. If you did not select Automatically accept search results in the search type section, you

must manually accept the results.

The user must have the Accept Searches permission to accept immediate and scheduled

searches. The guaranteed sample searches get accepted automatically.
To accept a search result

1. In the left navigation pane, click Department.
2. Search for and select the department to view associated searches.

3. Click Searches, and then filter and select a search name you want to accept.

Note: To set a filter criterion to find a search, click the Filter icon. Select the required filter

parameters, and then click Apply Filters.

4. Click Accept.
The application displays Accepted state in the Status column.

The Status column provides more details about the status depending on the user permissions.
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Properties Menitored Employees Searches Export Role Assignment Hotwords History
+ NewSearch  p-Resubmii  « Accept  x Rejeci  Z Refresh
Filter by search name Q T
Name Submitter Run Date Hits Sampled gsli‘;':; Status Search Type Enabled @ &

(] TestByRajuPerf2800 Admin 07-07-25 12:19:00 PM 2917 2917 0 Pending Accepta_ Immediate NA

O RajuPerSearchl Admin 07-07-25 12:11:00 PM 2716 2716 Q Pending Accepta.. Immediate NA @

(] RajuPerfSearchl00x..  Admin 07-07-25 04:27-00 AM 0 0 0 Pending Accepta._ Immediate NA

newmnaylQ Admin 05-10-25 03:00:00 AM 69 69 0 Schedule Schedule v & -
Test Admin 05-08-25 05:32.00 AM 0 0 0 Schedule Schedule v & -
7 searchl Admin 05-08-25 05:22.00 AM 0 0 0 Schedule Schedule v & b
trest Admin 0 0 0 Schedule Schedule b 4 =
O Admin 03-26-25 10:17:00 PM 40 40 0 Pending Accepta. Immediate NA @

(] sl Admin 03-26-2510:12:00 PM 40 40 0 Accepted Immediate NA

O qwel500 Admin 03-26-25 09:52:00 PM 2000 2000 Q Pending Accepta.. Immediate NA @

(] hjki Admin 03-26-25 09:48:00 PM. 2000 2000 0 Pending Accepta. Immediate NA @

O dell500 Admin 03-26-25 09:14:00 PM 2000 2000 o] Pending Accepta. Immediate NA @

O s8 Admin 03-26-25 09:11:00 PM 2000 2000 0 Pending Accepta. Immediate NA @

(] s7_2000_deleted Admin 03-25-25 09:56:00 PM 2000 2000 0 Pending Accepta_.  Immediate NA @

O sb_20_titemsdleste..  Admin 03-25-25 08:58:00 PM 20 20 Q Pending Accepta.. Immediate NA @

O s4 Admin 03-25-25 04:56:00 AM 2000 2000 0 Pending Accepta. Immediate NA @

O =3 Admin 03-25-25 04:21:00 AM 26 26 o] Pending Accepta. Immediate NA @

O 52 Admin 03-25-25 03:28:00 AM 20 20 Q Pending Accepta.. Immediate NA @

— o™ == oF GnomER oo SN o ® = © e

1-97of 97 K < > |

Rejecting a search result

Note: An accepted search cannot be rejected.
To reject a search result

1. In the left navigation pane, click Department.
2. Search for and select the department to view associated searches.
3. Click Searches, and then filter and select a search name you want to reject.

4. Click Reject.

The application prompts you to confirm that you want to perform the operation.

5. Click Reject.

The application displays the Create New Search dialog box for modification.

6. Click Cancel.

The application prompts you to confirm that you want to perform the operation.

7. Click Discard to complete the operation or click Cancel to cancel it.
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Resubmitting a search

You can monitor the status of all Arctera Surveillance searches. You can review the search criteria
to ensure that it matches the desired query. If any of the criteria is incorrect, modify it and resubmit
the search. You can do this even if you do not normally have access to the departments with which
the searches are associated. However, you cannot view the search criteria or the results of the
searches unless you normally have access permission. Note: You must have the Monitor Search
permission to resubmit searches. By default, users that have the Compliance System Admin role

have this permission.
To resubmit a search criterion

1. In the left navigation pane, click Monitor.
2. Filter and select a search name you want to resubmit.

3. Click Resubmit.

The application prompts you to confirm that you want to perform the operation.

4. Click Resubmit to complete the operation, or click Cancel to abort it.
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Managing department-specific hotword sets

This section includes the following topics:

e QOverview

Creating department-specific hotword sets

Editing department-specific hotwords and hotword sets

Deleting department-specific hotword sets

Overview

Hotwords are predefined words or phrases that you can search for in employee items. When
creating a search, you can add and select hotwords to search for in the subject lines of items, their

content, or both.

To simplify the management of department-specific hotwords, you can group them into hotword
sets. For example, you can use one set of hotwords to monitor items for unacceptable language
and another to monitor them for unethical business practice. You can define hotwords and hotword
sets that can be used at the application level, where they are applicable to all departments, and at

the department level, where they are specific to that department.

You must have the department-level Add Hotwords permission to add department-specific

hotwords. By default, users that have the Rule Admin role have this permission.

Creating department-specific hotword sets

To create the department-specific hotword set

1. In the left navigation pane, click Departments.

2. Search for and select the department for which you want to add hotwords and hotword sets.

Note: Arctera Surveillance lists all departments. You can use the filtering options to search the
required department. Options include filtering by department name, exception employees, and

reviewers associated with the department.

3. Navigate to the Hotwords tab, and then click New Hotword Set.
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The Create Hotword Set dialog box appears.

4. In the Name and Description fields, type a unique name and an optional description for the
hotword set.
Note: The hotword set name can contain up to 50 characters. The description can contain up
to 250 characters.

5. Under the Hotwords section, click Select to search and choose hotwords from the available
list.

On the Hotwords dialog box, select the hotwords, and then click OK.

To select multiple adjacent words, hold down the Shift key and click the first and the last words
in the range. To select multiple non-adjacent words, hold down the Ctrl key and click the

required words.

6. If the required hotword is not available, click Create Hotwords to add new hotwords.
Before you create hotwords, it is recommended to understand the following rules:

 Entries containing only special characters or a single-digit number are not allowed.
 Entries containing only whitespace are automatically ignored during search execution.

» For a single word with a wildcard, do not enclose it in quotes.
For example, Test* , overprice* , mis?sell
Note: It is recommended to limit hotword length to 100 characters.
e For multiple words, enclose them in double quotes.

For example, "search criteria" , "search * * criteria" , "te?st vas"
* For negation conditions, add the keyword AND before the first negation term, ensuring

there is a space before and after AND.

For example, search* AND - "search criteria" , test* AND - "test crit?ria" -

"te?st vas" , "search criteria" AND - "search criteria Bloomberg" .

Note: To prevent inconsistent search results and improve search accuracy while using multiple

negation conditions, the hotword length can be extended up to a maximum of 2,000 characters.

To add multiple hotwords simultaneously, press Enter after each word to separate the words

with a new line character.

7. Click OK to add the words.
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8. Click Save.

9. (Optional) In the Hotword Set pane, select a hotword set to view included hotwords.

Editing department-specific hotwords and hotword sets

To edit the department-specific hotwords and hotword set

1. In the left navigation pane, click Departments.
2. Search for and select the department for which you want to add hotwords and hotword sets.

3. Navigate to the Hotwords tab, and click Edit Hotword Set.

The Edit Hotword Set dialog box appears.

4. In the Name and Description fields, type a unique name and an optional description for the
hotword set.
Note: The hotword set name can contain up to 50 characters. The description can contain up
to 250 characters.

5. Under the Hotwords section, do the following:

e To add new hotwords, click Create Hotwords.
» To add an existing hotword, click Select Hotword.

e To remove the selected hotword, click Remove from set.

6. Click Save.

Deleting department-specific hotword sets

To delete a department-specific hotword set

1. In the left navigation pane, click Departments.
2. Search for and select the department for which you want to delete hotwords and hotword set.

3. Navigate to the Hotwords tab, and under the Hotword Set, select a hotword set you want to

delete.

4. Click Delete Hotword Set.

The application prompts you to confirm that you want to perform the operation.

5. Click Yes to complete the operation, or click No to cancel it.
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Managing department-specific labels

This section includes the following topics:

Searching department-specific labels, label groups, and single choice groups
* Managing department-specific labels
» Managing department-specific label groups

» Managing department-specific single choice label groups

Searching department-specific labels, label groups, and single
choice groups

To search for existing department-specific label, label group, and single choice group

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to search labels, label groups, and

single choice groups.

3. Navigate to the Labels tab.

All the available department-specific labels, label groups, and single choice groups appear.
4. Search for and select the label you want to view. If required, perform any of the following steps:
» To navigate to the next or previous pages, use the navigation arrows available in the bottom
right corner of the page.

 To find the required label, in the Filter by name field, enter the keywords that characterize
the label names that you want to search for, and then press ENTER on a keyboard or click

the Search icon.
Note: Do not use wildcard characters (asterisk or question mark) for partial searches. They
do not return results.

» To filter to the required labels, click the Filter icon. Set the filter criteria by selecting type
options and activation/deactivation status. If required, specify the date range when the

label, label group, or single choice group was created, and click Apply Filters.

» Click Reset Filters to reset applied filters back to the default filter.
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* Click Clear Filters to remove applied filters.

« If required, click Refresh to update the data on the Labels page.

5. Click on the label, label group, or single choice group name to view its details.

Managing department-specific labels

Department-specific labels management covers creating, editing, deleting, activating, deactivating,
propagating, and unpropagating operations. You must have the Manage Labels permissions to

perform these operations.
Creating department-specific labels
To create a department-specific label

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to create a label.

3. Navigate to the Labels tab, and then click New.

The New Label dialog box appears.

New Label x

Name Enter name

- Enter description
Description

Active Propagate Enable Al Predictions

4. In the Name field, type a unique label name.
5. In the Description field, provide a description of this label.

6. Select the Active check box to activate the label.

Remember that -
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» Only the active labels can be enabled for Al predictions, therefore, the Enable Al

Predictions check box remains disabled until the label is activated.
» Do not select the Active check box if you want to keep the label in the deactivated state.
7. Select the Propagate check box to ensure the sub-departments inherit this label.
Do not select the Propagate check box if you do not want to propagate this label to sub-
departments.
8. Select the Enable Al Predictions check box to consider this label for Al Prediction.
Note: Per department, only 20 active labels (including single choice group labels) can be

enabled for Al predictions. Upon deactivation, the previously Al prediction-enabled labels and

label groups get disabled.

9. Click OK.

Editing department-specific labels

To edit a department-specific label

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to edit a label.
3. Navigate to the Labels tab.

4. Search for the label that you want to update.

See Searching application-specific labels, label groups, and single choice groups.
5. Select the label that you want to edit, and click the Edit icon in the same row.
6. Inthe Edit Label dialog box, update the details of the required fields.

7. Click OK.

Activating department-specific labels

To activate a department-specific label

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to activate a label.
3. Navigate to the Labels tab.

4. Search for the deactivated label that you want to activate.

See Searching application-specific labels, label groups, and single choice groups.
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5. Select the label and do any of the following steps:

» On the action bar, click Activate.
 Click the Edit icon in the same row. In the Edit Label dialog box, select the Active check

box.

Note: Per department, only 20 active labels (including single choice group labels) can be

enabled for Al predictions.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deactivating department-specific labels

To deactivate a department-specific label

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to deactivate a label.
3. Navigate to the Labels tab.

4. Search for the active label that you want to deactivate.

See Searching application-specific labels, label groups, and single choice groups.

5. Select the label and do any of the following steps:

* On the action bar, click Deactivate.
 Click the Edit icon in the same row. In the Edit Label dialog box, clear the Active check
box.

Deactivating a label or label group disables Al predictions for that label or label group.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Propagating department-specific labels

To propagate a department-specific label

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to propagate a label.
3. Navigate to the Labels tab.

4. Search for the unpropagated label that you want to propagate.

5. Select the label and do any of the following steps:
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» On the action bar, click Propagate.
 Click the Edit icon in the same row. In the Edit Label dialog box, select the Propagate

check box.

The updated data appears on the Labels page. If required, clickRefresh on the action bar.

Unpropagating department-specific labels

To unpropagate a department-specific label

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to unpropagate a label.
3. Navigate to the Labels tab.

4. Search for the propagated label that you want to unpropagate.

5. Select the label and do any of the following steps:

» On the action bar, click Unpropagate.
 Click the Edit icon in the same row. In the Edit Label dialog box, clear the Propagate

check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deleting department-specific labels

To delete a department-specific label

1. In the left navigation pane, click Departments.

2. Search for and select the department from which you want to delete a label.
3. Navigate to the Labels tab.

4. Search for the label that you want to delete.

5. Select the label, and click Delete on the action bar.

Managing department-specific label groups

Department-specific label groups management covers creating, editing, deleting, activating,
deactivating, propagating, and unpropagating operations. You must have the Manage Labels

permissions to perform these operations.
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Creating department-specific label groups

To create a department-specific label group

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to create a label group.

3. Navigate to the Labels tab, and then click New.

The New Label Group dialog box appears.

New Label Group x

Narme Enter name

Description Enter description

Active Propagate

Labels

+ Add % Remove

Enable Al

(] Stafus Name 4 Scope Propagated Predictions

0of 0 K < > b

Cancel Save

4. In the Name field, type a unique label name.
5. In the Description field, provide a description of this label.

6. Select the Active check box to activate the label.
Do not select the check box if you want to keep the label in the deactivated state.

Note: The Enable Al Predictions check box is not shown for department level label groups

because each label within the group can be enabled while creating or editing them individually.

7. Select the Propagate check box to ensure the sub-departments inherit this label.

Do not select the check box if you do not want to propagate this label to sub-departments.
8. Click Add to open the Select Labels dialog box.

9. Search for and select the labels that you want to add to this label group, and click Select as

shown in the sample image below.
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Select Labels x
Search.. Q
. Enable Al
] Active Name + Scope Propagated Predictions
] ] Al Application v
[l (] AAAITIAAA Application v v
] (] agl Application v
[] (/] akaashhgfh Application v
] V] APP LI Application v
[l (] APP L2 Application v
L] o APp API Application v
] ] APP LI Application v
] @ app Labell Application v
] (] app level Application v
] (] App March2 Application v
] (] App MarchlLabel Application v
1-100of 128 K >
10. Click Save.

Editing department-specific label groups

To edit a department-specific label group

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to edit a label group.

3. Navigate to the Labels tab.

4. Search for the label group that you want to update.

See Searching application-specific labels, label groups, and single choice groups.

5. Select the label group and click the Edit icon in the same row.

6. In the Edit Label Group dialog box, update the details of the required fields or add or remove

labels.

7. Click Save.
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Activating department-specific label groups

To activate a department-specific label group

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to activate a label group.
3. Navigate to the Labels tab.

4. Search for the deactivated label group that you want to activate.

See Searching application-specific labels, label groups, and single choice groups.

5. Select the label group and do any of the following steps:

* On the action bar, click Activate.

 Click the Edit icon in the same row. In the Edit Label Group dialog box, select the Active

check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deactivating department-specific label groups

To deactivate a department-specific label group

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to deactivate a label group.
3. Navigate to the Labels tab.

4. Search for the active label group that you want to deactivate.

See Searching application-specific labels, label groups, and single choice groups.

5. Select the label group and do any of the following steps:

« On the action bar, click Deactivate.

 Click the Edit icon in the same row. In the Edit Label Group dialog box, clear the Active

check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Propagating department-specific label groups

To propagate a department-specific label group

1. In the left navigation pane, click Departments.
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2. Search for and select the department in which you want to propagate a label group.
3. Navigate to the Labels tab.
4. Search for the unpropagated label group that you want to propagate.

5. Select the label group and do any of the following steps:

* On the action bar, click Propagate.
 Click the Edit icon in the same row. In the Edit Label Group dialog box, select the

Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Unpropagating department-specific label groups

To unpropagate a department-specific label group

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to unpropagate a label group.
3. Navigate to the Labels tab.

4. Search for the propagated label group that you want to unpropagate.

5. Select the label group and do any of the following steps:

* On the action bar, click Unpropagate.
 Click the Edit icon in the same row. In the Edit Label Group dialog box, clear the

Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deleting department-specific label groups

To delete a department-specific label group

1. In the left navigation pane, click Departments.

2. Search for and select the department from which you want to delete a label group.
3. Navigate to the Labels tab.

4. Search for the label group that you want to delete.

5. Select the label group, and click Delete on the action bar.
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Managing department-specific single choice label groups

Department-specific single choice label groups management covers creating, editing, deleting,
activating, deactivating, propagating, and unpropagating operations. You must have the Manage

Labels permissions to perform these operations.

Creating department-specific single choice label groups

To create a department-specific single choice label group

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to create a single choice label group.

3. Navigate to the Labels tab, and then click New Single Choice Group.

The New Single Choice Label Group dialog box appears.

New Single Choice Label Group x

Name Enter name

Description Enter description

Active Propagate [} Enable Al Predictions
Labels

+ New (&Edit x Delete

[0 Name 4+

0of 0 K < > A

4. In the Name field, type a unique single choice label group name.
5. In the Description field, provide a description of this single choice label group.

6. Select the Active check box to activate the single choice label group.
Remember that -

e Only the active single choice label groups can be enabled for Al predictions, therefore, the
Enable Al Predictions check box remains disabled until the label is activated.
» Do not select the Active check box if you want to keep the single choice label group in the

deactivated state.

7. Select the Propagate check box to ensure the sub-departments inherit this single choice label

group.
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10.

Do not select the check box if you do not want to propagate this single choice label group to

sub-departments.

Select the Enable Al Predictions check box to consider this single choice label group for Al

Prediction.

Note: Per department, only 20 active labels (including single choice group labels) can be
enabled for Al predictions. Upon deactivation, the previously Al prediction-enabled labels and

label groups get disabled.

Click Add to open the New Label dialog box.

Manually type new labels, and click OK.

Note: New label names must be a combination of maximum 50 characters that includes

alphabets, numbers and spaces. After adding a label name, press ENTER to add the next

label. You can add multiple label names as shown in the sample image below.

New Label x

Type alabel name:. It should be a combination of maximum 50 alphabets, numbers
and spaces. To add new label, press ENTER and type another label name. You can
add multiple label names.

Names ABC
DEFG
HIJKLMN
11. Click Save.

Editing department-specific single choice label groups

To edit a department-specific single choice label groups

In the left navigation pane, click Departments.
Search for and select the department in which you want to edit a single choice label group.
Navigate to the Labels tab.

Search for the single choice label group that you want to update.

See Searching application-specific labels, label groups, and single choice groups.
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5. Select the single choice label group, and click the Edit icon in the same row.

6. In the Edit Single Choice Label Group dialog box, update the details of the required fields.
If required, select an individual label and do any of the following.

 Click Edit to update the label name.

 Click Delete to remove the label entry from the group.

7. Click Save.

Activating department-specific single choice label groups

To activate a department-specific single choice label group

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to activate a single choice label group.
3. Navigate to the Labels tab.

4. Search for the deactivated single choice label group that you want to activate.

See Searching application-specific labels, label groups, and single choice groups.

5. Select the single choice label group and do any of the following steps:

e On the action bar, click Activate.
 Click the Edit icon in the same row. In the Edit Single Choice Label Group dialog box,

select the Active check box.

Note: Per department, only 20 active labels (including single choice group labels) can be

enabled for Al predictions.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deactivating department-specific single choice label groups

To deactivate a department-specific single choice label group

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to deactivate a single choice label
group.
3. Navigate to the Labels tab.

4. Search for the active single choice label group that you want to deactivate.
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See Searching application-specific labels, label groups, and single choice groups.

5. Select the single choice label group and do any of the following steps:

* On the action bar, click Deactivate.
 Click the Edit icon in the same row. In the Edit Single Choice Label Group dialog box,

clear the Active check box.

Deactivating a single choice label group disables Al predictions for that single choice label

group.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Propagating department-specific single choice label groups

To propagate a department-specific single choice label group

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to propagate a single choice label
group.

3. Navigate to the Labels tab.

4. Search for the unpropagated single choice label group that you want to propagate.

5. Select the single choice label group and do any of the following steps:

» On the action bar, click Propagate.
 Click the Edit icon in the same row. In the Edit Single Choice Label Group dialog box,

select the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Unpropagating department-specific single choice label groups

To unpropagate a department-specific single choice label group

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to unpropagate a single choice label
group.

3. Navigate to the Labels tab.

4. Search for the propagated single choice label group that you want to unpropagate.

5. Select the single choice label group and do any of the following steps:
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» On the action bar, click Unpropagate.
 Click the Edit icon in the same row. In the Edit Single Choice Label Group dialog box,

clear the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deleting department-specific single choice label groups

To delete a department-specific single choice label group

1. In the left navigation pane, click Departments.

2. Search for and select the department from which you want to delete a single choice label
group.

3. Navigate to the Labels tab.

4. Search for the single choice label group that you want to delete.

5. Select the single choice label group, and click Delete on the action bar.
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Managing department-specific trash rules

This section includes the following topics:

» Overview

» Creating department-specific trash rules

* Activating department-specific trash rules

» Deactivating department-specific trash rules
» Propagating department-specific trash rules

» Unpropagating department-specific trash rules

Overview

Trash rules let you define when to ignore or include inbound items from specific email addresses or

domains.

Trash rules are used during search. By default, a trash rule causes items coming in from specified

email addresses or domains to be omitted from search results.

You can define trash rules to be used at the department level, but they can be propagated to sub-
departments. Application-specific trash rules can be deactivated at the department-level. A
deactivated department trash rule does not modify the original application trash rule. Trash rules

cannot be deleted or modified; they can only be deactivated.

You must have the department-level Manage Trash rules permission to add department-specific

trash rules. By default, users that have the Rule Admin role have this permission.

Creating department-specific trash rules

To create a department-specific trash rule

1. In the left navigation pane, click Departments.

2. Search for and select the department for which you want to add a trash rule.
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Note: Arctera Surveillance lists all departments. You can use the filtering options to search the
required department. Options include filtering by department name, exception employees, and

reviewers associated with the department.

3. Navigate to the Trash tab, and then click New.

The New Trash Rule dialog box appears.

New Trash Rule %
Inbound Address Enter email address or domain
Type Select =
Active
Propagate

4. In the Inbound Address field, type an email address or domain.

Note: When you specify a domain, do not add the @ symbol.
5. In the Type field, select a Domain or an Email Address.

6. Select the Status check box to activate the rule.

Do not select the check box if you want to keep the rule in the deactivated state.

7. Select the Propagate check box to ensure the sub-departments inherit the rule.

Do not select the check box if you do not want to propagate the rule to sub-departments.

8. Click OK.

Activating department-specific trash rules

To activate a department-specific trash rule

1. In the left navigation pane, click Departments.
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2. Search for and select the department for which you want to activate a trash rule.
3. Navigate to the Trash tab.

4. Select a deactivated trash rule you want to activate and click Activate on the action bar.

Deactivating department-specific trash rules

To deactivate a department-specific trash rule

1. In the left navigation pane, click Departments.

2. Search for and select the department for which you want to activate a trash rule.

3. Navigate to the Trash tab.

4. Select an activated trash rule you want to deactivate, and then click Deactivate on the action

bar.

Note: If an application-specific trash rule is deactivated, the scope indicates Application. A
deactivated application-specific trash rule creates a department-specific trash rule with a
deactivated status. This process ensures that Arctera Surveillance ignores the global

application-specific trash rule that was previously propagated to the selected department.

Propagating department-specific trash rules

To globally propagate a department-specific trash rule

1. In the left navigation pane, click Departments.
2. Navigate to the Trash tab.

3. Select an unpropagated trash rule you want to propagate and click Propagate on the action

bar.

Note: This action propagates the trash rule to the selected departments, including the sub-

departments.

Unpropagating department-specific trash rules

To unpropagate a department-specific trash rule

1. In the left navigation pane, click Departments.

2. Navigate to the Trash tab.
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3. Select a propagated trash rule you want to unpropagate and click Unpropagate on the action

bar.

Note: This action removes the trash rule from the selected departments, including the sub-

departments.
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Managing department-specific allowlist rules

This section includes the following topics:

» Overview
» Creating department-specific allowlist rules

+ Editing department-specific allowlist rules

Overview

Allowlist rules let you define the text that is contained within the items that are always considered

compliant. This functionality does not apply to item attachments.

If Arctera Surveillance finds an active word or phrase from the lexicon within allowlisted text, the
word or phrase is not flagged. Many customers use this feature to allowlist the disclaimers that
appear at the bottom of their outgoing emails. Having the allowlist rule in place means that the

disclaimer does not cause an email to be flagged with violations for review.
For example, assume you used the following disclaimer in your email:

Email that is sent through the Internet is not secure. Do not use email to send us confidential
information such as credit card numbers, change of address, PIN numbers, passwords, or other
important information. Do not email orders to buy or sell securities, transfer funds, or send time
sensitive instructions. We do not accept such orders or instructions. This email is not an official
trade confirmation for the transactions that are executed for your account. Your email message is

not private in that it is subject to review by the Firm, its officers, agents and employees.

You can add the entire paragraph to your allowlist rules so that every outgoing item is not flagged
for review since PIN numbers and passwords are words that could be used as search hotwords.
Although this functionality is generally reserved for the outgoing email, you can allowlist words and

phrases for any inbound item or instant message.

You must have the department-level Manage Allowlist rules permission to add department-specific

allowlist rules. By default, users that have the Rule Admin role have this permission.
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Creating department-specific allowlist rules

To create a department-specific allowlist rule

1. In the left navigation pane, click Departments.

2. Search for and select the department for which you want to add an allowlist rule.

Note: Arctera Surveillance lists all departments. You can use the filtering options to search the
required department. Options include filtering by department name, exception employees, and

reviewers associated with the department.

3. Navigate to the Allowlist tab, and then click New.

The Add to allowlist dialog box appears.

Add to allowlist %

Note: After adding words or phrases fo lexicon, you cannot edit or deletfe it. However, you can
deactivate the rule to exclude it from active filtering.

Entfer allowlist word or phrase.

[] Inbound [ ] Outbound [ ] IM

Active @

4. In the Enter allowlist word or phrase field, type a word or phrase.

Note: The allowlist rule can contain up to 1024 characters, but a word should not be longer
than 50 characters. After adding words or phrases to the lexicon, you cannot edit or delete it.

However, you can deactivate the rule to exclude it from active filtering.

5. To create an allowlist rule, select any or all of the following options:

» Select the Inbound check box to apply this allowlist rule to all inbound items.
» Select the Outbound check box to apply this allowlist rule to all outbound items.

» Select the IM check box to apply this allowlist rule to all instant messages.
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Note: Clear the respective check boxes if you do not want to apply the rule to Inbound,

Outbound, or Instant Messages.

6. Select the Active check box to activate the rule.

7. Click OK.

Editing department-specific allowlist rules

To edit a department-specific allowlist rule

1. In the left navigation pane, click Departments.
2. Search for and select the department for which you want to edit an allowlist rule.

3. Select an active allowlist rule you want to deactivate, and then click the Edit allowlist icon.
The Edit allowlist dialog box appears.

Note: You cannot change the words or phrases mentioned in the rule.

4. Modify the options to which to apply the allowlist rule: Inbound, Outbound, or IM (Instant

Messages).
5. Modify the allowlist rule status to activate or deactivate.

6. Click OK.
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Managing department-specific review
comments

This section includes the following topics:

» About department-level review comments

Adding department-level review comments

Editing department-level review comments

Deleting department-level review comments

» Updating order of department-level review comments

About department-level review comments

During department-level reviews, reviewers often need to use the same comments repeatedly. To
streamline the review process and maintain consistency, administrators and reviewers can use

Review Comments to create and manage frequently used review comments.

As a compliance supervisor, you can add, edit, and delete department-level review comments.
When creating a review comment, you can optionally attach files that provide additional context or
instructions for reviewers. These attachments are automatically propagated whenever the review

comment is used.

To create, edit, or delete department-level review comments, you must have the Manage
Reviewing Comments permission. To attach files to review comments, you must also have the Add
Comment Attachments permission. These permissions can be configured from Application >

Roles.

By default, the Manage Reviewing Comments permission is assigned to the Compliance
Supervisor role. For information about assigning permissions, see Managing role assignment for a

user in departments.

Adding department-level review comments

To add a department-level review comment
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1. In the left navigation pane, click Departments.

2. Search for and select the department for which you want to add review comments.
Note: The Departments page lists all available departments. Use the filtering options to locate
the required department.

3. In the Review Comments tab, click New to add a new department-level review comment.

The New review comment dialog box appears.

4. Specify the following information:

e Summary: Provide a short comment name.

¢ Comment: Provide the actual comment text that describes your comment.
5. (Optional) Under Attachment, click Attach File.
Notes:

* The maximum combined size of all attachments is 20 MB.

e Supported attachment types include: .pdf , .doc , .docx , .xls , .xlsx , .ppt, .pptx, .tx

and .zip .
* |If you select an unsupported file type, the application displays an error message identifying
the unsupported file type and listing the supported file types.

Browse to the required file, and click Open.

Verify that the attachment is displayed in the dialog box.
6. Click Save.

7. (Optional) On the Review Comments page, click Refresh to update the page with the latest

records.

Editing department-level review comments

To edit a department-level review comment

1. In the left navigation pane, click Departments.
2. Search for and select the department for which you want to edit review comments.

3. In the Review Comments tab, select the reviewing comment that you want to edit, and click

the Edit icon in the same row.

4. In the Edit review comment dialog box, update the following information:
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* Summary: Provide an updated short comment name, if required.

» Comment: Provide the updated comment text.
5. (Optional) Under Attachment, click Attach File.
Notes:

* The maximum combined size of all attachments is 20 MB.

e Supported attachment types include: .pdf , .doc , .docx , .xls , .xlsx , .ppt, .pptx, .tx

and .zip .
* If you select an unsupported file type, the application displays an error message identifying
the unsupported file type and listing the supported file types.

Browse to the required file, and click Open.

Verify that the attachment is displayed in the dialog box.
6. Click Save.

7. (Optional) On the Review Comments page, click Refresh to update the page with the latest

records.

Note: You can add new attachments, remove existing attachments, or replace attachments

associated with a department-level review comment.

Deleting department-level review comments
To delete a department-level review comment
1. In the left navigation pane, click Departments.

2. Search for and select the department for which you want to delete review comments.

3. In the Review Comments tab, perform any of the following actions:

» To delete an individual review comment, select the reviewing comment that you want to

delete, and click the Delete icon in the same row.

You can select the comments across pages.

» To delete multiple review comments simultaneously, select the reviewing comments that

you want to delete. Click Delete on the action bar.

The application displays the number of selected comments at the bottom of the page. You

can select a maximum of 200 comments across pages at a time.
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» To delete all the comments on the page, select the top-most checkbox in the first column,
and click Delete on the action bar.
The application prompts you to confirm that you want to perform the operation.
4. Click Yes.

5. (Optional) On the Review Comments page, click Refresh to update the page with the latest

records.

Updating order of department-level review comments

To update order of a department-level review comment

1. In the left navigation pane, click Departments.
2. Search for and select the department in which you want to reorder the review comments.

3. In the Review Comments tab, ensure that at least two review comments exist. Otherwise, the

Update Order option remains disabled.
4. Click Update Order, and select the comment you want to move up or down.

5. Click the up or down arrow next to each item to change their order.

Alternatively, you can drag and drop items above or below another comment.
6. Click Save Order.

7. (Optional) On the Review Comments page, click Refresh to update the page with the updated

order of records.
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Viewing employees associated with
departments

This section includes the following topics:

 Viewing employee association history

Viewing employee association history

You can view the current and previous employees with their dates of commencement with and exit

from the department.
To view the employee association history for a department

1. In the left navigation pane, click Departments.

2. Search for and select the department.

Note: Arctera Surveillance lists all departments. You can use the filtering options to search the
required department. Options include filtering by department name, exception employees, and

reviewers associated with the department.

3. Click History.

The application shows following type of log of employees associated with that department.
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< ches Export Role Assignment Hotwords Labels Review Comments Trash Allowlist History >
Type Employee Start date End date
& abhay Gaur 05-28-23
- Abhinav Agrawal 05-28-23
a Aditya Magare 05-28-23
& Admin 05-28-23 09-06-23
a Admin2 05-28-23
a Ajinkya Kelwadkar 05-28-23 06-12-23
- Akaashdeep Tikendra 05-28-23
3 Ardhendu Singh 05-28-23
a AuditUser] 05-28-23
- Fakhruddin Badshah 05-28-23
& Ganesh Marmat 05-28-23
3 Hardi Bk 05-28-23
a Indrayani Pawar 05-28-23
- Kanchan Dudhe 05-28-23
& Krishna Ghodke 05-28-23
& Mahesh Lokhande 05-28-23
& Mandar Nagarkar 05-28-23
- Mitesh Shah 05-28-23
& Oleh Makhota 05-28-23
& Pradnya Mahajan 05-28-23
& Rahul Wagh 05-28-23
. L A no A3

1-520f 52 K < > |
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Managing users, roles, and permissions

This section includes the following topics:

» Overview

» Predefined user roles and permissions

» Adding new roles for users (employees) and employee groups
« Editing user roles and permissions

» Deleting user roles

» Assigning roles to users (employees) and employee groups

* Restricting users to use hotwords in searches

* Removing a user role

Overview

You can assign roles to employees to determine what they can access and the tasks that they can
perform in Arctera Surveillance. For example, you can assign the role of reviewer to an employee
who needs to monitor, review, hold review, question, escalate, appraise, and comment on the items
in a department. Some roles are effective at the application level, across Arctera Surveillance,

whereas others apply at the department level only.

Arctera Surveillance has several predefined roles, but, if none precisely meets your requirements,
you can customize new roles. You can delete only customized roles if you have no use for them,

and not the predefined roles.

Predefined user roles and permissions

You can create application and department level roles. You can restrict the associated permissions
to a department level or the application level. Users with application roles can only perform tasks in
a specific department if they have been assigned the appropriate roles in that department. To
perform tasks in more than one department, the users must be assigned the appropriate role in

every department that they need to access.
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Application-specific roles
ROLE DESCRIPTION DEFAULT PERMISSION

App Rule Admin This role lets you set up - Add Comment Attachments
search schedules, create
searches across
departments, and manage
global hotwords and
reviewing comments.

- Add Hotwords
- Application Search

- Manage Reviewing
Comments

- Manage Schedules
- Modify and Delete Hotwords
- Manage Allowlist rules
- Manage Trash rules
- Manage Data Requests
- Manage Labels
App User Admin This role lets you add users - Create Departments

(employees) and employee

groups to Arctera

Surveillance, create and

manage departments, assign

application roles, and create
delegate users.

- Grant Users Access
- Manage Delegates

- Manage Department Users
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ROLE DESCRIPTION DEFAULT PERMISSION
- Manage Employee Groups
- Manage Roles
- Add Hotwords
- Manage Data Requests

Compliance System Admin This role lets you monitor the - Monitor Search
progress of searches.

- Manage Labels

System Admin Lets you perform the - Add Comment Attachments
administrative activities on
the application. These
activities include department
management and role
assignment.

- Add Hotwords
- Application Search

- Configure Reporting API
Endpoint

- Create Departments

- Delete Department

- Export Configuration Data
- Grant Users Access

- Import Configuration Data
- Manage Allowlist rules

- Manage Data Request

- Manage Delegates
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ROLE

Department-specific roles

ROLE

Compliance Supervisor

DESCRIPTION

DESCRIPTION

This role lets you use the
appraisal features to check
the work of department
reviewers and manage
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DEFAULT PERMISSION

- Manage Department
Partitions

- Manage Department Users

- Manage Employee Groups

- Manage Labels

- Manage Reviewing
Comments

- Manage Roles

- Manage Schedules

- Manage Trash rules

- Modify & Delete Hotwords

- Modify Audit Settings

- Modify System
Configuration

- Monitor Search

- View Audit Information

- View Audit Settings

- View System Configuration

DEFAULT PERMISSION

- Add Comment Attachments
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ROLE DESCRIPTION DEFAULT PERMISSION

exception employees in the
department.

- Add Own Review
Comments

- Apply Appraisal Status

- Apply Bulk Review Action
- Apply Review Action

- Export Messages

- Manage Exceptions

- Perform Ad Hoc Searches
- Review Messages

- View Reports

- View Task Status

- Add or remove content
shippet

- Show Intelligent Review
Details in Review

- Apply Labels

Department Reviewer This role lets you monitor, - Add Comment Attachments
review, hold review, question,
escalate, appraise, and
comment on the items within
the department, export items
for offline review, and
generate and view reports.

- Add Own Review
Comments
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ROLE

Escalation Reviewer

DESCRIPTION

This role lets you receive the
items that other reviewers in
the department have
escalated to a higher
authority for further review.

Departments lower in the
hierarchy inherit this role, so
an escalation reviewer
automatically has access to
nested departments.

Administrators can further
limit escalation reviewers to
view only the escalation items
explicitly assigned to them by
enabling the Review Only
Assigned Escalations
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DEFAULT PERMISSION

- Apply Bulk Review Action

- Apply Review Action

- Escalate Messages

- Export Messages

- Perform Ad Hoc Searches

- Review Messages

- Show Reviewer Summaries
On Home Page

- View Reports

- View Task Status

- Show Intelligent Review
Details in Review

- Apply Labels

- Apply Bulk Actions to
Escalations

- Apply Comments to
Escalations

- Apply Labels
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ROLE DESCRIPTION DEFAULT PERMISSION

permission. It allows the user
to review only the escalation
items explicitly assigned to
them. All other escalation
items remain inaccessible.

Note: When All - Apply Review Action to
Departments is selected, if Escalations

the user has the Review

Only Assigned Escalations

permission in any one of the

departments, the system

treats the user as restricted

across all departments.

- Change Escalation Status
- Export Escalations
- Review Escalations

- Show Reviewer Summaries
On Home Page

- View Task Status

- Show Intelligent Review
Details in Review

Exception Reviewer This role lets you search the - Add Comment Attachments
items of exception employees
to whom you are assigned.
You can also monitor, review,
hold review, question,
escalate, appraise, and
comment on the items, export
them, and generate and view
reports.

- Add Own Review
Comments
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ROLE DESCRIPTION DEFAULT PERMISSION
- Apply Bulk Review Action
- Apply Review Action
- Escalate Messages
- Export Messages
- Perform Ad Hoc Searches
- Review Messages
- Search Capture
- Show Hotwords in Search

- Show Reviewer Summaries
On Home Page

- View Reports

- Manage GSS and
Scheduled searches

- Accept searches
- View Task Status

- Show Intelligent Review
Details in Review

- Apply Labels

Rule Admin This role lets you create - Add Hotwords
searches within the
department and manage
department hotwords. You
can also configure the
monitoring policy that is
assigned to employees and
generate and view reports. In
addition, you can assign
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ROLE DESCRIPTION DEFAULT PERMISSION

exception reviewers to
specific employees.

- Assign % Review
Requirement

- Manage Exceptions

- Modify and Delete Hotwords
- Search Capture

- Show Hotwords in Search

- View Reports

- Manage Allowlist rules

- Manage Trash rules

- Manage GSS and
Scheduled searches

- Accept searches
- View Task Status
- Manage Labels

User Admin This role lets you manage the - Add Monitored Employees
properties of the department
and of monitored employees.
You can also assign
department roles to users,
generate and view reports on
department details, and
review progress.

- Configure Department
Properties

- Grant Users Access
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ROLE DESCRIPTION DEFAULT PERMISSION
- Manage Exceptions
- View Reports
- Search Capture
- Show Hotwords in Search

- Manage GSS and
Scheduled searches

- Accept searches
- View Task Status

Passive Reviewer Lets you view and export the - Apply Appraisal Status
department's messages,
generate and view reports,
and use the appraisal
features to check and mark
the work of department
reviewers. You cannot apply
review status marks to
messages.

- Export Messages
- Review Messages
- View Reports

- View Task Status

- Show Intelligent Review
Details in Review

Adding new roles for users (employees) and employee groups

You can manage application level users (employees), employee groups, and their roles by

accessing the Application tab. These customized roles can then be assigned to the department

136



ARCTERA™ SURVEILLANCE

users and employee groups. If none of the predefined roles provides the exact set of permissions

you want to assign to users, you can create your own roles.

By default, you can view the content of the Roles tab which is further classified in three sections -
Action bar, Roles, and Permissions. The Roles section displays a list of all available roles. After
selecting any role, the Permissions section displays a list of permissions associated with the

selected role.

Note: You must have the Manage Roles and the Grant Users Access permissions to create roles.

By default, users or groups that have the App User Admin role have this permission.
To add a new user role

1. In the left navigation pane, click Application.

2. In the Roles tab, click Add Role.

The Add Role dialog box appears.

3. In the Name and Description fields, type a unique name and an optional description for the
role respectively.
Note: The role name can contain up to 50 characters. The description can contain up to 250

characters.

4. In the Scope field, do any of the following:

 To allow the department-level permissions, select the Department option.

 To allow the application-level permissions, select the Application option.

5. Under the Permission section, choose the required associated permissions.

6. Click Save.

Editing user roles and permissions

You can change the permissions that are associated with any Arctera Surveillance role. If none of
the predefined roles provide the exact set of permissions you want to assign to users, you can
custom create new roles. You can rename them and change their descriptions. However, you
cannot rename any predefined role. Arctera recommends creating new roles instead of altering any

predefined role's permissions.

Note: You must have the Manage Roles and the Grant Users Access permissions to edit roles. By

default, users with the App User Admin role have this permission.
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To edit a user role and permissions

1. In the left navigation pane, click Application.

2. In the Roles tab, select a role to which you want to add or remove permissions, and then click
Edit Role.
The Edit Role dialog box appears.

3. In the Name and Description fields, type a unique name and an optional description for the
role respectively.
Note: The role name can contain up to 50 characters. The description can contain up to 250
characters.

4. In the Scope field, do any of the following:

 To allow the department-level permissions, select the Department option.

 To allow the application-level permissions, select the Application option.
5. Under the Permission section, in the Allow column, do the following:

» Select the required associated permissions effective at the department level.

» Unselect (clear) the permissions that are not required anymore to be associated with this

role.

6. Click Save.

7. Ask the user who is assigned the edited role to log in again.

Deleting user roles

When you no longer require a customized role, you can delete it. You can delete custom roles only,
and not the predefined roles. If you delete a role while it is assigned to someone, that person does

not retain the permissions associated with the role.

Note: You must have the Manage Roles and the Grant Users Access permissions to delete roles.

By default, users that have the App User Admin role have this permission.
To delete a user role

1. In the left navigation pane, click Application.
2. In the Roles tab, select a customized role you want to delete.

3. Click Delete Role.

138



ARCTERA™ SURVEILLANCE

The application prompts you to confirm that you want to perform the operation.

4. Click Yes to complete the operation or click No to cancel it.

Assigning roles to users (employees) and employee groups

You can use the Role Assignment tab to view associated roles of users (employees) and
employee groups, assign new roles to them, and remove unneeded roles. The User and Groups
section displays a list of available users and employee groups. When you select a user or a group
from this list, the Assigned Roles section shows a list of roles assigned to the selected user or the

group. You can assign one or multiple roles to a user or a group.

Note: You must have the Manage Roles and the Grant Users Access permissions to assign roles.

By default, users or groups that have the App User Admin role have this permission.
To assign a role to a user

1. In the left navigation pane, click Application.
2. Navigate to the Role Assignment tab.
3. In the Users and Groups pane, search for and select a user or a group to which you want to

assign roles.

Note: If a user or a group is unavailable in the list, you can add it first. To add a new user, click
Add User. Select the required user or the group from the Add User dialog box, and then click

Save.

4. In the Assigned Roles pane, search for and select one or multiple roles you want to assign.
Note: If a role is unavailable in the list, add a new user role. See Adding new roles for users
(employees) and employee groups.

5. Click Save.

Restricting users to use hotwords in searches

As an administrator, you can restrict users with department-level permissions from using hotwords

when creating or running searches. To do this, disable the following department-level permissions:

e Search Capture: This permission allows users to create searches. If this permission is not

enabled then users cannot view the Search tab.

» Show Hotwords in Search: This permission allows users to view and use the Hotwords

buttons under the Search Terms section.
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Note: The Show Hotwords in Search permission is enabled by default for users with the

Search Capture permission.

If the Search Capture and the Show Hotwords in Search permissions are enabled, users can view
the Hotwords buttons under the Search Terms section. Users can click Hotwords... to select

existing hotwords and provide new hotwords for searches. See the sample image below.

Create New Search x

Search terms ~

Subject:

Anyof  Type each search term on a separate line.

Hotwords ..
All of
Or
Content:
y Type each search term on a separate line.
Any of ype P Hotwords .

All of

If the Search Capture permission is enabled and the Show Hotwords in Search permission is
disabled, users can create and view the searches, but cannot view the Hotwords... button under

the Search Terms section.

Therefore, to restrict the users to view and use the Hotwords, you must enable the Search Capture

permission and disable the Show Hotwords in Search permission.

To enable or disable these permissions, see Editing user roles and permissions.

Removing a user role

You must have the Manage Roles and the Grant Users Access permissions to remove roles. By

default, users that have the App User Admin role have this permission.
To remove a user role

1. In the left navigation pane, click Application.

2. In the Role Assignment tab, search for and select the user you wish to remove a role from.
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Note: In the Assigned Roles pane, application displays a list of roles assigned to the selected
user. To select multiple adjacent roles, hold down the Shift key and click the first and the last
name in the range. To select multiple non-adjacent roles, hold down the Ctrl key and click the

required roles.

3. Select a role, and then click Remove Roles on the action bar.

The application prompts you to confirm that you want to perform the operation.

4. To remove access for the selected users from all departments, select the Remove access to

all the departments checkbox.

4 N

Role Assignment x

Do you want to remove the role
Compliance System Admin?

| | Remove access to all the departments

.

\ J

5. Click Yes to complete the operation or click No to cancel it.

Note: User Admin role and Last Exception Reviewer role cannot be removed.

For more information, see Removing roles and Removing exception reviewers.

6. On selection of Remove access to all the departments checkbox, some roles may not be

removed. The list of such roles and the corresponding reason are shown as:
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Following roles could not be removed

Department Role Reason

) ) User Admin role cannot be removed since
new paritosh 1 User Admin )
the user is the department owner

User Admin role cannot be removed since

new paritosh 2 User Admin )
the user is the department owner

_sk_ocr - Amol Exception Last Exception Reviewer cannot be removed

Botre Reviewer from this department
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Managing application-level searches

This section includes the following topics:

» About application-level searches

* Viewing existing application-level searches
 Creating and running application-level searches

+ Editing application-level searches

» Excluding departments from application searches

* Reinstating the excluded department for application searches

About application-level searches

With the application-level search feature, you can create an application-wide searches that can run
in a single or multiple departments. This feature is useful when you want to run the same search in
multiple departments, with same criteria - be it date-range, hotword, keywords, and so on. When
the search runs in the selected departments, the author and recipient information will be based on

the individual departments.

To create and manage application-level searches, you must possess the Application Search and
Search Capture permissions. By default, the App Rule Admin role has these permissions.

However, an administrator can assign you these permissions on demand.

You can search for the items that meet certain criteria and later review these items. The search
operations are based on terms like subject, tags, content, sender, recipient, dates, communication

direction, and so on.

To view the search result and status, select the Searches tab of the department in which the
search is executed. Application-level searches can be rejected and resubmitted from the Searches

tab of the individual departments.

You can create Guaranteed Sample searches and Scheduled searches only, and not the
Immediate searches. Configure search schedules if you want to run searches at set times or set up

the recurrent searches that run automatically.
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If you want to search certain words or phrases in the searched items, you can create a set of
hotwords. When defining the search criteria, you can select these hotwords and hotword sets.

Arctera Surveillance searches for the selected hotwords in subject and content of searched items.

Viewing existing application-level searches

To view existing application-level searches

1. In the left navigation pane, click Application.

2. Navigate to the Searches tab.

All the available searches appear.
3. Search for and select the search. If required, perform any of the following steps:
» To navigate to the next or previous pages, use the navigation arrows available in the bottom
right corner of the application.

 To find the required search, in the Filter by search name field, enter the keywords that
characterize the search names that you want to search for, and then press ENTER on a

keyboard or click the Search icon.

Note: Do not use wildcard characters (asterisk or question mark) for partial searches. They

do not return results.

* To filter to the required search, click the Filter icon. Select the search type(s). Currently, you
can search from the Guaranteed Sample Searches, Scheduled Searches, and Immediate
Searches. If required, specify the date range when the search was created, and click Apply

Filters.
» Click Reset Filters to reset applied filters back to the default filter.
 Click Clear Filters to remove applied filters.

* If required, click Refresh to update the data on the Searches page.

4. Click on the search name to view the search details.

Creating and running application-level searches

To understand the prerequisites, see About application-level searches.
To create and run an application-level search

1. In the left navigation pane, click Application.
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2. In the Searches tab, click New Search.

The Create New Search dialog box appears. If the sections in this dialog box are in the collapsed

state, expand them to view the corresponding fields.
1. In the Search Type section, specify the relevant information in the following fields.

The New Search dialog box appears. This section identifies the search and specifies when it

runs.

FIELD DESCRIPTION

Search In Displays the departments in which the
search will run. In the case of an application-
wide search, by default this value is <All
Departments>.

Based on search Select an existing search as the basis on
which you can set the criteria for the new
search.

Search Type Select the type of search as needed.

- Select the Scheduled option to specify a
period during which the search is to run.
Specify the scheduler run start date and end
date.

- Select the Guaranteed Sample option to
run the search at the selected sampling time,
which is 1:00 A.M. by default. Select the
Enabled check box to enable the search.

Name Type a name for the search.

Include items already in review Select this check box to specify whether the
search results can include the items you
previously captured and added to this
department's review set. This option does
not apply to the items you previously
included in the review sets for other
departments.
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FIELD DESCRIPTION

For an immediate search or scheduled

search, you can select this box to ensure
that the results include the items that may
already be in review from other searches.

Search Schedule Select a required search schedule based on
which the search runs at set times or set
intervals.

Schedule run start date Select a date on which the search needs to
run.

Schedule run end date Select a date on which the search needs to

stop running.

2. In the Sampling section, specify the relevant information in the following fields.

This section lets you sample the search results and add a random selection of items to the

review set.

FIELD DESCRIPTION

Sampling percentage Specify the percentage of search results to
include in the review set. You can specify
fractional values, such as 10.25.

You cannot change the sampling percentage
if the owner of the department has locked
this setting in the department properties.

Set minimum items per author Specify the minimum number of items per
author to include in the review set. If there
are no items for an author in the search
results, none can be included in the sample.

Note: As the authors can be from outside the
selected department, searches may return
more results.

Set absolute item limit Specify an upper limit on the total number of
search results to add to the review set. This
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FIELD DESCRIPTION

option takes precedence over any value that
you set in the Sampling percentage field.

3. In the Date range section, specify the relevant information in the respective fields.

This section lets you search for items according to when they were sent or received.

FIELD DESCRIPTION

Specific date range Specify the date and time duration to search
items that were sent or received during the
selected period.

Today / Yesterday / Last 7 days / Last 14 The date ranges are relative to when the
days / Last 28 days search runs, which is today in the case of an
immediate search.

You may find these options useful when
creating a scheduled recurrent search that
runs once every day, week, two weeks, or
four weeks. For example, if the search runs
once a week, select Last 7 days to limit the
range to the days since the search last ran.

Since search last ran For a scheduled search only, lets you search
the new items that have arrived since the last
time you ran the search. This option is similar
to options such as Today and Yesterday.
However, it lets you set an explicit start date
for the first run of the search. By default, this
option searches from the date of the last run
(or the start date for the first search) to the
current day minus 1 (that is, up to
yesterday).

4. In the Authors and recipients section, specify the relevant information in the following fields.

This section targets the departments for the search and the direction of the items to search.
Any departments that you have organized into partitions can only search items to and from

departments in the same patrtition.
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FIELD DESCRIPTION

Message Route Specify the departments you wish to search
as well as the direction of the items you wish
to search. Search for the items that are to or
from the selected departments, and for the
items that have traveled between the
selected departments and other
departments.

You can search for the items that follow the
following message route:

- Between "the specified department”
and:

- Custom addresses / domains
- Any department within the organization
- Department outside the organization

- Department internal ANDIOR External to
organization

- To "the specified department” from:
- Custom addresses / domains
- Any department within the organization
- Department outside the organization

- Department internal ANDIOR External to
organization

- From "the specified department" to:
- Custom addresses / domains
- Any department within the organization

- Department outside the organization
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FIELD DESCRIPTION

- Department internal ANDIOR External to
organization

Any of | All of To search within department tags, select a
department. To search within the To/From
fields, select only the employees.

You can expand the department tag to select
monitored employees. If there are many
employees in the department, click the
search icon in front of the department tag to
open a new window where you can search
and select monitored employees.

Use inheritance, automatically include Specify whether to apply the search to the
new departments subdepartments of the selected
departments.

By default, any new departments that are
subdepartments of others automatically
inherit any active, recurring searches that are
applied to those departments. This also
applies to existing departments that you
move under departments with recurring
searches.

Department tree Specify the departments you want to include
in the search. Click the arrows to the left of
the department names to expand them and
view the nested departments.

Freeform email addresses | domains This field is available for all possible
message routes. Type one or more emalil
addresses and domains.

Type each address or domain on a separate
line to search for items where the From, To,
CC, or BCC fields contain any of the
specified addresses or domains. Type all the
addresses and domains on a single line to
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5.

FIELD

DESCRIPTION

search for items in which they are all
present.

Prefix an address or domain with a minus
sign ( - ) to exclude it from the search. To
exclude multiple addresses or domains, type
them all on a single line.

Note: You can use Freeform email
addresses | domains to search for email
addresses associated with user accounts
that now use the discontinued domain.

To search for previously monitored
employees, use the department internal
AND/OR External to organization message
route, and then use the Freeform email
addresses | domains option to provide
email addresses or domains.

In the Search terms section, specify the relevant information in the following fields.

This section specifies the words or phrases for which the application should search in the

subject lines of items and their bodies. By default, when you search for words in both the

subject of an item and its content, the application finds those items that meet one or both

criteria. However, it is possible to set up the application so that only those items that meet both

criteria are found.

FIELD

Subject
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Type the keywords or phrases to be
searched in the review items either in their
subject lines or in the file names of their
attachments. Press Enter to separate
keywords and phrases from each other.

Alternatively, click Hotwords to select
hotword sets and keywords.
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FIELD DESCRIPTION

If the department has a parent department,
you can select hotwords/hotword sets from
the current department and its parent
department and global hotwords/hotword
sets. Hotwords/hotword sets from any of the
closed parent departments are not available
for selection. The application searches
hotwords/hotword sets from both
departments and its parent department and
global hotwords/hotword sets.

Note:

- Use an asterisk ( * ) wildcard to represent
zero or more characters in your search. Use
a question mark ( ? ) wildcard to represent
any single character. A wildcard search
always finds items that match your search
criteria and that were archived in Arctera
Surveillance.

- Use a minus sign ( - ) to indicate that you
want to exclude from the search results any
items that contain the specified word or
phrase. For example, to find items that
contain the word Agent, but do not contain
the word Cost, specify: Agent AND

-"Cost" .

- A search term cannot comprise an excluded
word or phrase only. When you specify such
words or phrases, you must also specify a
positive word or phrase that you want to
appear in the search results.

- A search term cannot start with any of the
following characters on any line: =, +, -,
@ . For example, Agent AND -Cost isa
valid search term, but -Cost Agent is not.
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FIELD DESCRIPTION

- Arctera Surveillance ignores any non-
alphanumeric characters in the search term,
except for those that have special
significance, such as the plus sign, minus
sign, and question mark. For example, a
search for the term US@160 may find
instances not only of US@100 but also of

US 100 and US$100 . Including non-
alphanumeric characters in the search term
may therefore return more results than you
expect.

Content Specify the keywords or phrases to be
searched in the content of review items.

Alternatively, click Hotwords to select
hotword sets and keywords.

6. In the Attachments section, specify the relevant information in the respective fields.

This section lets you search for items of a certain size and type or that have the specified

retention category.

FIELD DESCRIPTION
Number Specify the required number of attachments.

You can search for items with a specific
number and type of attachments. The default
option, Does not matter, means that the
item can have zero or more attachments.

All other options require you to specify one
or two values that define the required

number of attachments:

- Equals: Requires a specific number of
attachments.
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FIELD DESCRIPTION

- Between: Requires the number of
attachments to be within the specified range.

- Less than: Requires the number of
attachments to be less than the specified
value.

- Greater than: Requires the number of
attachments to be greater than the specified
value.

File extensions Specify the file name extensions of particular
types of attachments for which to search.
Separate the extensions with space
characters.

For example, type .htm .x1s to search for
items with HTML or Microsoft Excel file
attachments.

7. In the Miscellaneous section, specify the relevant information in the respective fields.

This section lets you search for items of a certain size and type or that have the specified

retention category.

FIELD DESCRIPTION

Message size Specify the size, in kilobytes, of each item to
search for, as reported by the message store
(Exchange, Domino, and so on). The
message size includes the size of any
attachments.

The following options are available:

- Does not matter: Includes items of any
size (0 KB or greater).

- Equals: Requires the message size to
match the specified value.
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FIELD DESCRIPTION

- Between: Requires the message size to be
within the specified range.

- Less than: Requires the message size to
be less than the specified value.

- Greater than: Requires the message size
to be greater than the specified value.

Message type Displays a list of configured and enabled
content sources for the customer.

Select the All content sources check box to
search messages from all content source
types simultaneously. When this option is
selected, the remaining options are disabled.

To search specific message types, clear the
All content sources check box, and then
select one or more content sources from the
available list.

Trash option Select the appropriate option to search for
items in the trash:

- Ignore trash: Does not search for items in
the trash.

- Include trash: Searches for items in the
trash along with items that match the other
specified criteria.

- Trash only: Searches only for items in the
trash.

8. In the Tags section, specify the relevant information in the respective fields.

This section lets you search for items according to the tags with which any additional policy

management software has classified them.
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FIELD DESCRIPTION

Filter Select any of the following options to search
for items that match certain classification
policies. The available policy types are:

- Inclusions only: Includes items that your
policy management software has classified
for inclusion in the review set because they
may contain the most serious offenses, such
as swearing, racism, or insider trading.

- Ignore inclusions: Ignores items that
Arctera Classification has classified for
inclusion in the review set that may contain
the most serious offenses, such as swearing,
racism, or insider trading.

- Exclusions only: Includes spam items and
newsletters that your policy management
software has classified for exclusion from the
review set.

- Ignore exclusions: Ignores spam items
and newsletters that your policy
management software has classified for
exclusion from the review set.

- Categories only: Includes categorized
items that exhibit certain characteristics,
such as containing Spanish text. This type of
policy provides no information on whether an
item should be included in or excluded from
the review set.

- Ignore inclusions and exclusions:
Ignores both inclusion and exclusion items.

- Custom: Select this option and specify one

or more policy names. Separate multiple tag

names with commas, for example:
CustomTagl, CustomTag2 .
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FIELD DESCRIPTION
- All: Includes all tags.

Note: Arctera Classification is required to
classify items based on their content and
metadata. Implementing Arctera
Classification requires additional charges.

Name Select tag names. Separate multiple tag
names with commas, for example:
CustomTagl, CustomTag2 .

9. In the Intelligent Review section, choose options for the learning engine in Arctera

Surveillance.

This engine allows Arctera Surveillance to search for items intelligently, based on the actions
that reviewers have taken on earlier items. For example, after a reviewer has marked a spam
message or out-of-office reply as irrelevant then, when Arctera Surveillance detects other items

that have similar characteristics, it can handle them in the same way.

Note: Searches that use the intelligent review feature may take slightly longer to complete than

those that do not use this feature.

Searches, by default, consider metadata and content of items to determine the relevance.
However, if search results contain items that are older than 30 days, only metadata is

considered to determine the relevance.

The options for Learning behavior are as follows:

FIELD DESCRIPTION

None Arctera Surveillance searches for items in
the normal way, without implementing
Intelligent Review. This is the default option.

Search and prioritize Arctera Surveillance searches for both
relevant and irrelevant items without favoring
one over the other. For example, if your
chosen Sampling percentage requires
capturing and reviewing 10% of items,
Arctera Surveillance captures 10% of the
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FIELD DESCRIPTION

items, although a substantial number of them
may be irrelevant.

With this option, Arctera Surveillance assigns
the items a status of either Unreviewed
(Relevant) or Unreviewed (Irrelevant) as it
adds them to the review set. When reviewing
the items in the Review pane, you can filter
them by their Unreviewed status to
distinguish between relevant and irrelevant

items.
Search and then sample ONLY relevant Arctera Surveillance searches all items and
content captures only the relevant items until the

required percentage is reached. For
example, if your chosen Sampling
percentage requires capturing and
reviewing 10% of items, Arctera Surveillance
captures 10% of the items that are
considered relevant.

If there are too few relevant items to meet
the selected sampling percentage, Arctera
Surveillance does not supplement them with
irrelevant items. This behavior differs from
the equivalent option, Sample exact
percentage of ONLY relevant content, in
the Department Properties pane.

10. Click Save.

Note: When more than 500 departments are selected in an application search, the search gets
disabled for performance reason. Navigate to Application > Searches > Edit to confirm

departments, and then enable the search.

Editing application-level searches

To edit an application-level search

1. In the left navigation pane, click Application.
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2. Click the Searches tab.

A list of available application-level searches appears.

3. Search for and select the search that you want to update.
A few details such as a name of a search creator, search creation date, search type, and a
search status (enabled/disabled) are displayed.

4. Click the Edit icon in the same row.

5. Update the details under the corresponding sections.

6. Click Save.

Excluding departments from application searches

You can customize application searches by excluding certain departments if you do not want to
search them for any reason. After excluding the department, the application skips searching items

within it.
To include the department in the search again, you can remove the department from the excluded
departments list. See Reinstating the excluded department for application searches.

To exclude departments from application searches

1. In the left navigation pane, click Application.

2. In the Searches tab, click Exclude Department.
A list of excluded departments is displayed.

» Use arrows at the bottom of the page to navigate between pages, if the list is large.

e Hover over icons in the Status column to view each department's current status (open,

closed, active, or inactive).

» Click the Remove department icon in the row to include the department in the search

again.

 Click Back to access the Searches page.
3. To exclude additional departments, click Add.

The Select Departments To Exclude dialog box appears. It lists all open departments and
active exceptions. The departments that are already excluded, closed, or marked for deletion

are not displayed.
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4. Search for and select the departments that you want to exclude from the application searches,

and click Save.

Newly excluded departments appear in the list of excluded departments.

5. (Optional) Click Refresh to update page for the latest records in the list.

Reinstating the excluded department for application searches

To include the department in the search again, you can remove the department from the excluded

departments list.
To reinstate/include departments for application searches

1. In the left navigation pane, click Application.

2. In the Searches tab, click Exclude Department.

A list of excluded departments is displayed.
3. Select a single or multiple departments that you want to include in application searches again.

4. Perform any of the following as necessary:

e Click Remove on the action bar.

» Click the Remove department icon in the selected department's row.

Note: Clicking Remove on the action bar allows you to remove one or multiple
departments. In contrast, clicking the Remove department icon in a specific department

row removes only that particular department.

The application prompts you to confirm that you want to perform the operation.

5. Click Yes to complete the operation or click No to cancel it.
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Managing application-specific hotword sets

This section includes the following topics:

e QOverview

 Creating application-specific hotword sets

Editing application-specific hotwords and hotword sets

Deleting application-specific hotword sets

Overview

Hotwords are predefined words or phrases that you can search for in employee items. When you
create a search, you can add and select hotwords to search for in the subject lines of items, their

content, or both.

To simplify the management of application-specific hotwords, you can group them into hotword
sets. For example, you can use one set of hotwords to monitor items for unacceptable language
and another set to monitor them for unethical business practice. You can define hotwords and
hotword sets that can be used at the application level, where they are applicable to all

departments.

You must have the application-level Add Hotwords permission to add global hotwords. By default,

users that have the App Rule Admin role have this permission.

Creating application-specific hotword sets
To create an application-specific hotword set
1. In the left navigation pane, click Application.

2. Navigate to the Hotwords tab.

3. Click New Hotword Set.

The Create Hotword Set dialog box appears.

4. In the Name and Description fields, type a unique name and an optional description for the

hotword set respectively.
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Note: The hotword set name can contain up to 50 characters. The description can contain up

to 250 characters.
5. Under Hotwords section, click Select Hotwords to search and choose hotwords from the
available list.

On the Hotwords dialog box, select the hotwords, and then click OK.

To select multiple adjacent words, hold down the Shift key and click the first and the last words
in the range. To select multiple non-adjacent words, hold down the Ctrl key and click the

required words.

6. If the required hotword is not available, click Create Hotwords to add new hotwords.
Before you create hotwords, it is recommended to understand the following rules:
» For a single word with a wildcard, do not enclose it in quotes.
For example, Test* , overprice* , mis?sell

Note: It is recommended to limit hotword length to 100 characters.

» For multiple words, enclose them in double quotes.

For example, "search criteria" , "search * * criteria" , "te?st vas"
» For negation conditions, add the keyword AND before the first negation term, ensuring

there is a space before and after AND.

For example, search* AND - "search criteria" , test* AND - "test crit?ria" -

"te?st vas" , "search criteria" AND - '"search criteria Bloomberg" .

Note: To prevent inconsistent search results and improve search accuracy while using
multiple negation conditions, the hotword length can be extended up to a maximum of

2,000 characters.

To add multiple hotwords simultaneously, press Enter after each word to separate the

words with a new line character.

7. Click OK to add the words.
8. Click Save.

9. (Optional) In the Hotword Set pane, select a hotword set to view included hotwords on the

right side.
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Editing application-specific hotwords and hotword sets

To edit an application-specific hotwords and hotword set

1. In the left navigation pane, click Application.
2. Navigate to the Hotwords tab.

3. Select the hotword set you want to modify, and then click Edit Hotword Set.

The Edit Hotword Set dialog box appears.

4. In the Name and Description fields, type a unique name and an optional description for the
hotword set respectively.
Note: The hotword set name can contain up to 50 characters. The description can contain up
to 250 characters.

5. In the Hotwords section, you can perform the following tasks:

» To add new hotwords, click Create Hotwords.

» To add existing hotwords, click Select Hotwords.

» To remove the selected hotword, click Remove from Set.
After you successfully perform any of these tasks in this section, an alert message box appears
to indicate that the hotword set is updated.

6. Click OK.

Deleting application-specific hotword sets
To delete an application-specific hotword set

1. In the left navigation pane, click Application.

2. Navigate to the Hotwords tab.

3. Select the hotword set you want to delete.

4. Click Delete Hotword Set.

The application prompts you to confirm that you want to perform the operation.

5. Click Yes to complete the operation, or click No to cancel it.
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Managing application-specific labels

This section includes the following topics:

» Searching application-specific labels, label groups, and single choice groups
» Managing application-specific labels
» Managing application-specific label groups

» Managing application-specific single choice label groups

Searching application-specific labels, label groups, and single
choice groups

To search for existing application-specific label, label group, and single choice group

1. In the left navigation pane, click Application.

2. Navigate to the Labels tab.

All the available application-specific labels, label groups, and single choice groups appear.
3. Search for and select the label you want to view. If required, perform any of the following steps:
» To navigate to the next or previous pages, use the navigation arrows available in the bottom
right corner of the application.

 To find the required label, in the Filter by name field, enter the keywords that characterize
the label names that you want to search for, and then press ENTER on a keyboard or click

the Search icon.
Note: Do not use wildcard characters (asterisk or question mark) for partial searches. They
do not return results.

* To filter to the required labels, click the Filter icon. Set the filter criteria by selecting type
options and activation/deactivation status. If required, specify the date range when the

label, label group, or single choice group was created, and click Apply Filters.
 Click Reset Filters to reset applied filters back to the default filter.

 Click Clear Filters to remove applied filters.
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* If required, click Refresh to update the data on the Labels page.

4. Click on the label, label group, or single choice group name to view its details.

Managing application-specific labels

Application-specific labels management covers creating, editing, deleting, activating, deactivating,
propagating, and unpropagating operations. You must have the Manage Labels permissions to
perform these operations. By default, the App Rule Admin and Compliance System Admin have

these permissions.

Creating application labels

To create an application label

1. In the left navigation pane, click Application.

2. Navigate to the Labels tab, and then click New.

The New Label dialog box appears.

New Label x
Narme Enter name
- Enter description
Description

Active Propagate Enable Al Predictions

3. In the Name field, type a unique label name.
4. In the Description field, provide a description of this label.

5. Select the Active check box to activate the label.
Remember that -

» Only the active labels can be enabled for Al predictions, therefore, the Enable Al

Predictions check box remains disabled until the label is activated.
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» Do not select the Active check box if you want to keep the label in the deactivated state.
a. Select the Propagate check box to ensure the sub-departments inherit this label.

Do not select the check box if you do not want to propagate this label to sub-departments.
6. Select the Enable Al Predictions check box to consider this label for Al Prediction.
Note: At application level, only 20 active labels (including single choice group labels) can be

enabled for Al predictions. Upon deactivation, the previously Al prediction-enabled labels and

label groups get disabled.

7. Click OK.

Editing application labels

To edit an application label

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.

3. Search for the label that you want to update.

See Searching application-specific labels, label groups, and single choice groups.
4. Select the label that you want to edit, and click the Edit icon in the same row.
5. In the Edit Label dialog box, update the details of the required fields.

6. Click OK.

Activating application labels

To activate an application label

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.

3. Search for the deactivated label that you want to activate.

See Searching application-specific labels, label groups, and single choice groups.

4. Select the label and do any of the following steps:

e On the action bar, click Activate.

 Click the Edit icon in the same row. In the Edit Label dialog box, select the Active check

box.
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Note: At application level, only 20 active labels (including single choice group labels) can

be enabled for Al predictions.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deactivating application labels

To deactivate an application label

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.

3. Search for the active label that you want to deactivate.

See Searching application-specific labels, label groups, and single choice groups.

4. Select the label and do any of the following steps:

e On the action bar, click Deactivate.

 Click the Edit icon in the same row. In the Edit Label dialog box, clear the Active check

box.
Deactivating a label or label group disables Al predictions for that label or label group.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Propagating application labels

To propagate an application label

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.
3. Search for the unpropagated label that you want to propagate.

4. Select the label and do any of the following steps:

* On the action bar, click Propagate.

 Click the Edit icon in the same row. In the Edit Label dialog box, select the Propagate

check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Unpropagating application labels

To unpropagate an application label
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1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.
3. Search for the propagated label that you want to unpropagate.

4. Select the label and do any of the following steps:

» On the action bar, click Unpropagate.

 Click the Edit icon in the same row. In the Edit Label dialog box, clear the Propagate

check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deleting application labels

To delete an application label

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.
3. Search for the label that you want to delete.

4. Select the label, and click Delete on the action bar.

Managing application-specific label groups

Application-specific label groups management covers creating, editing, deleting, activating,
deactivating, propagating, and unpropagating operations. You must have the Manage Labels
permissions to perform these operations. By default, the App Rule Admin and Compliance System

Admin have these permissions.
Creating application-specific label groups
To create an application-specific label group

1. In the left navigation pane, click Application.

2. Navigate to the Labels tab, and then click New Group.

The New Label Group dialog box appeatrs.
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New Label Group x
Name Enter name
Description Enter description
Active Propagate
Labels

+ Add X Remove

Enable Al

Statt N + S P ted
O atus ame cope ropagate Predictions

0of0 K < > A

Cancel Save

3. In the Name field, type a unique label name.
4. In the Description field, provide a description of this label.

5. Select the Active check box to activate the label.
Do not select the check box if you want to keep the label in the deactivated state.

Note: The Enable Al Predictions check box is not shown for the customer level label groups

because each label within the group can be enabled while creating or editing them individually.

6. Select the Propagate check box to ensure the sub-departments inherit this label.

Do not select the check box if you do not want to propagate this label to sub-departments.
7. Click Add to open the Select Labels dialog box.

8. Search for and select the labels that you want to add this label group, and click Select as

shown in the sample image below.
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Select Labels x
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9. Click Save.

Editing application-specific label groups

To edit an application-specific label group

1. In the left navigation pane, click Application.

2. Navigate to the Labels tab.

3. Search for the label group that you want to update.

See Searching application-specific labels, label groups, and single choice groups.

4. Select the label group and click the Edit icon in the same row.

5. In the Edit Label Group dialog box, update the details of the required fields or add or remove

labels.

6. Click Save.
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Activating application-specific label groups
To activate an application-specific label group
1. In the left navigation pane, click Application.

2. Navigate to the Labels tab.

3. Search for the deactivated label group that you want to activate.

See Searching application-specific labels, label groups, and single choice groups.

4. Select the label group and do any of the following steps:

* On the action bar, click Activate.

 Click the Edit icon in the same row. In the Edit Label Group dialog box, select the Active

check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deactivating application-specific label groups

To deactivate an application-specific label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.

3. Search for the active label group that you want to deactivate.

See Searching application-specific labels, label groups, and single choice groups.

4. Select the label group and do any of the following steps:

» On the action bar, click Deactivate.

 Click the Edit icon in the same row. In the Edit Label Group dialog box, clear the Active

check box.
The updated data appears on the Labels page. If required, click Refresh on the action bar.
Propagating application-specific label groups
To propagate an application-specific label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.

3. Search for the unpropagated label group that you want to propagate.
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4. Select the label group and do any of the following steps:

» On the action bar, click Propagate.
 Click the Edit icon in the same row. In the Edit Label Group dialog box, select the

Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Unpropagating application-specific label groups

To unpropagate an application-specific label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.
3. Search for the propagated label group that you want to unpropagate.

4. Select the label group and do any of the following steps:

» On the action bar, click Unpropagate.
 Click the Edit icon in the same row. In the Edit Label Group dialog box, clear the

Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deleting application-specific label groups

To delete an application-specific label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.
3. Search for the label group that you want to delete.

4. Select the label group, and click Delete on the action bar.

Managing application-specific single choice label groups

Application-specific single choice label groups management covers creating, editing, deleting,
activating, deactivating, propagating, and unpropagating operations. You must have the Manage
Labels permissions to perform these operations. By default, the App Rule Admin and Compliance

System Admin have these permissions.
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Creating application-specific single choice label groups

To create an application-specific single choice label group

1. In the left navigation pane, click Application.

2. Navigate to the Labels tab, and then click New Single Choice Group.
The New Single Choice Label Group dialog box appears.

New Single Choice Label Group x

Name Enfer name

Description Enter description

Active Propagate % Enable Al Predictions

Labels

+ New (£ Edit x Delefe

[0 Name ¢

0of 0 K < > A

3. In the Name field, type a unique single choice label group name.
4. In the Description field, provide a description of this single choice label group.
5. Select the Active check box to activate the single choice label group.
Remember that -
* Only the active single choice label groups can be enabled for Al predictions, therefore, the
Enable Al Predictions check box remains disabled until this group is activated.
» Do not select the Active check box if you want to keep the single choice label group in the

deactivated state.

a. Select the Propagate check box to ensure the sub-departments inherit this single choice

label group.

Do not select the check box if you do not want to propagate this single choice label group to

sub-departments.

6. Select the Enable Al Predictions check box to consider this single choice label group for Al

Prediction.
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Note: At application level, only 20 active labels (including single choice group labels) can be
enabled for Al predictions. Upon deactivation, the previously Al prediction-enabled labels and

label groups get disabled.
7. Click Add to open the New Label dialog box.
8. Manually type new labels, and click OK.
Note: New label names must be a combination of maximum 50 characters that includes

alphabets, numbers and spaces. After adding a label name, press ENTER to add the next

label. You can add multiple label names as shown in the sample image below.

New Label x

Type a label name. It should be a combination of maximum S0 alphabets, numbers
and spaces. To add new label, press ENTER and type another label name. You can
add multiple label names.

MNames ABC
PQR
XYL
9. Click Save.

Editing application-specific single choice label groups

To edit an application-specific single choice label groups

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.

3. Search for the single choice label group that you want to update.

See Searching application-specific labels, label groups, and single choice groups.
4. Select the single choice label group, and click the Edit icon in the same row.

5. In the Edit Single Choice Label Group dialog box, update the details of the required fields.
If required, select an individual label and do any of the following:

* Click Edit to update the label name.
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» Click Delete to remove the label entry from the group.

6. Click Save.

Activating application-specific single choice label groups

To activate an application-specific single choice label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.

3. Search for the deactivated single choice label group that you want to activate.

See Searching application-specific labels, label groups, and single choice groups.

4. Select the single choice label group and do any of the following steps:

e On the action bar, click Activate.
 Click the Edit icon in the same row. In the Edit Single Choice Label Group dialog box,

select the Active check box.

Note: At application level, only 20 active labels (including single choice group labels) can

be enabled for Al predictions.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deactivating application-specific single choice label groups

To deactivate an application-specific single choice label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.

3. Search for the active single choice label group that you want to deactivate.

See Searching application-specific labels, label groups, and single choice groups.

4. Select the single choice label group and do any of the following steps:

e On the action bar, click Deactivate.

 Click the Edit icon in the same row. In the Edit Single Choice Label Group dialog box,

clear the Active check box.

Deactivating a single choice label group disables Al predictions for that single choice label

group.
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The updated data appears on the Labels page. If required, click Refresh on the action bar.

Propagating application-specific single choice label groups

To propagate an application-specific single choice label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.
3. Search for the unpropagated single choice label group that you want to propagate.

4. Select the single choice label group and do any of the following steps:

* On the action bar, click Propagate.
 Click the Edit icon in the same row. In the Edit Single Choice Label Group dialog box,

select the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Unpropagating application-specific single choice label groups

To unpropagate an application-specific single choice label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.
3. Search for the propagated single choice label group that you want to unpropagate.

4. Select the single choice label group and do any of the following steps:

e On the action bar, click Unpropagate.
 Click the Edit icon in the same row. In the Edit Single Choice Label Group dialog box,

clear the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on the action bar.

Deleting application-specific single choice label groups

To delete an application-specific single choice label group

1. In the left navigation pane, click Application.
2. Navigate to the Labels tab.
3. Search for the single choice label group that you want to delete.

4. Select the single choice label group, and click Delete on the action bar.
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Managing application-specific trash rules

This section includes the following topics:

» Overview

» Creating application-specific trash rules

* Activating application-specific trash rules

» Deactivating application-specific trash rules
» Propagating application-specific trash rules

» Unpropagating application-specific trash rules

Overview

Trash rules let you define when to ignore or include inbound items from specific email addresses or

domains.

Trash rules are used during search. By default, a trash rule causes items coming in from specified

email addresses or domains to be omitted from search results.

You can define trash rules to be used at the application level, but they can be propagated to sub-
departments. Application-specific trash rules can be deactivated at the application level. A
deactivated department trash rule does not modify the original application trash rule. Trash rules

cannot be deleted or modified; they can only be deactivated.

Note: You must have the application-level permission to add application-specific trash rules. By

default, users that have the Rule Admin role have this permission.

Creating application-specific trash rules

To create an application-specific trash rule

1. In the left navigation pane, click Application.

2. Navigate to the Trash tab, and then click New.

The New Trash Rule dialog box appears.
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New Trash Rule %
Inbound Address Enter email address or domain
Type Select p
Active
Propagate

3. In the Inbound Address field, type an email address or domain.

Note: When you specify a domain, do not add the @ symbol.
4. In the Type field, select a Domain or an Email Address.

5. Select the Status check box to activate the rule.

Do not select the check box if you want to keep the rule in the deactivated state.

6. Select the Propagate check box to ensure the sub-departments inherit the rule.

Do not select the check box if you do not want to propagate the rule to sub-departments.

7. Click OK.

Activating application-specific trash rules

To activate an application-specific trash rule

1. In the left navigation pane, click Application.
2. Navigate to the Trash tab.

3. Select a deactivated trash rule you want to activate, and click Activate on the action bar.

Deactivating application-specific trash rules

To deactivate an application-specific trash rule
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1. In the left navigation pane, click Application.
2. Navigate to the Trash tab.

3. Select an activated trash rule you want to deactivate, and click Deactivate on the action bar.

Propagating application-specific trash rules

To globally propagate an application-specific trash rule

1. In the left navigation pane, click Application.
2. Navigate to the Trash tab.
3. Select an unpropagated trash rule you want to propagate and click Propagate on the action

bar.

Note: This action propagates the trash rule globally to all existing open departments, including
any open sub-departments. If a closed department is later opened, any active trash rules

configured to propagate will be applied to the department once opened.

Unpropagating application-specific trash rules
To unpropagate an application-specific trash rule
1. In the left navigation pane, click Application.

2. Navigate to the Trash tab.

3. Select a propagated trash rule you want to unpropagate and click Unpropagate on the action

bar.

Note: This action removes trash rule globally from all existing open departments, including sub-

departments.
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Managing application-specific allowlist rules

This section includes the following topics:

» Overview
 Creating application-specific allowlist rules

+ Editing application-specific allowlist rules

Overview

Allowlist rules let you define the text that is contained within the items that are always considered

compliant. This functionality does not apply to item attachments.

If Arctera Surveillance finds an active word or phrase from the lexicon within allowlisted text, the
word or phrase is not flagged. Many customers use this feature to allowlist the disclaimers that
appear at the bottom of their outgoing emails. Having the allowlist rule in place means that the

disclaimer does not cause an email to be flagged with violations for review.
For example, assume you used the following disclaimer in your email address:

Email that is sent through the Internet is not secure. Do not use email to send us confidential
information such as credit card numbers, changes of address, PIN numbers, passwords, or other
important information. Do not email orders to buy or sell securities, transfer funds, or send time
sensitive instructions. We do not accept such orders or instructions. This email is not an official
trade confirmation for the transactions that are executed for your account. Your email message is

not private in that it is subject to review by the Firm, its officers, agents and employees.

You can add the entire paragraph to your allowlist rules so that every outgoing item is not flagged
for review since PIN numbers and passwords are words that could be used as search hotwords.
Although this functionality is generally reserved for the outgoing email, you can allowlist words and

phrases for any inbound item or instant message.

Note: You must have the Manage Allowlist Rules Department permission to add department-

specific allowlist rules. By default, users that have the Rule Admin role have this permission.
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Creating application-specific allowlist rules

To create an application-specific allowlist rule

1. In the left navigation pane, click Application.

2. Navigate to the Allowlist tab, and click New.

The Add to allowlist dialog box appears.

Add to allowlist %

Note: After adding words or phrases to lexicon, you cannot edit or delete it. However, you can
deactivate the rule to exclude it from active filtering.

Enfer allowlist word or phrase.

[] Inbound [ ] Outbound [ ] IM

Active @

3. In the Enter allowlist word or phrase field, type a word or phrase.

Note: The allowlist rule can contain up to 1024 characters, but a word should not be longer
than 50 characters. After adding words or phrases to the lexicon, you cannot edit or delete it.

However, you can deactivate the rule to exclude it from active filtering.

4. To create an allowlist rule, select any or all of the following options:

» Select the Inbound check box to apply this allowlist rule to all inbound items.
» Select the Outbound check box to apply this allowlist rule to all outbound items.

» Select the IM check box to apply this allowlist rule to all instant messages.

Note: Clear the respective check boxes if you do not want to apply the rule to Inbound,

Outbound, or Instant Messages.

5. Select the Active check box to activate the rule.

6. Click OK.
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Editing application-specific allowlist rules

To edit an application-specific allowlist rule

1. In the left navigation pane, click Application.

2. Select an active allowlist rule you want to deactivate, and click the Edit allowlist icon.
The Edit allowlist dialog box appears.

Note: You cannot change the words or phrases mentioned in the rule.

3. Modify the options to which to apply the allowlist rule: Inbound,Outbound, or IM (Instant

Messages).
4. Modify the allowlist rule status to activate or deactivate.

5. Click OK.
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Managing application-specific review
comments

This section includes the following topics:

About application-level review comments

Adding application-level review comments

Editing application-level review comments

Deleting application-level review comments

» Updating order of application-level review comments

About application-level review comments

During application-level reviews, reviewers often need to use the same comments repeatedly. To
streamline the review process and maintain consistency, administrators and reviewers can use

Review Comments to create and manage frequently used review comments.

You can add, edit, and delete application-level review comments. When creating a review
comment, you can optionally attach files that provide additional context or instructions for
reviewers. These attachments are automatically propagated whenever the review comment is

used.

To create, edit, or delete application-level review comments, you must have the Manage Reviewing
Comments permission. To attach files to review comments, you must also have the Add Comment

Attachments permission. These permissions can be configured from Application > Roles.

For information, see Adding new roles for users (employees) and employee groups.

Adding application-level review comments

To add an application-level review comment

1. In the left navigation pane, click Application.

2. Inthe Review Comments tab, click New to add a new application-level review comment.
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The New review comment dialog box appears.

3. Specify the following information:

e Summary: Provide a short comment name.
« Comment: Provide the actual comment text that describes your comment.
4. (Optional) Under Attachment, click Attach File.

Notes:

 The maximum combined size of all attachments is 20 MB.

e Supported attachment types include: .pdf , .doc , .docx , .xls , .xlsx , .ppt, .pptx, .tx

and .zip .

* If you select an unsupported file type, the application displays an error message identifying

the unsupported file type and listing the supported file types.

Browse to the required file, and click Open.

Verify that the attachment is displayed in the dialog box.
5. Click Save.

6. (Optional) On the Review Comments page, click Refresh to update the page with the latest

records.

Editing application-level review comments

To edit an application-level review comment

1. In the left navigation pane, click Application.

2. In the Review Comments tab, select the reviewing comment that you want to edit, and click

the Edit icon in the same row.

3. In the Edit review comment dialog box, update the following information:

* Summary: Provide an updated short comment name, if required.

» Comment: Provide the updated comment text.
4. (Optional) Under Attachment, click Attach File.
Notes:

 The maximum combined size of all attachments is 20 MB.
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e Supported attachment types include: .pdf , .doc , .docx , .xls , .xlsx , .ppt, .pptx, .tx

and .zip .
* If you select an unsupported file type, the application displays an error message identifying
the unsupported file type and listing the supported file types.

Browse to the required file, and click Open.

Verify that the attachment is displayed in the dialog box.
5. Click Save.

6. (Optional) On the Review Comments page, click Refresh to update the page with the latest

records.

Note: You can add new attachments, remove existing attachments, or replace attachments

associated with an application-level review comment.

Deleting application-level review comments

To delete an application-level review comment

1. In the left navigation pane, click Application.
2. Inthe Review Comments tab, perform any of the following actions:

» To delete an individual review comment, select the reviewing comment that you want to

delete, and click the Delete icon in the same row.
You can select the comments across pages.

» To delete multiple review comments simultaneously, select the reviewing comments that
you want to delete. Click Delete on the action bar.
The application displays number of the selected items in the bottom of the page. You can
select a maximum of 200 comments across pages at a time.

» To delete all the comments on the page, select the top-most check box in the first column,
and click Delete on the action bar.

The application prompts you to confirm that you want to perform the operation.

3. Click Yes.

4. (Optional) On the Review Comments page, click Refresh to update the page with the latest

records.
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Updating order of application-level review comments

To update order of an application-level review comment

1. In the left navigation pane, click Application.

2. In the Review Comments tab, ensure that at least two review comments exist. Otherwise, the

Update Order option remains disabled.
3. Click Update Order, and select the comment you want to move up or down.

4. Click the up or down arrow next to each item to change their order.

Alternatively, you can drag and drop items above or below another comment.
5. Click Save Order.

6. (Optional) On the Review Comments page, click Refresh to update the page with the updated

order of records.
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Managing data requests

This section includes the following topics:

» About data request

« Creating a new data request

About data request

Arctera Surveillance allows you to generate data requests to search and export emails (including
attachments) in PST format and collaboration messages in PDF format across the entire review set
spanning all departments, using specified search criteria. The time required to process a data

request depends on the size of the review set, the complexity of your query, and the date range.

Note: Only the users with the Manage Data Request permission can perform data requests using
the Application > Data Request tab. By default, users that have the System Administrator role

have this permission.

Each exported ZIP file can contain up to 1 GB of data, 25,000 emails, or 50,000 collaboration

messages. If the exported data exceeds this limit, Arctera Surveillance creates additional ZIP files.

For collaboration messages, if the number of items exceeds the 50,000 limit, a confirmation
message is displayed asking whether you want to export the top 50,000 items. If more than 50,000

items need to be exported, it is recommended to create multiple data requests.

Note: When exporting collaboration data, Arctera Surveillance generates separate files for each

chat room per day.

Creating a new data request

The New data request page is where a data request is created and submitted. This page contains

multiple sections where parameters can be defined to refine the search criteria.
To create a new data request

1. In the left navigation pane, click Application.

2. Click Data Request.
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Searches Roles Role Assignment Hotwords Labels Review Comments Trash Allowiist Data Request

+New  Z Refresh

Filter by data request name. aQ Y
Name Creationdate ¥ Status Number of items ]
Fail-LargeHits QIro4/26 Failed o Retry
acd Qiro26 No hits. )
shud fail 12129125 Finished 305894 @

‘admin abhinav in subject 12125125 Finished 5 @
«admin subject has abhinav 12/25/25 In progress 0
«admin pending questioned 12/25/25 Finished 2 E]

3. Click New. The New data request window appears.

From date * To date Current action status *
02117126 B 03726 [ Unreviewed (+4 others) v
Message fype”

() Email

Exchange email
XSLT/XML

Lotus Domine Blackberry

SMS

Yammer
WhatsApp

Workplace from Facebook

uBS

Text-Delimited

Crowd Compass LSEG Sympheny Salesforce Chatter

FXConnect Yieldbroker Webpage Capture Redtail Speak ServiceNow
7} RingCentral WeChat "} LinkedIn Audit "} Signal Instant messaging "} Google Mail
@ Collaboration
Teams Chat Teams Channel ChatGPT Zoom Meetings Chats SMS Collaboration Copilot
Viva Engage WhatsApp Collaboration IMessage Collaberation
Participants
Select users fo export data for Q
[ Include Context g [ Item History @
Export format
PDF &

Export password *
Enter a password 1o protect the exported file

4. Refer to the following table and provide the relevant information in the respective fields.

FIELD DESCRIPTION

Name Enter a unique name for the data request.
This name appears on the Data Request
page.

The data request name is also used as the
exported ZIP file name, along with a
sequence number, when the exported file is
downloaded.

Note: The name cannot contain any of the
following characters: /\[ * ? : " <>,

From date / To date Specify the start and end dates for the
emails or collaboration messages to search.

Current action status Select items by their action status, such as
Unreviewed, Pending, Questioned,
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FIELD DESCRIPTION

Reviewed Irrelevant, and Reviewed
Relevant.

Message type Select the communication data type to
export: Email or Collaboration.

Authors and recipients Enter an email address or domain name, and
then press the Enter key.

- Use these fields to filter a search for
specific FROM or TO email addresses or
domains. Up to five senders and recipients
can be specified.

- The address or domain must not contain
wildcard characters or spaces.

- Addresses on the left side cannot be blank.

- If no address or domain is specified on the
right, items are searched for any internal or
external user. If addresses or domains are
specified, only items matching those
addresses or domains are searched.

Select the message direction for email
communication between addresses or
domains. The available options are:

- Search between the authors and
recipients mentioned on both sides:
Retrieves all emails exchanged between the
email address or domain on the left and the
email address or domain on the right.

- Search between the authors on the right
and recipients on the left: Retrieves all
emails from any sender email address or
domain on the right to any or all recipient
email addresses or domains on the left.
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FIELD DESCRIPTION

- Search between the authors on the left
and recipients on the right: Retrieves all
emails from any sender email address or
domain on the left to any or all recipient
email addresses or domains on the right.

Note: The search items must be part of a
review set.

Subject Enter the subject keyword or phrase, and
then press the Enter key.

Note: If you use phrases, enclose them in
double quotation marks ( " ).

Participants Select the users whose collaboration
messages you want to export.

1. Click the Search (magnifying glass) icon.
2. Select one or more users.
3. Click OK.

Include Context Select this option to include adjacent
messages (before and after) for the day,
providing conversation context for the
exported messages.

Include Item History Select this option to include the history of
actions performed on the items, such as
comments, status changes, or review
actions.

Export Format Specify the format in which collaboration
messages should be exported. Currently,
only PDF is supported.

Note: Emails are exported in PST format by
default.
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FIELD DESCRIPTION

Export Password Enter a password to protect the exported
files. The exported ZIP file is password-
protected.

The password must contain 4 to 6
characters.

Note: Remember the password. If you forget
it, you will not be able to access the exported
files, and you must create a new data
request.

5. Click Save.

The newly created data request will appear on the Data Request page with a link to get the

exported ZIP file.

6. Click the link to download the zipped file.

Note: The export download link expires 15 days after it is generated. If the link expires, you

must create a new data request to export the data again.
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Managing schedules

This section includes the following topics:

» Overview

» Setting up new schedules

» Setting up one-time schedules

» Example of a one-time schedule
» Setting up recurring schedules

» Example of a recurring schedule
* Editing schedules

* Deleting schedules

Overview

In addition to random sampling, you can configure searches and reports to run on a schedule that
is created based on your business needs. You can configure schedules to run searches and

reports at set times or set intervals.

Setting up new schedules

Note: You must have the Manage Schedules permission to set up new schedules. By default,

users with the application role of App Rule Admin have this permission.
To set up a new schedule

1. In the left navigation pane, click Configuration.
2. Click Schedules.

3. Click New Schedule.

The New Schedule dialog box appears.
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New Schedule x
Name * Schedule Name Enabled
Description
Description
Schedule For @ search (O Report
Schedule Type |. Once Recurring .|

Recurring Schedule

Recurrence |. Daily Weekly Monthly .|
Start Date 01/23/26 i
Repeats every 1 day(s)

Daily Frequency

@ Occursonceat Ol 5 003

O Occurs every

End date
@ Never

() Enddate

Cancel

4. In the Name and Description fields, type a unique name and an optional description for the

schedule respectively.
Note: The schedule name can contain up to 50 characters and cannot be edited once created.
The description can contain up to 250 characters.

5. Select the Enabled check box so that the schedule is available for selection when you define

the criteria for a new schedule.

6. Select Schedule For > Search to create a new search schedule.

Select Schedule For > Report to create a report schedule that can be used for scheduled runs
in the Enhanced Reporting tab. For more information, see Enhanced Reporting - User

Interface.

192



ARCTERA™ SURVEILLANCE

Note: Only schedules created for reports are available for scheduled report runs in the

Enhanced Reporting user interface.

7. Select the required schedule type. The options are as follows:

SCHEDULE TYPE DESCRIPTION

Once Causes any searches or reports that use this
schedule to run only once, at the time that
you set in the schedule.

Recurring Causes any searches or reports that use this
schedule to run automatically at the interval
that you specify in the schedule.

8. Click Save.

Setting up one-time schedules

You can set up a new one-time search or report schedule to run just one time. This is different from

a recurring schedule.

Note: You must have the Manage Schedules permission to set up new schedules. By default,
users with the application role of App Rule Admin have this permission. Before you set a time for a

schedule, ensure that scheduled runs do not occur at the same time as system backups.
To set up a new one-time schedule

1. In the left navigation pane, click Configuration.
2. Click Schedules.

3. Click New Schedule.

The New Schedule dialog box appears.
4. In the Name and Description fields, type a uniqgue name and an optional description for the

schedule respectively.

Note: The schedule name can contain up to 100 characters. The description can contain up to

250 characters.

5. Select the Enabled check box so that the schedule is available for selection when you define

the criteria for a new schedule.
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6. Select Schedule For > Search to create a new search schedule.
Select Schedule For > Report to create a report schedule that can be used for scheduled runs
in the Enhanced Reporting tab.

7. Select a schedule type option as Once.

8. Under the Single Run section, set the required date and time to execute the search.

9. Click Save.

Example of a one-time schedule

Any searches or reports that use the following schedules run automatically at the interval that you
specify in the schedule. To create a schedule that should run on 01-Jan-2020 at 6:00 AM, you can
configure the schedule in the following way:

1. In the On Day field, select the date as 01-Jan-2020.

2. In the At time field, select the time as 6:00 AM.

Note: The scheduled time you specify is interpreted in the tenant's time zone.

3. Click Save.

Setting up recurring schedules
You can set up a new recurring schedule to run a search or report at a specific time. This is

different from a one-time schedule.

Note: You must have the Manage Schedules permission to set up new schedules. By default,
users that have the App Rule Admin role have this permission. Before you set a time for a

schedule, ensure that scheduled runs do not occur at the same time as system backups.
To set up a new recurring schedule

1. In the left navigation pane, click Configuration.
2. Click Schedules.

3. Click New Schedule.

The New Schedule dialog box appears.

4. In the Name and Description fields, type a unique name and an optional description for the

schedule respectively.
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10.

11.

12.

Note: The schedule name can contain up to 100 characters. The description can contain up to

250 characters.

Select the Enabled check box so that the schedule is available for selection when you define

the criteria for a new schedule.
Select Schedule For > Search to create a new search schedule.
Select Schedule For > Report to create a report schedule that can be used for scheduled runs
in the Enhanced Reporting tab.
Select a schedule type option as Recurring.
Under the Recurring Schedule section, do the following:
» Select Daily to configure daily recurring schedule, and then specify the schedule start date
and the repeat frequency.

» Select Weekly to configure weekly recurring schedule, and then specify the schedule start

date and the repeat frequency.
e Select Monthly to configure monthly recurring schedule, and then specify the schedule
start date and the repeat frequency.

Under the Daily frequency section, do any of the following:

» Select the Occurs once at option, and then specify the time.
e Select the Occurs every option, and then specify frequency of schedule that runs once a
day or several times a day within a given period.
Under the End date section, specify the schedule end date or you can choose Never.
Under the Summary section, verify the schedule summary.

Click Save to save the schedule, or click Cancel to abort the dialog box.

Example of a recurring schedule

To create a schedule that runs every 3 hours on Mondays, between 9 AM and 6 PM PST, for the

period between 01-Mar-2020 and 01-Aug-2020, you can configure the schedule in the following

way:
1. In the Recurrence field, select weekily.

2. In the Start Date field, select the date as 01-Mar-2020.

3. In the Repeats every field, select the recurrence frequency as 1 and the day as Monday.

195



ARCTERA™ SURVEILLANCE

4. In the Occurs every field, specify the frequency as 3.
5. In the Starting at and Ending at fields, specify time as 9: 00 AM and 6: 00 PM respectively.
6. In the End Date field, select the date as 01-Aug-2020.

7. Click Save.

Editing schedules

You can modify a schedule according to your review requirements.
To edit a schedule

1. In the left navigation pane, click Configuration.
2. Click Schedules.

3. Select the schedule that you want to modify, and then click the Edit Schedule icon.

The Edit Schedule dialog box appears.

4. Select or clear the Enabled check box so that the schedule is available or disabled for

selection when you define the criteria for a new schedule.

5. Modify the schedule parameters, and click Save.

Deleting schedules

You can delete a schedule if it is not of use any more.

Note: A search schedule cannot be deleted if any scheduled search is linked to it. When any
scheduled search is linked to a search schedule, then the trash icon is not displayed for that

schedule. See Disabling scheduled searches.
To delete a schedule

1. In the left navigation pane, click Configuration.
2. Click Schedules.

3. Select the schedule you want to delete, and then click the Delete icon.

The application prompts you to confirm that you want to perform the operation.

4. Click Yes to complete the operation or click No to cancel it.
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Managing export operations

This section includes the following topics:

» About exporting items

» Performing export runs

About exporting items

If you want to review items offline or provide them to an approved third-party organization, then you

must export them from Arctera Surveillance.
Arctera Surveillance supports only EML file format for exporting the content.

Note: An export run can be performed only when items are available in the department for review.

Performing export runs

You can export the review items from Arctera Surveillance if you want to review items offline or

present them as evidence to a third party.

You must have the Export Messages permission to export items from a department. By default, all
the reviewers in the department have this permission. The option to export escalated items is
available to those with the Export Escalations permission only. By default, only users that have the

Escalation Reviewer role have this permission.
You can perform the following export tasks. The keyboard shortcut keys are listed in parenthesis:

* New (Alt + N) - perform a new export run.

* Refresh (Alt + R) - refresh the list of existing exports.
To perform an export run

1. In the left navigation pane, click Departments.

2. Search for and select the department in which you want to perform an export run.
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Note: Arctera Surveillance lists all departments. You can use the filtering options to search the
required department. Options include filtering by department name, exception employees, and

reviewers associated with the department.

3. In the Export tab, click New.

The New Export dialog box appears.

4. Refer to the following table and provide the relevant information in the respective fields.

FIELD DESCRIPTION
Name (Mandatory) Type a name for the export run.
Message type (Mandatory) Select the message type of

items based on their category, such as
Emails, Collaboration, or Audio/Video, as
shown in the following sample image.

Notes:

1. If the available message types are from
only one category, they are not grouped by
category. Instead, all available message
types from the single category are displayed
directly for selection.

2. If the search criteria do not produce any
results belonging to supported message
types, the export cannot be saved. In such
cases, the system displays the following alert
message:

Your selection did not return any items to
export.

Message direction Select items that are traveling in a certain
direction. You have the following options:

- All — Includes messages from all directions.
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FIELD DESCRIPTION

- Internal — Includes the items where the
author and all recipients are internal to your
organization.

- External Inbound — Includes the items
where the author is external to your
organization and at least one recipient is
internal.

- External Outbound — Includes the items
where the author is internal to your
organization and at least one recipient is
external.

Capture method Select items by the method that Arctera
Surveillance has used to capture them and
add them to the review set. The options are:

- All — Select all methods.

- Search — Select to choose items that have
been captured as a result of searches.

- Random Sampling — Select to choose
items that Arctera Surveillance has captured
and added to the review set according to
your designated monitoring policy.

- Guaranteed Sample Search — Select to
choose the results of guaranteed sample
searches.

- Tags — Select to choose items that Arctera
Surveillance has captured and added to the
review set according to designated tags.

Tags action Select items by the policy action with which
your policy management software has
tagged them. This action can be one of the
following:
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FIELD

Date captured

Search

Current action status

Current action status author

Escalation status

Escalation owner

200

DESCRIPTION

- Inclusion (demands or suggests capture)

- Exclusion (precludes capture or advocates
non-capture)

- No Action (item is subject to normal
random sampling)

Select items that Arctera Surveillance has
captured over the specified period.

Select items that the specified search has
captured.

Select items by their action status, such as
Unreviewed, Pending, or Questioned.

Select items by the person who last assigned
a review action to them.

- Select All to consider all reviewers who
assigned a review action.

- Select User Selection to browse a
particular reviewer who last assigned a
review action.

Select items by whether they have been
escalated to an escalation reviewer and
subsequently closed by that reviewer.

Select items by the escalation reviewer who
has responsibility for them.

- Select All to consider all escalation owners.

- Select Unassigned to consider items to
which no escalation owner is assigned.

- Select User Selection to browse a
particular escalation owner.
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FIELD DESCRIPTION

Escalated by Select items by the person who escalated
them to an escalation reviewer for further
attention.

- Select All to consider all reviewers.

- Select User Selection to browse a
particular reviewer.

Current appraisal status Select items by whether a supervisor has
appraised them. This option is only visible to
supervisors with Apply Appraisal Status
permission.

Current appraisal status owner Select items by the supervisor who has
currently appraised them. This option is only
visible to supervisors with Apply Appraisal
Status permission.

- Select All to consider all appraisal status
owners.

- Select User Selection to browse a
particular appraisal status owner.

Tags Select items by the specific tag with which
your policy management software has
tagged them.

Export as Select the type of file to be exported.

- Original type — Select to output items in
their native format. For example, Microsoft
Exchange items as individual MSG files,
SMTP items as individual EML files, and so
on.

Include in reports Select any or both of the following options:

- Journal Recipients: Select this option to
include recipient information from the journal
envelope of Exchange or SMTP journal
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FIELD DESCRIPTION

items. This lists all the recipients of each
item, regardless of their placement in the To,
CC, and BCC fields.

- Item History: Select this option to include
comments, status, appraisal, and escalation
history of items in the export report. Refer to
step 9 for a sample report with the appended
history and the recipients in To, CC, and
BCC fields.

Number of items to export Type the required number of items. Arctera
Surveillance exports the oldest items.

For example, if you choose to export 100
items, Arctera Surveillance exports the 100
oldest items that match the selected options.

Password (Mandatory) Set an alphanumeric password.

5. Click Save.

The application prompts you to confirm that you want to perform the operation.

6. Click Save to complete the operation or click Cancel to cancel it.

7. In the Export tab, ensure that the export you have created is available and its status is In
progress or Completed.
Note: If the status of your export run is displayed as Failed, you need to execute another
export run.

8. After the export is finished, click the Browse icon to browse to the exported file.

9. Click the links to download the zipped file of the exported items.

Provide a password to open the report as shown in the sample image below.
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Export Summary
Export Name: Export - Test
Item ID: 97232
Status: Finished
Date: Tuesday, August 18, 2026 8:19 PM
Number to Export: 10
Number Exported: 10
Export to PST: false
Item Details
Item ID: 000001
File: 184b2a9b-7345-445b-970e-ae3447173f8b.eml
Export Status: Finished
Info: success
Message ID: <26c7e6976f8a2757164badb3014603di@teamsqga.com>
Author: reportuser1@teamsga.com
TO: reportuser2@teamsqga.com
CC:
BCC:
Subject: negative Sentiment 2
Attachments: 0

Mail date: Monday, November 20, 2023 9:43 PM
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Managing reviews

This section includes the following topics:

¢ About reviewing with Arctera Surveillance

« Limitations on reviewing certain types of Skype for Business content
¢ Understanding the Review page

» Changing the Preview pane position

* Rearranging columns in the item list pane

» Customizing item navigation in Review grid

* Filtering the items in the Review pane

* Viewing dynamic review item counts on the calendar
« Reviewing the Audio-Video Transcript type items

* Reviewing searched items

e Translating email and attachment content for review
« Translating collaboration message for review

« Adding or removing text for machine learning

« Assigning review status to items

* Viewing hotwords highlighting

» Viewing hotwords in collaboration message

¢ Viewing tags highlighting

¢ Viewing predicted labels of review items

* Viewing the full content in a new window

¢ Adding comments to items

« Escalating the review items

* Applying labels to items

* Viewing history of items

 Printing and downloading the items and attachments
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* Viewing Intelligent Review Details

ChatGPT and Microsoft Copilot Integration
» Bulk review using Find Similar Items

» Report generation from Review Pane

About reviewing with Arctera Surveillance

Arctera Surveillance simplifies the compliance assessment process for reviewers by allowing them
to review the outcomes of random sampling and searches. Furthermore, the compliance review

process is facilitated by the following key aspects:

 Distinct reviewer roles: Arctera Surveillance has several predefined reviewing roles, such as
Escalation reviewer, Exception reviewer, and Passive reviewer that possess the following

characteristics:

o Passive reviewers can view items and review history, but they cannot assign or change
review status. However, passive reviewers can assign appraisal status to the items that

other users have reviewed.
o Exception reviewers can view the items of their assigned exception employees only.

o Escalation reviewers can receive items that other reviewers in the department have

escalated to a higher authority for further review.

o All roles except the Passive Reviewer role permit a user to assign the pending, question,

escalation, and appraisal status to the review items.

o All the exception reviewers and escalation reviewers assigned to the departments can
assess the review status and comments that reviewers have applied and add appraisal

status and comments.

* Filter pane: This pane lets you set criteria to refine the search records in the review items grid.

¢ Comments: Reviewers can comment on the review items to promote documentation and
transparency, facilitate collaboration and communication, support auditing and accountability,
enable effective risk management, and contribute to continuous improvement in the compliance

review process.

» Labels, label groups, and their Al-based predictions: Reviewers can assign labels, label
groups, and single choice label groups to review items. If the Al-based label predictions option
is enabled for labels or single choice label groups, only 20 active labels (including single choice

group labels) per department or at application level can be enabled for Al predictions. To
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enable Al-based label predictions, labels and single choice label groups must be marked as

active and the Enable Al Predictions option must be selected.

Deactivated labels and label groups are not considered for analysis and Al-based label

predictions.

The Predicted labels column is displayed in the items grid on the Review page as shown in the

sample image below. If multiple labels are predicted, they are separated by semicolons.

Email (637)

Collaberation (0)

& Customize © O ® & 1 =
iz} © Author Date & Capture method Type Escalation status | Predicted labels
=t 50 hardi@teamsga.com 24/03/25 11:44:12 PM Random Sampling Exchange Escalated HBK21st

50

admin@teamsqa.com

25/02/25 07:36:25 AM

Tags

Exchange

Not Escalated

56

akaash@teamsqa com

13/01/25 12:3117 PM

Tags

Exchange

Nct Escalated

HBK21st

70

akaash@teamsqa com

13/01/25 12:27:00 PM

Tags

Exchange

Nct Escalated

HBK21st

50

tanushree@veritas.com

13/01/25 04:54:21 AM

Random Sampling

Exchange

Escalated

HBK21st

50

akaash@teamsqa com

13/01/25 02:09:21 AM

Tags

Exchange

Nct Escalated

HBK21st

72

akaash@teamsqa.com

13/01/25 02:09:49 AM

Tags

Exchange

Not Escalated

HBK21st

50

abhay@teamsqa.com

12/01/25 10:54:21 PM

Random Sampling

Exchange

Not Escalated

HBK21st

Ooooojooom;m|a
<]
3

50

abhay@teamsqga.com

12/01/25 10:35:15 PM

Random Sampling

Exchange

Not Escalated

HBK21st

* Tags and hotwords statistics: Arctera Surveillance provides tags and hotword statistics for all
message types it supports. Reviewers can quickly view the tags and hotwords-specific

statistics per item and can navigate to individual matches in the Preview pane.

» Review items grid customization: Arctera Surveillance lets you set the Preview pane position
to the bottom or the right side of the review items grid for better readability. It also allows you to
rearrange columns of the grid according to your specific requirements. You can sort the
resulted reviewing items by increasing or decreasing relevance score, tags, and so on. You can

collapse and expand the panes for better readability.

For Email items, Arctera Surveillance allows customization of the number of items displayed in
the Review page grid, if requested (default: 100 items). To increase the Review grid page size -

recommended up to a maximum of 1000 items - contact Arctera Technical Support.

* Relevance Score: This score is an integer value ranging from 0 to 100, assigned to all review
items. It indicates the degree of relevance for review. A lower relevance score suggests that the
item is more irrelevant, while a higher score indicates that the item is more relevant and
requires closer attention during the review process. This functionality enables reviewers to

promptly prioritize items for review, focusing on the most relevant ones first.

The Relevance Score column is displayed in the list pane by default. The score is calculated
and displayed only if the Intelligent Review service is enabled for the selected departments. For
the departments that are not enabled for the intelligent review service, the application displays

the column, but the values remain blank.
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» Sentiment score: In Arctera Archiving, when Arctera Classification is enabled as part of the
retention plan, the sentiments expressed in the textual content are analyzed and the sentiment
score is generated at the item level, which measures attitudes, opinions, and emotions. The
sentiment score value ranges from 0 to 100, where a 0-39 score represents negative
sentiment, a 40-59 score represents neutral sentiment, and a 60-100 score represents positive
sentiment. The Arctera Surveillance users can sort and filter items based on their sentiment

Scores.

The sentiment score column is by default displayed in the items grid on the Review page. A
smile-emoji is used as a column heading. You can change the column position in the grid if
required. You can click the column heading to sort the items based on the ascending or

descending sentiment score as shown in the sample image below.

Email (637) Collaboration (0)

HCustomize © O 7 @ @® [

O | @ Author Date 4 Capture method
] =t 50 hardi@teamsga.com 24/03/25 11:44:12 PM Random Sampling
] = 50 admin@teamsga.com 25/02/25 07:36:25 AM Tags

[ = 56 akaash@teamsga.com 13/01/25 12:31:17 PM Tags

] = 70 akaash@teamsga.com 13/01/25 12:27:00 PM Tags

] = 50 tanushree@veritas.com 13/01/25 04:54:21 AM Random Sampling
O = 50 akaash@teamsga.com 13/01/25 02:09:21 AM Tags

] = 72 akaash@teamsga.com 13/01/25 02:09:49 AM Tags

O ] 50 abhay@teamsqa.com 12/01/25 10:54:21 PM Random Sampling
] = 50 abhay@teamsga.com 12/01/25 10:35:15 PM Random Sampling

Limitations on reviewing certain types of Skype for Business

content

Arctera Surveillance uses the Arctera Archiving platform for accessing data, including Skype for

Business instant messaging and conferencing communications. Arctera Archiving archives each of

these communications as an individual email (EML) file that, in Arctera Surveillance, has a

message type of Instant Messaging.

Skype for Business communications can include whiteboards and polls that users share during a

conference. The content of these two conference features is stored in a Microsoft-proprietary XML

format, which Arctera Archiving cannot index. As a result, you cannot use the facilities in either

Arctera Archiving or Arctera Surveillance to search the text content of these items.
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Understanding the Review page

The following image highlights the standard features of the Review page.
Figure: A sample page showing review summary of selected departments

"arctera @ surveillance

@
«
Dashboard %X Clear Y Apply = Ardhendu
& Department hd y
Review
Advanced Filter v Summary
B
Depariments Filter v 196259 unreviewed items.
2 You can also review escalations Escalation review mode
Cig © Resulis are limited o items capiured in the last one year by defaulr. To view older
= itemns, apply a Capture Date filter or Date filter or search by Item ID.
Reports
&
Enhanced
i L Review actions
i YYou can perform the following actions in this department:
Monitor
= # Change the mark for an ifem.
P ® Add a comment to an item.
pplica [ Escalate an item fo ancther reviewer
o = Appraise an item.
Configuration
2
Aulit viewer

Figure: A sample page showing other panes with details

® @

erCI'efq @ surve]lance Action Required: Upda teamsqa & ?2 % o ®
a«
Dashboard X Clear Y Apply « Email (91) Collaboration (0) 8 0 < Preview Col >  » Labels & Item Statisficq
v 7 = I Labels v
- s Department Howomze © P 2?2 @ O T = Q Inteligent Review Detailsj¢) f® N
eview
- Advanced Filter Y O 8 O Kk X O Department Author Details not availble Tags M
Departments 11" ~ O Ardhendu admin@team Hotwords v
Emails for sampling ne... Id ]~ Unreviewed
= Preset O Ardhendu
Groups Cusk - admin@teamsqa.com B Translate }
Gulom v+ o g Ardhendu admin@team = 8
&8 = 08/26/251207:00 AM
> B status - .
g 0 = Ardhendu admin@team 1 eteamequcom
> [ Capture date (Last 1 Ye
I=} & Copture o O Ardhendu dmi
> [ Date
Erhanced %
Reporng O Ardhendu admin@team @ B T | % ©
> Q Search
i > [ scheduled search O Srdbardy admin@team Emails for sampling next day mail date
e > & Author O Ardhendu admin@team
- > & Archived user (] Ardhendu admin@team
Application
o > [DErhimeiEs O Ardhendu admin@team
o > Qb O Ardhendu admin@team
> & Type
= O Ardhendu admin@team
Audit viewer > & Direction
= Ardhend dmin@t
A > M Predicted label 0o = rdhendy ]
Alerts > @ Label O Ardhendu admin@team
> A Tags O Ardhendu admin@team
> @ Tags action O Ardhendu admin@team
> © Sentiment score
et — 1-910f 91 @

1. Summary and instruction pane
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This page displays the summarized information of review items. You can click the summary

items to view the details.

2. Filter pane
Arctera Surveillance lists only those departments for which the reviewers have access.
Reviewers can use the filter facets to set criteria to refine the search records. You can collapse
this pane for better readability as and when required.
See Filtering the items in the Review pane.

3. Review item grid
This grid shows the items in the review set that match the filter options you have selected. You
can use the Group drop-down list to group or sort the items according to relevance, ascending

or descending dates and months, alphabetical author and subject names, and tags. The

unreviewed items are displayed in bold text.

Click on the column heading to sort items in ascending or descending order. The changes are

persisted across different login sessions for the logged-in user.

4. Footer area

This area provides the navigation arrows at the bottom of the items grid to go to the first,

previous, next, or last page.

5. Action bar
The action bar lets you perform the following actions:
» Apply review statuses and add comments to single or multiple selected items.

When applying a review status to a single item, the application does not prompt to confirm
the selection of the item. However, while applying a review status to multiple items, the
application prompts a confirmation to ensure accurate selection and avoid errors, as shown

in the sample image below.

Confirm Multiple Selection x

You have selected multiple items. Are you sure you want to confinue?
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» Rearrange the column order for improved review experience. See Rearranging columns in

the item list pane.

» Change the position of the reading pane (Preview, Comments, and History) to right or

bottom of item list pane. See Changing the Preview pane position.
» Generate reports directly from the Review screen based on the current grid results, applied
filters and facets. See Report generation from Review Pane.
6. Reading pane
This pane has three tabs and two functions.
» The Preview tab displays an HTML preview of the selected item.

In addition, it provides the following interfaces:

o The Intelligent Review Details section provides the reasons why the item is classified
as Unreviewed Relevant or Unreviewed Irrelevant. The application shows the Relevant
and Irrelevant labels (links) and the respective contributions. For more information, see

Viewing Intelligent Review Details.

o The Learning bar lets you select the text samples for the intelligent review process. You

can add or remove the selected text samples from the item being reviewed.

o The flag icon, representing Al-based Label Predictions, shows Al-predicted labels and
their count for each review item if the Enable Al Predictions option is selected for active

labels and label groups. Refer to the sample image below.

£ Preview Comments >

Intelligent Review Details € l.. v

HBKI3 " :gltaegllisgent Review Al has predicted the following Relevant
1. Marketing
. 2. Human Resource .
admin@EEnERIE e slate :

For more details, access the History tab or the
pLEeyAl: Labels and Item Statistics pane.

To: user2-amazon-group4@vas-amazon-group4.com

Cc: userl-amazon-group4@vas-amazon-group4.com:
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o The Display Name of the email author and recipients is displayed along with their email
IDs. If a tag is applied to the author or recipient email IDs, the application highlights the

corresponding display names and considers them when calculating tag statistics.

> The Toggle Item Preview Background icon enhances text readability by allowing to

highlight or remove highlighting from the preview text. Refer to the sample image below.

All (26) v lof26 € > ‘ o ‘.

Summary: Recent studies indicate that abc analysis case xyz
plays a critical role in operational efficiency. Further details

are included in the attached document. Research Summary:
Recent studies indicate that Reggrowthn plays a critical role

in operational efficiency. Further details are included
attached document. ABC Business Growth XYZ Repo i
Order Tracking & Processing Eco-Friendly & Sustainab
Solutions Find Best Strategies for Expansion ForeknoWl

for Predictive Analysis Friendship & Business Partnerghi
it Data Nrane _ Marlat Daantinn atfiv Datnh fAr

o The Scroll to Top icon allows users to quickly return to the top of the preview pane,

especially when viewing lengthy paragraphs of text.
 The Comments tab shows the comments that reviewers have assigned to the selected
item.

» The History tab displays the detailed summary of the operations that are performed on the

selected item.

» The Action menu ( ;) provides the Print option to view the printable version of the item,

and the Download option to save the original item to your computer.
7. Labels & Item Statistics
This pane has the following sections:

e Labels: This section displays active labels, labels within label groups, and labels within
single-choice label groups. You can visually distinguish between application-specific,

department-specific, and Al-predicted labels.

Al-predicted labels are marked with a flag icon. Flag icon color varies with prediction

confidence.
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Application-specific labels are marked with a monitoring screen icon, while the Department-

specific labels lack an icon. Refer to the sample image below.
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» Labels & [tem Statistics
Labels A

Search By Label Name Q

™ Apply All Predicted Labels

v General Group - All Company D.

Human Resource (M8 []

Sales [ ]

Finance [ [

Recruitment [ []

Marketing (M ]

Engineering [M ]

Quallity Assurance Enginee. [ [

Technology And Innovation|M [

Payment Payroll [M (]

Research And Developmenj |
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» Tags: This section shows the classification policy tags-specific statistics when a user

selects an email for review.

The displayed information includes tag names. Next to each entry, the number of incidents
that match the corresponding tags in the selected items is shown. After you expand the tag
name node, the application displays the number of matches in the top-level content of the

email and in each attachment of the email.

» Labels & Item Statistics
Labels v
Tags ~
v Attorney-Client (3)

= Top Level (1)

[21 Attorney-Client Privileged Datatxt (2)
v Intellectual-Property (3)

& Top Level (1)

[ Attorney-Client Privileged Data.txt (2)
v US-FISMA (3)

B2 TopLevel (1)

[ Attorney-Client Privileged Datatxt (2)

This section displays statistics only for the tags that have a match. Tags that do not match

are not shown in the list.

The Top Level node and the attachments nodes are visible only if the content within them
contains the specified tags. In case there are no matches for the tags in the primary emails,
the Top Level node will not be displayed. Similarly, if there are no matches for the tags in

the attachments, those attachments will also not be displayed.

You can click the hyperlinks to view the respective tags in the Preview pane. Click the
arrows to navigate to the next or previous match. The navigation is limited to the content of
email body message and attachments, and not within the email metadata.

For more information, see Viewing Tag Highlighting

* Hotwords: This section shows the hotwords-specific statistics when a user selects an item

for review.
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The displayed information includes the names of hotwords sets and individual hotwords.
Next to each entry, the number of incidents that match the corresponding hotwords or
hotwords sets in the selected items is shown. After you expand the hotwords set name, the
application displays the included hotwords and their number of matches in the top-level

content of the item and in each attachment of the item.
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» Labels & Item Statistics

Labels v
Tags v
Hotwords A

v B olcanic (12)

"National Risk Index" (4)

A4

J B

Top Level (2)

Volcanic Activity.png (2)

"Volcanic Activity Exposure" (4)

J B B

Top Level (2)

Volcanic Activity.png (2)

"Annual * score" (2)

J B B

Top Level (1)

) Volcanic Activity.png (1)

v B 'Disaster Risk" (2)

A A TArn | aval (1Y
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This section displays statistics only for hotwords or hotword sets that have a match.

Hotwords and hotword sets that do not match are not shown in the list.

The Top Level node and the attachments nodes are visible only if the content within them
contains the specified hotwords. In case there are no matches for the hotwords in the
primary emails, the Top Level node will not be displayed. Similarly, if there are no matches

for the hotwords in the attachments, those attachments will also not be displayed.

You can click the hyperlinks to view the respective hotwords in the Preview pane. Click the
arrows to navigate to the next or previous match. The navigation is limited to the content of

email body message and attachments, and not within the email metadata.
For more information, see Viewing Hotwords Highlighting

Note: For audio-video items, hotword and tag statistics calculations are not supported for

attachments.

Changing the Preview pane position

To change the Preview pane position

1. In the left navigation pane, click Review.

2. Inthe item list pane, on the action menu bar, click Customize.

Emnail (8) Collaboration (Q)

G Ccustomizel © @ ? O ® @ @ =

O &8 0O % Q¥ ©  Department Author

[] = B O 001-Vinay abhay@teamsga.com
[] = 001-Vinay admin@teamsqa.com
[] = 001-Vinay admin@teamsga.com
[] = 00I1-Vinay admin@teamsga.com
[] = 001-Vinay admin@teamsga.com

After you click Customize, the application displays another action menu bar that is specific to

the view customization.
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Email (8) Collaboration (0)

X M-~ | Preview~  Group:|None v

[] B4 Right O Department Author

[] = O 001-Vinay abhay@teamsga.com

Bottom

[] = 001-Vinay admin@teamsqa.com
[] = 001-Vinay admin@fteamsga.com
[] = 001-Vinay admin@teamsqa.com
[] = 001-Vinay admin@teamsga.com
[] = 001-Vinay admin@teamsga.com

3. Click the Preview drop down and select any of the following options:

» Select Right to preview content on the right side of the item list pane.

» Select Bottom to preview content at the bottom of the item list pane.
This setting is saved and remains persistent until changed.

Note: As per your requirement, the Preview pane can be located below or to the right of the Emails
and Collaboration items list. You can also set the preview pane position inversely for the Emails
and Collaboration items. For example, you can set the position of the Preview pane for the email

items to right, whereas for the collaboration items to the bottom, or vice versa.

Rearranging columns in the item list pane

To rearrange columns in the item list pane

1. In the left navigation pane, click Review.

2. Click Customize and expand the Select Columns drop down as shown in the sample image

below and select the check boxes adjacent to the column options that you want to move.
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Ermnail (8) Collaboration (Q)

M~ Preview~  Group: None v
Reset to default
Apply changes

Relevancy

Relevance score

B

Attachmenis

4

Commenit present

Department AV
Author

(I <

o

Subject/Filename:

) - SISl SN,
4 |

Date

&

Status

B O

Capture method

&

Type

4

Appraisal status

Last appraised by

3. To change the order of columns to left or right in the item list pane, click the Up or Down

arrows respectively, and click Apply changes.

4. To reset the default arrangement of columns, click Reset to default.

Customizing item navigation in Review grid

By default, in the Review item grid under the Email and Collaboration tabs, when you perform
any of the mark actions (Pending, Questioned, Reviewed Irrelevant, or Reviewed Relevant) on an
item, the selection automatically moves to the next item in the list. This can be seen through row

highlighting. This may be inconvenient if you want to perform multiple actions on the same item.
To address this, perform the following steps:

1. On the action menu bar, click Customize.
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2. Disable Go to Next toggle (default enabled).

Email (49998) Collaboration (2) (i ]

b4 (v Previewv Group: None v GotoNext @

When the toggle is disabled, the item stays selected after a mark action, allowing additional actions

without losing selection.
Notes:

1. For checkbox-selected items, the item always remains selected, regardless of the toggle.

2. The toggle selection is saved and persists until the user modifies it again.

Filtering the items in the Review pane

The search and filter options available in the Review pane provide several parameters to filter

items for review.
To filter the items in the review pane

1. In the left navigation pane, click Review.

2. In the Department drop-down list, do the following steps:
Note: The selections are persisted across all login sessions for the logged-in user.

* In the Mode drop-down list, choose whether to perform a standard review of the items in

the review set or an escalation review.

Note: Escalation Review mode is available to escalation reviewers only. It lets these reviewers
view and change the review status of the items that other reviewers have escalated to them for

further attention.

 In the Dept drop-down list, select the department, or a nested department for which you

want to display the items in the review set.

* In the Items drop-down list, select a group of items you want to review.
The following options are available:

o Temporary Assignment: This option allows you to temporarily reserve a predefined

number of unassigned items from the review set for your current session. These items
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are not permanently assigned to you, but while your session is active, other reviewers

cannot access or review them.

For example, if you log in and select Temporary Assignment with a limit of 200
unassigned items, you can review these items without permanently assigning them to
yourself. While your session is active, other reviewers in the department cannot see or
access these items. However, once you log out or end the session, any unmarked items

become available again for other reviewers.

o All Items: This option allows you to view all review items in the review set, including
those assigned to other reviewers. However, using this option may lead to duplicate

work if multiple reviewers mark the same items.

For example, if you select All Items, you can view every item in the review set,
including those assigned to other reviewers. However, if you mark these items, you may
duplicate the work of others, leading to inconsistencies. To prevent this, use this option

only for browsing these items and not reviewing them.
3. In the Advanced Filter drop-down list, specify the following if needed to filter review items.

« Item Id: This field allows reviewers to search emails and collaboration messages within

specific departments using Item ID.

Note: The Item ID is searchable only if the reviewer (logged-in user) has review permission

for the associated department.

During review, when a review item is selected in the item grid, the Preview pane displays the

Item ID icon. You can click the icon to copy the ID for sharing with other reviewers.
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£ Preview Comments >

Intelligent Review Details € F. v

19 December with simime text file 250 Id %] | Reviewed
Irrelevant

admin@teamsga.com "B Translate

12-19-24 01:4619 AM

To: userl@teamsga.com

‘ 3CopyFlletxt

OKB

¥ Show All 251 attachments

i IS I:I‘T--l)

Preview Comments History

GraceRight And Mary.Martinez :

19-12-24 12:02:20 AM

GR Grace Right User3 Id: €2
i

The President of India is the ceremonial head of state
of the country and supreme commander-in-chief for
all defense forces in India. India world is big land.
India has a parliamentary system as defined by its,
with power distributed between

the union government and the states. India's
democracy is the largest democracy in the world.

When you search for this Item ID using Advanced Filter, the application clears the current filter
settings and displays a single item from the specific department from which the item ID is

shared.
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Note: Item IDs generated prior to the July release are now supported and can be used for
filtering and searching review items. However, these legacy Item IDs will be deprecated in
future releases. If you have stored older Item IDs, it is recommended to update them with the

new ltem IDs.

» Author/Domain: This field is used to search emails and collaboration messages for a
specific user or email domain. Enter a full or a partial email domain that you want to search.
For example, gmail, gmail.com, or @gmail.com. The application searches items from all

users belonging to the specified domain.

Note: While providing input for this filter, do not enter multiple authors or domains, a

semicolon (;), or a string of two hyphen marks (--).

» Subject: This field is used to search emails only, and not applicable for searching
collaboration messages. Enter a word or phrase that you want to search. The application

filters the emails in which the subject field contains the specified words.

» Select Activity Details: This field is used to search items based on activities performed by
users within a specified time range. You can filter results using parameters such as user,

review activity date range, and action type (Mark, Escalation, Appraisal, Comment, Labels).

For a single reviewer, you can select the First Reviewer Only option to filter review items on
which the chosen reviewer performed the first supported action within the specified time

window.

Note: The Select Activity Details filter is available only to users who have the Apply
Appraisal Status permission at the department level. This permission can be configured

under Application > Roles.

» Find Similar Items: This feature allows reviewers to quickly filter emails that share the
same author, subject, and date. It is designed to address scenarios where organizations
receive large volumes of near-identical messages. For more information, refer Bulk review

using Find Similar Items section in Managing Reviews chapter.
4. In the Filter drop-down, do any of the following as required:

» Choose the filter criteria from the default Preset options. By default, the following preset

options are available:

o All Unreviewed
> Today's Unreviewed

o All Unreviewed Exchange
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All Unreviewed Instant Messaging

o

o

All Unreviewed Bloomberg

All Unreviewed Domino

o

o

All Messages

» Expand the necessary facets and select the item classification options you want to apply.
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The following table lists the available filter facets.

FACETS DESCRIPTION

Status Select items by their status, like pending,
reviewed, questioned, and so on.

Capture date Selects items that Arctera Surveillance has
captured over the specified period. The
available options are - Today, Yesterday, Last
7 days, Last 14 days, and Last 28 days.

By default, items from last 1 year are shown
when none of the above options are
selected.

Click Set date range to filter the items based
on the date range specified.

Clicking the calendar icon displays the
review item count beneath the date, month,
and year-wise view. When selected, the
application also displays day-wise, month-
wise, and year-wise item counts beneath the
respective dates, months, and years. If there
are no item counts, a hyphen (-) is displayed.
For more details, see Viewing dynamic
review item counts on the calendar.

Date Select items by the date on which they were
created. The default options are - Today,
Yesterday, and Last week.

The last week defines Monday to Sunday
range of the last week. You can use this
option to review weekly items. When you
hover over the Last week option, you can
view the last week Monday to Sunday date
range. For example, if you are working on
18th Nov 2021, the last week dates are
displayed as 8th Nov 2021 to 14th Nov 2021.
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FACETS DESCRIPTION

Click Set date range to filter the items based
on the date range specified.

Clicking the calendar icon displays the
review item count beneath the date, month,
and year-wise view. When selected, the
application also displays day-wise, month-
wise, and year-wise item counts beneath the
respective dates, months, and years. If there
are no item counts, a hyphen (-) is displayed.

For more details,

see Viewing dynamic review item counts on
the calendar.

see Date format support in Arctera
Surveillance.

Search Select items that one or more searches have
captured.

If there are more than 20 items, the
application displays the Show all option. To
view all the items, click Show all and select a
maximum of 20 items.

To select multiple items, select the
corresponding check boxes. You can select
items from multiple pages. You can use the
Go to page field to select the available page
number you want to view. Otherwise, the
application displays the message as Invalid

page.

The total of selected items is displayed at the
bottom. To remove entire selection, click the
Clear icon. To remove any of the selected
items, click on the link (which is adjacent to
the Clear icon), search for the employee
record, and click the Remove icon.
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FACETS DESCRIPTION

Scheduled search Select items that one or more searches have
captured according to their search
schedules.

Hotword Select items by the name of the hotword.
The facet lists hotwords and the number of
items they appear in.

Note: The Hotword and Hotword Set facets
are available only for tenants where the
hotword statistics background service is
enabled. To enable this feature, contact
Arctera Technical Support.

Hotword Set Select items by the name of the hotword set.
The facet lists hotword sets and the number
of items they appear in.

Author Select items by the name of the person who
sent them.
Archived users Select one or more archive users for filtering

items. Only items where the selected users
(and their aliases) are message participants
are displayed. Archived Users are defined as
licensed users with a provisioned archive in
Arctera Management Console.

Notes:

1. Unlike Author filter, which filters items only
by sender, the Archived Users filter includes
items where the selected users appear as
either sender or recipient.

2. This feature only applies to items captured
after the April 2026 release.

Escalation status Select items by whether they have been
escalated to an escalation reviewer or
subsequently closed by that reviewer.
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FACETS DESCRIPTION
Appraisal status Select items by their appraisal status.
The following values are available:

- None: Selects the items which are not yet
appraised.

- Appraised: Selects the items which are
marked as appraised.

- Queued: Selects the items which are
reviewed and selected for additional internal
Quiality Assurance review by a supervisor.
Note: The Queued feature is not enabled for
all users by default. To enable it, contact
Arctera Technical Support.

Type Select one or more supported message
types.

For more information on the Arctera
Surveillance supported message types, see
Sampling support for content sources.

The available options are displayed based
on the services subscribed and enabled for
you. For example -

- If MS Teams Archiving is enabled for you,
the Teams Chat and Teams Channel options
are available for filtering.

- If Copilot or ChatGPT is enabled for you,
the respective options are available for
filtering.

- If the search result has audio or video
items, then the Audio-Video Transcript option
is available for filtering.
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FACETS DESCRIPTION

Direction Select items that have traveled in the
specified direction. The options are as
follows\:

- Not specified: Select to avoid choosing
any direction.

- Internal: Selects items where the author
and all recipients are internal to your
organization.

- External Inbound: Selects items where the
author is external to your organization and at
least one recipient is internal.

- External Outbound: Selects items where
the author is internal to your organization
and at least one recipient is external.

Predicted labels Select items by their predicted labels.
Labels Select items by their labels.

Tags Select items by their tags.

Tags action Select items by their tag actions.
Sentiment score Select items based on the predefined

sentiment score categories. A score in the
range of 0 to 100 is assigned, where...

- 0 - 39 indicates that the item expresses the
negative sentiment.

- 40 - 59 indicates that the item represents
the neutral sentiment.

- 60 - 100 indicates that the item represents
the positive sentiment.

To customize a different sentiment score
range and use it as a preset later, click New
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FACETS DESCRIPTION

sentiment score range. Specify the
minimum and maximum score you want to
capture, and provide a uniqgue name to this
preset. Click OK to save the preset as shown
in the sample image below.

Sentiment score range x

Please choose a sentiment score range:

Name:

Min: * Max: *

Cancel

Last marked by Select items by the person who has lastly
changed a review status of the items.

Comments Select items to which reviewers have added
comments.

Size Select items by their size in kilobytes.

Number of attachments Select items by the number of attachments

that they have.

Capture method Select items by the method that Arctera
Surveillance has used to capture them and
add them to the review set. The options are:

- Not specified: Select to avoid choosing
any direction.

- Search: Select to choose items that have
been captured as a result of searches.

- Random Sampling: Select to choose items
that Arctera Surveillance has captured and
added to the review set according to your
designated monitoring policy.
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FACETS DESCRIPTION

- Guaranteed Sample Search: Select to
choose the results of guaranteed sample
searches.

- Tags: Select to choose items that Arctera
Surveillance has captured and added to the
review set according to designated tags.

Escalation owner Select items by the escalation reviewer who
has responsibility for them.

Escalated by Select items by the person who escalated
them to an escalation reviewer for further
attention.

Last appraised by Select items by the person who appraised
the items.

If you want to use the same facet settings frequently, you can save this setting as a filter preset
option. In the Preset drop-down, select Custom, then click the + icon next to the drop-down

arrow. In the Save preset as field, enter a unique name of the filter preset, and click OK.

Filter preset name

Save preset as *

temp

Upon successful addition, the newly saved filter preset appears in the Preset drop-down.

5. Click Apply.

The application displays the Email and Collaboration tabs based on the services subscribed

and enabled for you.
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Notes:

« If only the Exchange service is enabled for you, the Email tab appears. If the Exchange
and the Microsoft Teams services are enabled for you, the Email and the Collaboration

tabs appear respectively.

* When no capture date or date is selected in the filters, Arctera Surveillance, by default,
displays only review items captured within the last one year. This restriction does not apply
when the user selects a specific date range outside the one-year window in the capture

date filter or date filter, or searches using a specific Iltem ID.

Viewing dynamic review item counts on the calendar

The calendar shows the review item count in the day, month, or year view. The count dynamically

updates based on the applied filters.

e Day View

JUN 2026 v 4 >

Su Mo Tu We Th Fr Sa

JUN

14 15 16 17 18 19 20

21 22 23 24 25 26 27

e Year view
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2016 — 2039 A~ 4 >
2016 2017 2018 2019
2020 2021 2022 2023
2024 2025 . 2027

- 28853
2028 2029 2030 2031
2032 2033 2034 2035
2036 2037 2038 2039

* Month view

2026 ~ < >
2026
JAN FEB MAR APR
277 398 6788 13258
MAY . /auL ) AUG
476 \_ - J
SEP ocT NOV DEC

The dynamic review item count is visible on calendar when you specify the date range through the
Capture Date and Date filter options. The item count appears only if at least one filter is applied to

populate the Review Set with items for review. The calendar can display a maximum of 50,000
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review items, aligning with the Review Set's maximum limit of 50,000 items as shown in the image

below.
X Clear YV Apply «
Department v
Advanced Filter v
Filter A
Preset
Custom v +

~ = Status
> 4 Unreviewed (2024690)
[] Pending (551)
[[] Guestioned (588)
> [ Reviewed (5595)
> [ Capture date

> Date
The calendar does not show item counts when filters are not applied, but instead asks you to

ensure that the reviewer set has items to be reviewed.

The calendar shows a hyphen (-) sign instead of an item count (as shown in the image below) if

the filters are applied, but there are no items for review.

JUL 2025 v < >

Su Mo Tu ‘We Th Fr Sa

13 14 15 16 17 18 19
20 21 22 23 24 25 26

27 28 29 30 a
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To view the review item counts on calendar

1. In the left navigation pane, click Review.

2. In the Department drop-down list, select the department or a nested department for which you

want to display the items in the review set.

3. In the Filter drop-down list, set the filter criteria by using the provided filter options, and click
Apply.
Note: Apply at least one filter; otherwise, the item count will not appear, as there will be no
review items in the review set.

4. In the Filter drop-down list, expand the Capture date or Date option, and click Set date range.
In the Date range dialog box, click the calendar icons to set the start and end date.

Clicking the calendar icon displays the item count. When you select a day, month or year view,
the application displays day-wise, month-wise, and year-wise item counts beneath the

respective dates, months, and years. If there are no item counts, a hyphen (-) is displayed.
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Date range x

Please choose a date range:

From: To:

JUL 2025 v < >

After specifying the date range, click OK.

5. Click Apply to filter the items based on the specified filter options.

Reviewing the Audio-Video Transcript type items

The smart transcript feature enables automatic transcription of audio and video attachments in

emails. When enabled, the transcripts for supported media files are displayed in the Preview pane.
Note: To enable the smart transcript feature, contact Arctera Technical Support.

To review Audio-Video Transcript items

1. Select an individual item to view its details in the Preview pane.

The attached audio and video files are displayed. Click the attachment to view the
corresponding transcript.
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< Preview Comments >

Intelligent Review Details €@ v

sending audio in attachment for m365 after .. Id: 2]  Unreviewed

‘A Translate :

Sep 22, 25 11112:49 AM

To: Sarita Korake [sarita@ardhendu.onmicrosoft.com];
Tushar Patil [tushar@ardhendu.onmicrosoft.com];
Rashmi Vijayvargiya [rashmi@ardhendu.onmicrosoft.com]

N

6178689.mp3

AD)))I.84O KB [0 & v

Click Go to Message to return to Preview screen.

2. To review the attachment, download or open the attached audio and video files.

6178689.mp3
1,840 KB |

AD))

Preview

Download

* To download the audio or video attachment, hover over the attachment, and click the

Download icon. Alternatively, click the expand icon and select Download.

 To view the audio-video transcript, hover over the attachment, and click the View
Transcript icon. Alternatively, click the expand icon and select Preview. A smart transcript

window is displayed in a new tab.
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r 'I' S (L @)
arcrerq insight O
Keywords = Transcr ot -
Audio File Choose a channal  speaier: [A1 ]
Search
‘Speaker 1: Thank you. 00:45
00 20 e
Speaker 2: Thank you. 00:45
Speaker 0: Thank you. 00:45
Speaker 1: Bye-bye. 00:55
61 78689.mp3 Speaker 2: Thank you very much. 01:17
From To Date
rashmi vijayvargiya@: saril .onmicrosoft.com;tu 09/22/2025 05:41:49
shar@ardhendu.onmicrosoft.com;ra
shmi@ardhendu.onmicrosoft.com
el e w - . e e e
00:00/01:18
L I I Tme @D B8 &«

3. In the smart transcript window, reviewers can:

* Play the media file.
* Navigate directly to specific timestamps.

* View synchronized transcript text while listening/watching.

4. Close the tab once the review is done.

Reviewing searched items

Before you start reviewing items, you must know that you can view emails if the Exchange service
is enabled for you. You can view collaboration messages if the MS Teams Archiving service is
enabled for you. When both the services are enabled, but the search does not find any email or
collaboration message record, the corresponding tab is displayed without any items in it. The Email

and the Collaboration tabs individually display total number of searched and filtered review items.
To review items and checking their tags and hotwords statistics

1. In the left navigation pane, click Review.

2. Search for and select the department for which you want to review items.

Arctera Surveillance lists all departments for which you have the review permissions.

3. (Optional) Use Advanced Filter and Filters to view the precise review items quickly. To reset

the filtering criteria, click Clear, set a new criterion, and click Apply.

The application displays items from the selected departments.
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The item grid displays multiple columns. Based on your review priorities and focus, you can:
» Sort items by clicking the column headings.

For example, to view more relevant items for review, click the Relevance Score column
heading. Items with higher relevance scores are more relevant, while lower scores suggest

irrelevance.

e Rearrange the column sequence. See Rearranging columns in the item list pane.

¢ Use the navigation arrows at the bottom of the items grid to go to the first, previous, next, or
last page.

These changes are persisted across different login sessions for the logged-in user.

Note: The Relevance Score column is displayed in the list pane by default. However, the
score (value) is calculated and displayed only if the intelligent review service is enabled for the
selected departments. For the departments that are not enabled for the intelligent review

service, the application displays the column, but the values remain blank.
4. To review the filtered emails, on the Email tab, select the email.

Note: You can use Shift+Click to quickly select or unselect multiple rows in the Review screen.

Click a starting row, hold Shift, and click another row to select the entire range.

 If you select an individual email in the items grid, you can view the Preview, Comments,

and the History tabs.
> On the Preview tab, you can view email metadata and content, print, and download the
item.
> On the Comments tab, you can view previous review comments for the selected email.
> On the History tab, you can view the detailed summary of the operations that are

performed on the selected email.

* If you select multiple items in the items grid, you cannot view the Preview, Comments, and
the History tabs. Instead, you get options to assign review statuses to all the selected

messages simultaneously.

Note: Since the Preview tab is not visible, the flag icon depicting Al-predicted labels and

their count is also not visible.

To comment on the selected email, click Add Comment. For more information, see Adding

comments to items.
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To assign status to the selected email, click Pending, Questioned, Review Irrelevant, Reviewed

Relevant, Escalate, or Appraised as required.

5. To view the tags-specific statistics of the selected email, in the Labels & Item Statistics pane,

expand the Tags section.

The displayed information includes the names of applied tags or classification policies. Next to
each tag name, the number of incidents that match the corresponding tags or policies in the
selected items is shown. After you expand the tag name, the application displays the number of
matches in the top-level content of the item and in each attachment of the item. See the sample

image below.

» Labels & ltem Statistics
Labels v
Tags ~
v Attorney-Client (3)

B2 TopLevel (1)

[ Attorney-Client Privileged Datatxt (2)
v Intellectual-Property (3)

E2 TopLevel (1)

[E1 Attorney-Client Privileged Datatxt (2)
v US-FISMA (3)

= Top Level (1)

[ Attorney-Client Privileged Datatxt (2)

Note: By default, Arctera Surveillance analyses and displays statistics only for tags that have a
match. Tags that do not match are not shown in the list. The Top Level node and the
attachments nodes are visible only if the emails have the specified tags. In case there are no
matches for the tags in the primary emails, the Top Level node will not be displayed. Similarly, if
there are no matches for the tags in the attachments, those attachments will also not be
displayed. Click the hyperlinks to view the respective tags in the Preview pane. Click the arrows
to navigate to the next or previous match. The navigation is limited to the content of email body
message and attachments, and not within the email metadata. If the attached image contains
tags, clicking the hyperlink from the tags statistics pane opens the image in text format for

convenient review of the tags.
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6. To view the hotwords-specific statistics of the selected email, in the Item Statistics pane,

expand the Hotwords section.

The displayed information includes the names of hotwords sets and individual hotwords. Next
to each entry, the number of incidents that match the corresponding hotwords or hotwords sets
in the selected items is shown. After you expand the hotwords set name, the application
displays the included hotwords and their number of matches in the top-level content of the

email and in each attachment of the email. See the sample image below.

# Labels & Item Statistics

Labels v
Tags v
Hotwords ~

v & Volcanic (12)

v B8 "National Risk Index" (4)
E4 Top Level (2)
A Volcanic Activitypng (2)

v B "Volcanic Activity Exposure” (4)
A Top Level (2)
A Volcanic Activitypng (2)

v B8 "Apnual * score" (2)
E4 Top Level (1)
) Volcanic Activity png (1)

B "Disaster Risk" (2)
B3 Top Level (1)
E Volcanic Activity png (1)

By default, Arctera Surveillance analyses and displays the statistics of hotwords that are found

in each item and have a match. Hotwords and hotword sets that do not match are not shown in
the list.

The Top Level node and the attachments nodes are visible only if the content within them

contains the specified hotwords. In case there are no matches for the hotwords in the primary
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emails, the Top Level node will not be displayed. Similarly, if there are no matches for the

hotwords in the attachments, those attachments will also not be displayed.

Click the hyperlinks to view the respective hotwords in the Preview pane. Click the arrows to
navigate to the next or previous match. The navigation is limited to the content of email body

message and attachments, and not within the email metadata.

Arctera Surveillance supports viewing image attachments in review items in both text and
native formats. If the attached image contains hotwords, clicking the hyperlink from the
hotwords statistics pane opens the image in text format for convenient review of the hotwords.

You can preview the hotwords in the images in the following ways:

« Access the Hotwords pane. Expand the top-level hotword and check for the image

hyperlink. If listed, click the hyperlink to open the text preview of the image directly.

Hotwords ~

~ B Volcanic (12)
> B "National Risk Index" (4)
> B "Volcanic Activity Exposure” (4)
> B8 "Annual * score" (2)
~ B8 "Disaster Risk" (2)
E3 Top Level (1)

B Volcanic Activitypng (1)

« To view the text preview of an image or download it, hover over the attachment and click

the Text Preview icon or Download icon.
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Preview

Intelligent Review Details €

Determining Risk of Violcanic activity

Vsa

Tuesday, May 20, 2025 03:16:50 PM

To: vsa; user]

@ Volcanic Activity.png
‘ A9 KB 3

Text Preview

Al (23) v 10of23 ¢ >‘ (i ] ] | ©

Veleanie Activity Veleanie Activity occurs via vents th:
layers, and erupt gas, molten rock, and veleanic ash «
and through zones of weakness in the Earth's crust. |
and rating represent a community's relative risk for v
States. A Veleanic Activity Expected Annual Loss scon
expected building and population loss each year due
States. Veleanic Activity Exposure A Veleanic Activity

Alternatively, click the down arrow icon and select the appropriate option.
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Preview Comments

Intelligent Review Details €

Determining Risk of Volcanic activity

vsa

Tuesday. May 20, 2025 03:16:50 PM

To: vsa; user]

‘@ 4Udm-n:?m ic Activity.png —

Preview

All (23) v lof23 € | .
Text Preview

Moleanie Activity Voleanic A that act as a conduit |
layers, and erupt gas, molte Download h when gas pressure ¢
and through zones of weakr. t. |n the National Risk

and rating represent a community's relative risk for Velcanic Activity wh
States. A Veleanie Activity Expected Annual Loss score and rating repress
expected building and population loss each year due to Veleanic Activity
States. Veleanie Activity Exposure A Veleanie Activity exposure value rep

7. To review the filtered collaboration messages, select the Collaboration tab.

The Collaboration tab displays a maximum of 100 groups per page. To view additional records
within the groups, use the navigation bar at the bottom of the page. The chat or channel icons
display the number of items in each group. The checkbox for a group remains disabled when

the group is in a collapsed state.

Email (49956) Collaberation (44) (i}
MCustomze & O 2 @ @ @I =
B4 0 @ (. Author Date Status

Abhinav. Agrawal And Oleh.Makhota on 10-18-22

General on 10-18-22

Mitesh.Shah And Oleh. Makheota on 10-18-22

Oleh.Makhota And Rick.Magana on 10-18-22

LHLHLHD

Oleh.Makhota And Rick.Magana on 10-18-22
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» Select or expand the chat to view and select the review items.
Notes:

* You can use Shift+Click to quickly select or unselect multiple rows in the Review screen.

Click a starting row, hold Shift, and click another row to select the entire range.

» By default, the Collaboration view displays related messages within +5 years of the
selected item. This time range can be customized at the tenant level. To enable or modify

this configuration, contact Arctera Technical Support.

Each group displays a maximum of 20 messages per page. However, if the group contains

more items spread across multiple pages, you can do any of the following:

* To select all the items displayed on the page of the expanded group, expand the group and
select the parent check box of the group. After selecting the items, on the navigation bar of the
page of the expanded group, the application displays the total count of selected items from that
group.

» To select items from the multiple pages of the expanded groups, expand the groups and use
the navigation bar to access pages, and then select the items. After selecting the items from

multiple pages of multiple groups,
> On the navigation bar of a group row, the application displays the total count of selected
items from that group.

> On the navigation bar of the Collaboration page, the application displays the total count of

selected items from multiple groups.

> On the Collaboration page, if you select items from multiple groups and navigate to the

next page, application clears the selection.

> However, on the Collaboration page, if you select items from the same group and navigate

to the next page, the application retains the item selection.
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Email (49956) Collaboration (44) o

Hcustomze O @ 7 @ O @I =

= O X '®) Author Date Status

Abhinav.Agrawal And Oleh. Makhota on 10-18-22

General on 10-18-22

Mitesh.Shah And Oleh. Makhota on 10-18-22

Abhinav. Agrawal And Mitesh.Shah on 09-23-22

>

HHLHHD

Admin And Cleh.Makhota on 09-23-22

3 selected @ 1-3lof 31 K 4 > |

« After you expand the chat or the group, select an individual message for review. On the
Preview tab, you can do the following:

> View collaboration message metadata and content, print the message and download the
attachment.
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Preview Comments History
Bill. Melton And George.Clu :
BNy Bl Melton s Print Selected Message
This message is for 1 ) )
Print Loaded Conversation

MessageDateTimeU
MessageGuid : 9982,

13-1M-23 12:36:28 PM

BM Bill Melton Userl Id: €4

This message is for test case :

ms_add_chat_message _with_att

MessageDateTimeUTC : 11/13/2023 8:36:27 PM

MessageGuid : d987dc37-7fdb-4507-9cc2- '
al0a497c48d9

" D 40d54b0c-5358-4105-a... |
183 Bytes F @

Notes:

> Only the messages currently loaded and visible in the Ul - up to a maximum of 200

messages - are included in the print loaded conversation output.

> To make Ul colors and message styling appear in the print preview or the final printout,

enable Background graphics in the browser's print settings.

For more information, refer to the section Printing and downloading the items and

attachments in chapter Managing reviews.

o Scroll up or down to view more messages to understand the context of the selected
message. The application displays 30 previous conversation messages above and 30
conversation messages below the selected message. However, you can further scroll up or

down to read more messages.

The typography of the displayed messages in the preview pane and its meaning is explained

below.
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MESSAGE TYPOGRAPHY MEANING

P T History A. The messages that are selected for

Attesh.Shah And Rick M review after performing a search are

EEAORER TR0030 AM

o RM Rick Magona Reportuser]

Hello Good Merning on behalf of Ardhendu

highlighted in the yellow box.

PR 00D A

o RM  Rick Magana Reportuser]
Good Day on behalf of Ardhendu

19105/22

RORTIZ 0247 30 AN

o RM Rick Magona

Hello Mitesh How ks weather there

B. The messages that are part of the review
process, and are displayed to get context for
the reviewer, are marked in the grey box.

C. The messages that are not a part of the
review set for that department are
highlighted in the dashed box.

Prewiew Comments  History D. The messages displaying the reactions

= And Shah (smileys).

Ci00i O3 S 1 AN = 1

RM  Rick Mogana

In VAS 4.3, we had found some changes in Indexing
for Zoom. youtube and cisco webex

E archiving/indexing?
DRI 0B 3138 A =1
RM  Rick Mmagana
Testing completed for VAS 4.3 or testing is still in
progress?

CRAOGIEY OB I420 AM Disleted L 3

RM  rick magana

e EETTE Sl E. The messages displaying various statuses
OlohMakhota And Rick Mogana applied. For example, pending, escalated,

etz £ appraised, and so on. You can hover over
OM  Olsh Makhota * .
the status symbols to view the status name.

HBK-Sarmping testing for perf fox - 19/I0I202HBE- Samphng tessing hor perf fix -
B2
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MESSAGE TYPOGRAPHY MEANING
Preview Comments  History F. The messages containing attachments.
Atlos-Private
MOS0 05 5002 AM
o RM  Rick Magona
zipzip
751 KB iw

To download the attachment from the chat
messages, click the Download icon provided
on the attachment.

To preview the attachment from the chat
messages without downloading it, either click
on the attachment itself or click the Preview
icon provided on the attachment.

Preview Comments G. The messages containing images. You
General cannot download the images. However, to
OSAOATZ DR TOHPW Ected copy or save the images from the chat
P kMoo messages, right-click on the images and
. T select appropriate actions.
oll==—""=
restng mage '

* Preview and download attachments

250



ARCTERA™ SURVEILLANCE

05-27-25 021706 PM

Mater India is trying to determine Volcanic Activity risk index

@ Volcanic 1Hxt ‘
‘ 1KB 2@ ‘

f @ Volcanic Activity 3 png
‘ 48 KB EEA

Refer to the sample image above.
> To preview content of an attachment in a new window without downloading the attachment,
either click on the attachment itself or click the Preview icon provided on the attachment.
o To download an attachment, access the attachment and click the Download icon.

o The attachment preview also supports displaying hotwords and classification hit highlighting

along with navigation.
o Click the Text Preview icon to open the image in the text format.
> On the Comments tab, you can view previous review comments for the selected message.

> On the History tab, you can view the detailed summary of the operations that are

performed on the selected message.

> To comment on the selected collaboration message, click Add Comment. A reviewer can
comment on individual messages, not on the entire conversation thread. See Adding

comments to items.

o To assign status to the selected collaboration message, click Pending, Questioned, Review
Irrelevant, Reviewed Relevant, Escalate (see Escalating the review items), or Appraised as

required.

Note: While reviewing collaboration messages, you cannot select more than 100 messages for

commenting and assigning status.
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Translating email and attachment content for review

While reviewing emails or attachments, you may encounter non-English content. To address this,
Arctera Surveillance provides a Translate feature to help you convert non-English text into English.

After reviewing the translated content, you can revert it to the original language.

If translation is not enabled for your user account, clicking the Translate button displays the

following message:

This feature is not enabled by your administrator. To enable, please do so in Management

Console.
To enable translation

1. Navigate to: Arctera Management Console > Policy Management > Archive Options.
2. Scroll to Surveillance Translation.

3. Set the status to Enabled, and click Save.
Note: Text contained within images cannot be translated.
To translate email and attachment content for review

1. In the left navigation pane, click Review.

2. Search for the items you want to review.

Use Advanced Filter and Filters to narrow down your results.

3. On the Email tab, select an individual email in the items grid.
The Preview,Comments, and History tabs appear to the right side of the selected email.

Note: If you select multiple emails, these tabs are hidden. Instead, you see options to apply

review statuses to all the selected messages.

4. On the Preview tab, do any of the following as needed:

» To translate the email body content into English, click Translate as shown in the sample

image below:
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4 Preview Comments >

Intelligent Review Details €)
Translation test with different language |
admin@teamsga.com

22108/24 051513 AM
To: kanchan@teamsga.com

Atachment 4 - chinese txt
OKB

¥ Show All 5 attachments

All (1) v lofl € 2 @ &

]

W

Id @ Relevant

"H Translate

% 0

¥ AXETIE. A« ERLAROEHTHLSEREFET
E3L9c. AEEETRORETREIBMELZY. AL
£ < ORI, RSN EEMOMIcHS Y H B
NET. BIEASHED W3 L ZAICEELTV S5, B
AOERCE LTHISATV £7 B DuBanERssanE

B, SREFFNEER, NRRSITORFNEE, LE
BRSNS T. BETRREREENRE—E——fn,
EMERETREREIFAREEE—#S. Bit, #3RE

FNFEH, ER—HERISHHNEN.

The Translate button changes to Revert after translation as shown in the sample image

below:
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< Preview Comments >
Intelligent Review Details € R4
Translation fest with different language | €2 | Relevant
admin@teamsaa.com € Revert !

22/08/24 051513 AM
To: kanchan@®teamsga.com

Atachment 4 - chinese txt
OKB

¥ Show All 5 attachments

All (1) v lofl € > & wm @ | % ©

Cherry blossoms In Japan, meteorologists provide cherry
blossom bloom forecasts so that people can plan hanami, a
Japan tradition of seeing cherry blossoms. Many places in
Japan hold festivals during the weeks when the cherry
blossoms are seen. Cherry blossoms are known as the
national flower of Japan because they are ubiquitous in Japan
culture.

e To translate only a part of the content into English, click the Translate the selected text

icon as shown in the sample image below:
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< Preview Comments >
Intelligent Review Details € R
Translation test with different language 1 Id €8] Relevant
admin@teamsga.com W Translate

22/08/24 05:15:13 AM
To: kanchan@teamsqa.com

% Atachment 4 - cl’inas&hd
‘ OKB

¥ Show All 5 attachments

All (1) v lofl € 2 OB 0 (& O

Cherry blossoms In Japan, meteorologists provide cherry
blossom bloom forecasts so that people can plan hanami, a
Japan tradition of seeing cherry blossoms. Many places in
Japan hold festivals during the weeks when the cherry
blossoms are seen. Cherry blossoms are known as the
national flower of Japan because they are ubiquitous in Japan
el N1t Soitim s Scash AR S Enlucky
ower. WISR{RASERFHRERIRIE o] ¥ @i,
(BB R HESWEEr —E—fin, efEEEPEERe

P ARREE RS, Bl HEFE ARRIEREhIS
- :l' o

The application translates the content into English, as shown in the sample image below:

255



ARCTERA™ SURVEILLANCE

£ Preview Commenits >
Intelligent Review Details € v
Translation test with different language | Id €] Relevant
admin@teamsga.com € Revert i

22/08/24 051513 AM
To: kanchan@teamsga.com

Atachment 4 - chinese txt
OKB

¥ Show All 5 attachments

All(1) v 1ofl € 2 OB 0 || % |0

Cherry blossoms In Japan, meteorologists provide cherry
blossom bloom forecasts so that people can plan hanami, a
Japan tradition of seeing cherry blossoms. Many places in
Japan hold festivals during the weeks when the cherry
blossoms are seen. Cherry blossoms are known as the
national flower of Japan because they are ubiquitous in Japan
culture, Chrysanthemums Chrysanthemums are usually cash
yellow or purple in color and are the lucky flowers of the Lunar
New Year. If you want to boost your financial luck in the
coming year, consider placing golden chrysanthemums in your
home. These flowers are often associated with longevity — for
example, they are often used to depict this conceptin
traditional Chinese art. Therefore, it is a particularly auspicious
gift for the elderly.

5. To translate the content of an attachment:
* Click the attachment.

The attachment content appears in the preview panel as shown in the sample image below:
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< Preview Comments >

+— Go to Message Id @)  Unreviewed
Atachment 4 - chinese.txt

B Translate

©

#AETR. A "HERSBEDEHTHLEREEET
E24L951C. GEFEN ROBETEERMLET. AF0
£ < DIEMTIE. HARSN2EBMOM 5= HEES
NET, BIZERIMEO W3 L ZAICEFELTV A%, B
ADEEE LTHSNTVWET S TR EREeSmanE
&, EREFRFNEEE., NRVSIRFRERENE, olLi%
BRSNS, B RRRRREEE—E2—fm,
EfiEErFREFENERESE—BS. Rit, e
FNFKR, ERHISHISHE%EN.

* To translate the entire content, click Translate.

« To translate a part of the content, select the text to translate and click the Translate the

selected text icon.

e To return to the original language, click Revert.

Note: If the content includes a mix of languages, some text may remain untranslated. Use

the Translate the selected text option to translate the untranslated text.

Translating collaboration message for review

While reviewing collaboration messages, you may encounter non-English content. To address this,
Arctera Surveillance provides a Translate feature to help you convert non-English text into English.

After reviewing the translated content, you can revert it to the original language.

If translation is not enabled for your user account, clicking the Translate button displays the

following message:

This feature is not enabled by your administrator. To enable, please do so in Management
Console.

To enable translation

1. Navigate to: Arctera Management Console > Policy Management > Archive Options.

257



ARCTERA™ SURVEILLANCE

2. Scroll to Surveillance Translation.

3. Set the status to Enabled, and click Save.
Notes:

» Text contained within images cannot be translated.

 Partial text translation is not supported in the translation feature for collaboration messages.
To translate collaboration message for review

1. In the left navigation pane, click Review.

2. Search for the message you want to translate.

Use Advanced Filter and Filters to narrow down your results.

3. On the Collaboration tab, select an individual message in the items grid.
The Preview,Comments, and History tabs appear to the right side of the selected message.

Note: If you select multiple messages, these tabs are hidden. Instead, you see options to apply

review statuses to all the selected messages.

4. To translate the collaboration message content into English, click Translate as shown in the

sample image below:

Email (0) Collaberation (146) Preview Comments History

BiCustomze © @ ? ® @ O =

GraceRight And Mary.Martinez
=) 0 LY () ® Department Author Date
o> P Bill Melfon, George Clu And Grace Right on 29/06/25 - \
@ Volcanic 2.txt
O~ 0 Grace.Right And Mary.Martinez on 29/06/25 | 1KB & @ |
O = 50 Ardhendu graceright@viascpom..  29/06/2! | @ Volcanic Activity 4. png
O = 50 Ardhendu graceright@vtascpom..  29/06/2% \ e = /
50 Ardhendu race right@vtascpom.  29/06/2%
o) 7 g £ 29106125
0 = 50  Ardhendu grace right@vtascpom.  29/06/2!
29/06/25 12117 P
D .
MRS FRENES
29/06/25 112258 PM
GR  Grace Right User3 m?
BPEE—X. BN EFRESE I RRUBEMRLRENESRT
Flir=mEE.
29/06/25 12330 PM
GR Grace Right User3 m?

lch habe einen Traum. dass meine vier kleinen Kinder eines Tages in einem
Land leben werden, in dem sie nicht nach inrer Houtfarbe, sondern nach
ihrem Charakfer beurteilt werden

20/06/25 112306 PM

GR  Grace Right User3 5

MOSH. TDINDHLTRL B LoDEY, ROBTEE AR
SHETHEE NAETESY & T,

The Translate button changes to Revert after translation as shown in the sample image below:
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Preview Comments History

Grace Right And Mary. Martinez

i @ Volcanic 2 et j
‘ 1KE xE @ ‘

i @ Volcanic Activity 4 png
‘_ 48KB Ee

29/06/25
29/06/25 11:2H9 FM
GR Grace Right User3 <
If you want to invest more in the west
29106/25 2258 PM

GR  Grace Right Userd

| dream of the day when my four children will live in a kingdom My
will be judged not by the color of their skin, but by their character.

20706/ 25 N:23:30 PM

GR Grace Right User3 m?

Ich habe einen Traum. dass meine vier kleinen Kinder eines Tages in einem
Land leben werden, in dem sie nicht nach ihrer Hautfarbe, sondern nach
ihrem Charakter beurteilt werden.

2006125 N:23:04 PM

GR Grace Right User3 <

My dream is that my four young children will ore day live in a counfry
where people are judged not by the color of their skin but by the confent of
their personality.

Click Revert to return to the original language, if required.

Adding or removing text for machine learning

To review items and add or remove text for machine learning
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1. In the left navigation pane, click Review.

2. Search for and select the department of which you want to review items.

3. (Optional) To reset the filtering criteria, click Clear, and set a new criterion.

4. Click Apply.

5. To review the searched and filtered emails, select the item to view its details in the reading
pane.
The application displays email details and content in the Preview pane.

6. On the Preview tab of the reading pane, ensure that the Learning action bar is displayed.

0 Preview Commenits History
inteligent Review Details € [P v
relevant kumar birla 0 IdF  Unreviewed

hay water (
abhay@teamsqa.com "W Translate

hay water ¢

10-11-24 031828 AM

Add the selected text as a sample for the leaming

associated with the itemm that is being reviewed

3 i) . | ‘ % ©
Kumar Mangalam Birla is the Chairman of the Indian multinational GIWEL T ELE 0T
1 which operates in 40 countries across six continents. He is a Chartered Accountant
o and holds an MBA degree from the London Business School.

Learning action bar lets you select the text samples for the intelligent review process. You can

add or remove the selected text samples from the item being reviewed.

* To add text to the machine learning algorithm, select the desired text from the review item
content or its attachment (if available), and click the add icon, located within the boxed area

in the image above.

» To remove text to the machine learning algorithm, select the desired text from the review
item content or its attachment (if available), and click the remove icon, located within the

boxed area in the image above.
Notes:

* You can select up to 3000 characters in a single selection block from review item content or
each attachment. Intelligent Review feature uses this data for identifying, categorizing, and

quickly delivering items to reviewers.

260



ARCTERA™ SURVEILLANCE

» The add or remove text for the machine learning feature is not available for Microsoft

Teams chat and channel messages and the associated attachments.

Assigning review status to items

As part of the review process, you can assign a review status to each message to indicate that you
have reviewed it and have no concerns - or conversely, that you do have some concerns, and

therefore want to question the message.

The Apply Review Action permission restricts you to assign marks to the messages one at a time.
In addition to the Apply Review Action permission, you need the following additional permissions to
apply a specific action status mark to the message in a review set:

» Apply Review Action - Pending

» Apply Review Action - Questioned

» Apply Review Action - Reviewed Irrelevant

* Apply Review Action - Reviewed Relevant
If you have the Apply Bulk Review Action permission, you can assign review status to several
messages at once. In addition to the Apply Bulk Review Action permission, you need the following

additional permissions to apply a specific action status mark to multiple messages at a time while

viewing messages in the List View mode:

Apply Bulk Review Action - Pending

Apply Bulk Review Action - Questioned

Apply Bulk Review Action - Reviewed Irrelevant

Apply Bulk Review Action - Reviewed Relevant
To assign a review mark to an item

1. In the left navigation pane, click Review.

N

Filter the items in the review pane.

See Filtering the items in the Review pane.

w

. Click Apply.

The application displays a list of review items from the selected departments.

4. During manual review, select one or more items to which you want to assign a review status.
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When applying a review status to a single item, the application does not prompt to confirm the
selection of the item. However, while applying a review status to multiple items, the application
prompts a confirmation to ensure accurate selection and avoid errors, as shown in the sample

image below.

Confirm Multiple Selection x

You have selected multiple items. Are you sure you want to continue?

5. Click the Action drop-down list, and do the following:
» Select Pending to keep the items pending for review.

The key combination Alt+P typically assigns the Pending mark to an item.

» Select Questioned to raise query on the items.

The key combination Alt+Q typically assigns the Questioned mark to an item.

» Select Reviewed Irrelevant to apply the compliance irrelevant mark to the selected items.

The key combination Alt+1 typically assigns the Reviewed Irrelevant mark to an item.

e Select Reviewed Relevant to apply the compliance relevant mark to the selected items.

The key combination Alt+R typically assigns the Reviewed Relevant mark to an item.

e Select Escalated to escalate the items to the escalated reviewer for further attention.

The key combination Alt+E typically assigns the Escalated mark to an item.

» Select Appraised to appraise the work of department reviewers and manage any exception

employees in the department.

The key combination Alt+A typically assigns the Appraised mark to an item.

Viewing hotwords highlighting

Arctera Surveillance provides the option to highlight keywords in a hotword set that are added as
search terms. Highlighting applies to the subject, message body, and HTML/text preview of

attachments. See Creating and running department-level searches.
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An item can have multiple hotwords or tags associated with it. Hotwords and tags are highlighted in
the Preview pane for emails and collaboration messages. Hotwords are highlighted in yellow, tags

in green, and the currently selected hotword or tag in orange color.

Note: When the tags suggested by Arctera Classification have a content match length exceeding

300 characters, Arctera Surveillance does not highlight those tags in the Preview pane.
To view highlighted hotwords of an item

1. In the left navigation pane, click Review.
2. Search for and select the department for which you want to review items.
3. (Optional) Click Clear to reset the filtering criteria.

4. Click Apply.
Emails and collaboration messages from the selected departments are displayed.

Note: If only the Exchange service is enabled for you, then only emails are displayed. If the MS

Teams Archiving service is enabled for you, then collaboration messages are also displayed.

5. During the manual review, select the item to view its details in the Preview pane.

A sample image to show hotwords highlighting in emails is given below.
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Preview Comments History
intelligent Review Details € /@ v
21th May 2026_ AF with tags O Id €]  Unreviewed
admin@teamsga.com A Translate §
035/21/26 12:06:21 AM

To: krishna@teamsga.com

Test Data and Queriesxl... I% HW stat issue May 2 fxt
120 KB | ‘ 2 KB

All (10) v 1ofl0 € 2 | O W 0T % ©

An electronic civil rights in the country for free. A microcomputer can also
be compromised, he said. But few schools have initiated the second
largest game company in the industry. A lot of it all. Test
23445678hjkkkkkkkkkk0009876544321aa
uahdskjhe Hello VAS Test World War tag hello Also, he will be released in
September, 1987, brought a keyboard and read the joke exchange,
Templeton said. One longtime undergrounder, a raids casualty, confessed
in a computer system, or make free calls. For starters, Ms. Hafner was
unable to find as a miniature radio transmitter. It really deals with, in its
present condition, has a thousand page file on bulletin boards. Chasin
contends competing firms by posing as an information exchange where
users can post information, exchange electronic messages posted posted

6. In the Preview pane, click the drop-down arrow to view a list of hotwords and phrases. Select
All to highlight all hotwords and tags, or select an individual hotword under Hotwords to

highlight only its occurrences.
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Preview Comments History » Labels & Item Statistics
Labels A
intelligent Review Details € /@ v
Tags v
2lth May 2026_ AF with tags O Id € Unreviewed
Hotwords ~
admin@teamsqa.com A Translate > B ags ()

05/21/2612:06:21 AM v B 20th May (31)

To: krishna@team: com
e v B gneg(13)

@ Test Data and Gueries.xl... @ HW stat issue May 2 txt & Top Level ()

‘ 120KB 2KB -

@ Test Data and Queries.xlsx (12)

: v B two (8)
Hotwords 7
‘ 0o = 0 “» © @} Test Data and Queries.xlsx (8)
keyboard (1) v Bpme)
y sountry for free. A microcomputer
) aid. But few schools have initiated [B Test Data and Queries.xlsx (6)
compromised (1) any in the industry. A lot of it all. Test
78hjkkkkkkkkkk0009876544321aa v B3 compromised (1)
initiated (1) War tag hello Also, he will be B ;
ught a keyboard and read the joke 8 Top Level (b
; - longtime undergrounder, a raids B
mierec et er system, or make free calls. For v b
2 1o find as a miniature radio £ Top Level (I)
one (1) . in its present condition, has a
thousand page file on bulletin boards. Chasin contends competing v B keyboard (1)
firms by posing as an information exchange where users can post B
information, exchange electronic messages posted posted on it. 4 Top Level )

The application lets you review maximum hotword instance in the content by highlighting them.
Therefore, when any search is based on multiple hotwords and phrases, and if any word or a
fragment of a phrase is common among the hotwords and phrases, the improved hit-

highlighting feature displays that word or a phrase as a separate hotword in the drop-down list.

For example, the word 'draft' is a part of the sentence -'The email includes the updated draft in
the attachment'. In this case, the hit-highlighting feature provides you the hotword options like
'draft’, 'updated draft', and 'The email includes the updated draft in the attachment' as the word

'draft' is common in all instances.

Note: Negative hotwords are excluded from hit highlighting.

7. The Labels & Item Statistics pane lists all matching hotword sets and tags associated with the
selected item. Expand a hotword set to view the matching hotwords and the number of
occurrences for each hotword. Note: Top Level represents occurrences found in the message

body. If occurrences are found in attachments, the attachment names are listed separately.

8. Click a hotword occurrence (for example, Top Level or attachment name) to navigate directly to

its first occurrence in message body or HTML/text preview of attachment.

9. Use the Next and Previous arrows to navigate between highlighted hotword instances. As you

navigate through the results, the selected highlight changes.
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Hover over a highlighted hotword or tag to view the corresponding hotword search or tag name

associated with it.
Notes:
» The highlighting navigation controls are displayed only when at least one hotword or tag is

present.

» Hotwords and tags are highlighted in the Preview pane for emails and collaboration

messages.

» The Next and Previous navigation controls are available only for emails, and not for

collaboration messages.

Viewing hotwords in collaboration message

Arctera Surveillance provides the option to highlight keywords in a hotwords set that are added as
search terms. Highlighting applies to message content and attachment content only. See Creating

and running department-level searches.

If the collaboration message contains the hotwords and tagged instances, the hotwords are

highlighted in yellow color and the tags are highlighted in green color.
To view highlighted hotwords in a collaboration message

1. In the left navigation pane, click Review.
2. Search for and select the department for which you want to review items.
3. (Optional) To reset the filtering criteria, click Clear, and set a new criterion.

4. Click Apply.

Emails and collaboration messages from the selected departments are displayed.

5. Select a Teams Chat or Channel item to view its details in the Preview pane.

266



ARCTERA™ SURVEILLANCE

Email (1686) Collaboration (1085) (i} Preview Comments History

Customi 9 2 ® 0
G Bill. Melton, George.Clu And Grace Right

& 0 Q (o) Author Date
0O v J Grace.Right And Mary.Martinez on 03-13-25 CEPASERRED
BM Bill Melton m
O ) ‘ Q grace.right@vtascpo.. 03-13-25 12:06:3: N
This message is for test case :
0 v & Bill. Melton, George.Clu And Grace Right on 03-12-25 ms_add_one_to_many_chat_message_with_att
MessageDateTimeUTC : 3/12/2025 8:41:.50 PM
] = [ T Q bill. melton@vtascpom..  03-12-25 01:42:5 MessageGuid : d59e87ff-bbof2-4608-afas-
a7dfi2céf71c
O = [ 5 Q bill.melton@vtascpom..  03-12-25 01:42:5
7/ N
504cfb81-21f0-47cb-ac...
-, b bill. melton@vtascpom..  03-12-25 01:42:5 D
0= E S @vtascp 628KB ie®
D ) ‘ Q bill. melton@vtascpom... 03-12-25 01:42:5 - :
®, g bill.melt t .. 03-12-25 01:42:5
D < . % LRI ascpom 03-12-25 01:42:51 PM
N Bill Melt
D S) - Q bill. melton@vtascpom... 03-12-25 01:42:5 BM on @
0 = [ 5 K bill.melton@vtascpom..  03-12-25 01:42:5 This message is for fest case :
ms_add_one_to_many_chat_message_with_att
D ) ‘ Y bill. melton@vtascpom... 03-12-25 01:42:5 MessageDateTimeUTC : 3/12/2025 8:41:51 PM
MessageGuid : dbddd053-32ff-4340-b739-
] = [ 5 A bil. melton@vtascpom..  03-12-25 01:42:0 Qhduizaea2
] = | 7 A bill. melton@vtascpom..  03-12-25 01:42:0 ( @ 699ececO-7c2f-4ccc-91...r“
R 657 KB L@
) . K\ bill. melton@vtascpom..  03-12-25 01:42:0 y

6. Hover over a highlighted hotword or tag to view the corresponding hotword search or tag name.
Notes:

» Hotwords are highlighted only when the review item contains matching hotwords.

» Hotword navigation controls are not available for collaboration messages.

7. Use the scroll bar to navigate through the message content.

Viewing tags highlighting

Arctera Surveillance provides the option to highlight tags applied to the item you want to review.
Tags are highlighted only if the items are applied with at least one tag. The Labels & Item Statistics

pane lists all tags and hotwords associated with the selected review item.

An item can have multiple tags associated with it. Hotwords and tags are highlighted in the Preview
pane for emails and collaboration messages. Hover over the highlighted content to view all the
hotword searches and tags associated with it. When an email contains both hotwords and tagged
instances, hotwords are highlighted in yellow, tags in green, and the currently selected hotword or

tag in orange color.

Note: When the tags suggested by Arctera Classification have a content match length exceeding

300 characters, Arctera Surveillance does not highlight those tags in the Preview pane.
Supported fields for tag highlighting

Arctera Surveillance supports tag highlighting in the following email fields:
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» Subject

* Primary email content
» Message body

e Attachment name

» Attachment content

e Attachment size

» Attachment extension

* Author

e Recipients (To, Cc, Bcc)
* Date

Note: If an Arctera Classification policy is configured to classify only the message body and not

attachment content, highlighting is displayed only for the message body.
Unsupported fields for tag highlighting
Tag highlighting is not supported for the following email fields:

e Process date

e Attachment count
e Attachment date
¢ Recipient count
e |tem size

 Direction
To view highlighted tagged content of an item

1. In the left navigation pane, click Review.
2. Search for and select the department for which you want to review items.
3. (Optional) To reset the filtering criteria, click Clear, and set a new criterion.

4. (Optional) To view tagged items, from the Filter pane in the left navigation pane, expand the
Tags option, and select the specific tags. The application displays only those items to which the

selected tags are applied. The Tags summary column shows the tags applied to the items.

5. Click Apply.

The application displays a list of review items from the selected departments.
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6. During the manual review, select the item to view its details in the Preview pane.

A sample image to show tags highlighting in emails is given below.

Preview Comments History
intelligent Review Details € /@ v
21th May 2026_ AF with tags O Id €]  Unreviewed
admin@teamsga.com A Translate §
035/21/26 12:06:21 AM

To: krishna@teamsga.com

Test Data and Queriesxl... HW stat issue May 2 fxt
120 KB | ‘ 2 KB
All (10) v 1ofi0 € > | & B T % ©

An electronic civil rights in the country for free. A microcomputer can also
be compromised, he said. But few schools have initiated the second
largest game company in the industry. A lot of it all. Test
23445678hjkkkkkkkkkk0009876544321aa
uahdskjhe Hello VAS Test World War tag hello Also, he will be released in
September, 1987, brought a keyboard and read the joke exchange,
Templeton said. One longtime undergrounder, a raids casualty, confessed
in a computer system, or make free calls. For starters, Ms. Hafner was
unable to find as a miniature radio transmitter. It really deals with, in its
present condition, has a thousand page file on bulletin boards. Chasin
contends competing firms by posing as an information exchange where
users can post information, exchange electronic messages posted posted

A sample image to show tags highlighting in collaboration messages is given below.
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Preview Comments History

Grace Right And Mary.Martinez

24-12-19 12:03:.09 AM

GR Grace Right User3 R

Welcome to India

The President of India is the ceremonial head of
state of the country and supreme commander-in-
chief for all defense forces in India. India world is big
land.

India has a parliamentary system as defined by its,
with power distributed between

the union government and the states. India's
democracy is the largest democracy in the world.

| love India
@ Test 1.ixt
OKB & @
@ Msg.txt
OKB & @

7. In the Preview pane, click the drop-down arrow and do any the following:

 Select All to highlight all the hotwords and the tags in the item simultaneously.

» Select an individual tag under Tags to highlight only its occurrences.
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£ Preview

Comments History

>

Intelligent Review Details € i@ v

19th May For Stat Fail_NEW O

Id: EEI Unreviewed

admin@feamsga.com
26-05-19 10:33:06 AM

To: krishna@teamsga.com

M Translate

Rollback Plan.docx
15 KB

@

Test Data and Queriesxl... |
120 KB

1L

All (6)

Tags
PECSTAREE (1)
MsgBodyTestTagl (1)

Hotwords

posted on it. Hackers who ha

‘OIEI nj‘?,«o

for free. A microcomputer can also

ew schools have initiated the second

dustry. A lot of it all. Also, he will be

ought a keyboard and read the joke

' longtime undergrounder, a raids casualty,
m, or make free calls. For starters, Ms.
miniature radio transmitter. It really deals
1s a thousand page file on bulletin boards.
ms by posing as an information exchange

_on, exchange electronic messages posted

ve them speak several different languages.

» Labels & ltem Statistics
Labels
Tags
v PECSTAREE (29)

B4 Top Level (1)

[# Rollback Plandocx (3)

[£] Test Data and Queriesxlsx (25)
~ IND_1(4)

[f) Test Data and Queries.xlsx (4)
v test Navigation tag (3)

B4 Top Level (1)

[f] Test Data and Queriesxlsx (2)
v MsgBodyTestTagl (1)

B4 Top Level (1)
~  Tag Overlap 2 (1)

[f) Test Data and Queriesxisx (1)
~  Tag Overlap 7 (1)

[f] Test Data and Queriesxlsx (1)

8. The Labels & Item Statistics pane lists all matching hotword sets and tags associated with the

10.

selected item. Expand a tag set to view the matching tags and the number of occurrences for

each tag. Note: Top Level represents occurrences found in the message body. If occurrences

are found in attachments, the attachment names are listed separately.

Click a tag occurrence (for example, Top Level or attachment name) to navigate directly to its

first occurrence in message body or HTML/text preview of attachment.

Use the Next and Previous arrows to navigate between highlighted tag instances. As you

navigate through the results, the selected highlight changes.

Hover over a highlighted hotword or tag to view the corresponding hotword search or tag name

associated with it.

Notes:

» The highlighting navigation controls are displayed only when at least one hotword or tag is

present.

» Hotwords and tags are highlighted in the Preview pane for emails and collaboration

messages.

» The Next and Previous navigation controls are available only for emails, and not for

collaboration messages.
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Viewing predicted labels of review items

Reviewers can view predicted labels assigned to the review items in the following ways:

 Item Grid pane: In the item grid on the Review page, access the Predicted labels column to
view the predicted labels for each item. If multiple labels are predicted, they are separated by

semicolon. Refer to the image below:

Email (54) Collaboration (0) (i}
Hicustomize © O 2?2 ©@ O © =
L] [} Department Author Tags summary  Labels summary Predicted labels
] ! HBK - Dept2 admin@vas-amazon-gr.. Rpt Tag Human Resource; Sales | Marketing; Human Resou..
] N HBK - Deptl - Child1 admin@vas-amazon-gr.. Rpt Tag Marketing: Human Resou..
O M HBK - Dept2 - Childl admin@vas-amazon-gr.. Rpt Tag Marketing: Human Resou..
| N HBK - Dept2 - Child1 - Us.. admin@vas-amazon-gr.. Rpt Tag Marketing: Human Resou..

* Preview pane: In the Preview pane on the Review page, hover over the flag icon (representing
Al-based Label Predictions) to view a tooltip containing information about the predicted labels

and groups, including their count. Refer to the image below:

£ Preview Comments >

Intelligent Review Details € ]-.

v
HBKI3 || :ggzllllsgent Review Al has predicted the following Relevant
1. Marketing
' 2. Human Resource .
admin@ RO slate 3

For more details, access the History tab or the
25-07-14ELEEERE NI ES ([eSR o L

To: user2-amazon-group4@vas-amazon-group4.com

Cc: userl-amazon-group4@vas-amazon-group4.com:;

» History pane: On the Review page, access the History pane.

The table displays details as shown in the sample image below:
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4 Comments History >

HBKI13 || Strategic Update on vas - HWStats2 || Attachment .. Relevant

Message Date: 25-07-14 07:32.24 AM

Type: Exchange

Direction: Internal

Department: HBK - Dept2

Capture Date: 25-07-1410:16:40 AM

Capture Method: Tags

Tag Action: Include
Intelligent review Al Type Score Confidence
Marketing Label 83 High
Human Resource Label 79 Medium
Sales Label 73 Medium
Engineering Label 71 Medium
Technology And Innovation Label 61 Medium
Quality Assurance Engineering Label 60 Low
Finance Label 59 Low

o Intelligent Review mark as Relevant or Irrelevant and its relevancy score.

o Labels associated to the item, its score and confidence level.

e Labels and Items Statistics pane: On the Review page, access the Labels and Items

Statistics pane. Expand the Labels section and select the check box next to all the labels you
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need to apply. It does not select the labels from the single choice group. Refer to the sample

image below.
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» Labels & [tem Statistics

Labels A

Search By Label Name Q

[m Apply All Predicted Labels

v General Group - All Company D.

Human Resource [ [

Sales [ []

Finance [ (]

Recruitment [ [

Marketing (M []

Engineering M [_]

Quallity Assurance Enginee.|®8 |

Technology And Innovation[® |

Payment Payroll [ [
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Note: To remove any label, just uncheck the label. It gets removed and the same is reflected in

Labels Summary column.

Viewing the full content in a new window

Arctera Surveillance provides an option to double-click on emails to view their content in a new
browser window and navigate to the next and previous items from the current page. However, you

cannot double-click on collaboration messages to view their content in a new browser.
To view the full content of an item

1. In the left navigation pane, click Review.
2. Search for and select the department for which you want to review items.
3. (Optional) To reset the filtering criteria, click Clear, and set a new criterion.

4. Click Apply.

The application displays a list of review items from the selected departments.

5. During the manual review, select an email and double-click on a corresponding row to view its
content in a new window.
Note: Double-clicking an item to view its content in a new browser is supported for emails only,
and not for collaboration messages.

6. Navigate to Next or Previous item using the cross-navigation buttons.
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¢ Preview Comments >
Intelligent Review Details €@ v
tanuveritas to abhay water O Id:€4]  Unreviewed

A Translate :

10-07-24 04:13:11 AM

To: abhay@teamsqga.com

All (1) v Jofl € ‘ (i) ‘ [ )

India's water reservoirs are experiencing a significant
boost in live storage with 155 of them across the
country currently ...

Note: Cross-navigation works on the current page from the items list.

Adding comments to items

Just as you can assign a review mark to an item, you can also add a comment to it. In addition to
text comments, you can attach one or more files when adding comments to review items.

Attachments can be used to provide supporting information or additional context for reviewers.

The permissions that are assigned to you determine the types of comments that you can add. You
must have the Add Own Review Comments and Add Comment Attachments permissions in order

to add comments and add attachments to the comments respectively.
To add comments to an item

1. In the left navigation pane, click Review.

2. Filter the items in the review pane.

For more information, see Filtering the items in the Review pane.
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3. Click Apply.
The application displays emails and collaboration messages from the selected departments.

Note: If only the Exchange service is enabled for you, then only emails are displayed. If the MS

Teams Archiving service is enabled for you, then collaboration messages are also displayed.
4. During manual review, select the item to view its details in the Preview pane.

5. Click Add Comment.

Alternatively, use the Alt+M shortcut key to add comments to an item. The Add Comment

dialog box appears.

Add Comment X

Search or Add new comment here

@ Attach Files

>  Standard (310)

> Recent (17)

Show standard review comments first @  Cancel

6. Expand the Standard or Recent comments group, and select a relevant predefined comment,

depending on your permission level.

If you do not find a relevant predefined comment, enter a new comment for the item under

Search or Add a new comment here.
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Notes:
 To display standard review comments before recent review comments, enable the Show
standard review comments first option.

» Attachments associated with a standard review comment are automatically added when the

standard comment is selected.
e Attachments propagated from a standard comment can be modified for individual review
items before saving the comment.
7. (Optional) Under Attachment, click Attach File.

Notes:

 The maximum combined size of all attachments is 20 MB.

e Supported attachment types include: .pdf , .doc , .docx , .xls , .xlsx , .ppt, .pptx, .tx

and .zip .
* If you select an unsupported file type, the application displays an error message identifying
the unsupported file type and listing the supported file types.

Browse to the required file, and click Open.

Verify that the attachment is displayed in the dialog box.

8. Click OK.

The item is marked with the comment symbol. A comment indicator is displayed in the

Comment present column of the item list to show that you have added the comment.

9. Click the Comments tab at the bottom of the Reading pane to view the comments assigned to
an item. You can also customize the item list columns to add a column that shows the

comments on items.

Escalating the review items

Similar to adding comments to the review items (emails and collaboration messages), you can
escalate the review items to an individual reviewer or a group of escalation reviewers. You can also
attach one or more files to escalation comments to provide supporting information or additional

context for escalation reviewers.

You must have the Add Own Review Comments permission to add comments and the Add

Comment Attachments permission to attach files to comments.
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To escalate a review item

1. In the left navigation pane, click Review.

2. Search for and select the department and the item you want to escalate from that department.

See Filtering the items in the Review pane.
3. View the details in the Preview pane.

4. On the action bar, click Escalate.

The Select an Escalation Reviewer dialog box appears.

Select an Escalation Reviewer x
Select an Escalation Reviewer ~
RajuDeptl v Select an Escalation Reviewer v
Add Comment ~

Search or Add new comment here

Q Attach Fles

> Standard (312)

> Recent (20)

Show standard review comments first @l Cancel
The department name appears in the first drop-down field.
5. In the Select an Escalation Reviewer drop-down, select an individual reviewer or an
escalation reviewers group to whom you want to escalate the review item.
Selecting an escalation reviewers group is beneficial, as any member can review escalated
items, whereas an individual reviewer's absence may cause delays.
6. Under Add Comments, expand the Standard or Recent comments group, and select a

relevant predefined comment, depending on your permission level.

If you do not find a relevant predefined comment, enter a new comment for the item under

Search or Add a new comment here.
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10.

Note: To display standard review comments before recent review comments, enable the Show

Standard review comments first option.

To attach a file, click Attach File.

Browse to the required file and click Open.

Verify that the attachment is displayed in the dialog box.

Click OK.
The item is marked with the escalation symbol.

After an item is escalated, you can view the selected escalation reviewer or escalation reviewer
group in the Escalation Owner column of the items grid, within the History pane of the item,

and in the Escalation Reviewer facet under Filters.

Note: If an escalation reviewer is assigned the Review Only Assigned Escalations permission,
they can access only the escalation items explicitly assigned to them. All other escalation items

remain inaccessible. For more information, see Predefined user roles and permissions.

Applying labels to items

During a review, you can apply labels to review items such as emails and collaboration messages.

The application displays only the currently active labels that can be utilized for labeling the items.

The example explained in this section is applying labels to emails. You can use the same

procedure to apply labels to the collaboration messages.

The permissions that are assigned to you determine the labels that you can add. By default, the

Compliance Supervisor, Exception Reviewer, Department Reviewer, and the Escalation Reviewer

roles have the Apply Labels permission.

To apply labels to an item

In the left navigation pane, click Review.

Filter the items in the review pane.

See Filtering the items in the Review pane.

Click Apply to view the review items (emails and collaboration messages) from the selected

departments.

Select the item to view its details in the Preview pane.
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Along with the content preview, the application displays comments and history of the review

item in the respective tabs.

5. In the Labels & Item Statistics pane, expand the Labels section.

The application displays only active labels that are listed under the available label groups and

single choice label groups as shown in the following sample image:

282



ARCTERA™ SURVEILLANCE

» Labels & |tem Statistics
Labels A

Search By Label Name Q

™ Apply All Predicted Labels

Marketing (™ [

Engineering (M [

Quality Assurance Enginee [ |

Technology And Innovation|M [

Payment Payroll [ ]

Research And Developmenis

> LABEL GROURP |

v scl

-
2 o
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6. Expand the groups, or search for and select one or more relevant labels that are listed under
the available label groups and single choice label groups. The individual labels that are not part

of any group are listed under the No Group node.

7. In the Labels pane, select the check box next to all the labels you need to apply.
Note: You can easily distinguish between the application-specific, department-specific labels,
and Al-predicted labels. The department-specific labels do not have any icon. The application-

specific labels are displayed along with the monitor icon. The Al-predicted labels are displayed

along with the flag icon. Refer to the following sample image:
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» Labels & |tem Statistics
Labels A

Search By Label Name Q

™ Apply All Predicted Labels

v HBK D2 Gl

HBK D2 L1

HBK D2 L2
> General Group - All Company D.
v LABEL GROUP |

Marketing (M ]
HR [ ]
HBKI [

v scl

-
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Notifications and Permissions Behavior

« |If a department does not have permission to apply labels, the label pane is disabled, and a

notification is displayed:

Label operation is disabled because the department lacks label application permission.

» Labels & Item Statistics

Labels ~

Label operation is disabled because
oper
the department lacks label application

permission.

v label group sing choice l

Lo

"} adaa [

"} bbbbb [

i
I
[ -

r==1

| ceecece O]

-

{ 1 Tush_ApplevelGroupl

i
s

il Label 2 -

TushAppll ]

r--a
1
1

i
I
[ -

« |f you select multiple departments items and only some have label permissions, the label pane

remains enabled, and a notification is displayed:

Label application permission is missing for some departments. Only applicable items are

updated.
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» Labels & Item Statistics

Labels ~

Label application permission is missing
for some departments. Only

applicable items are updated.

[] App_AutoSingleCHI465344698 (]

> [ New group on App level

v [] App_AutoLobelGroupW626584630
[] AppGroup_AutoVASLabell764901359 [
[] AppGroup_AutoVASLabel964067020 (]
[] AppGroup_AuioVASLabell058533436 (]

In this case, labels are applied only to items from departments with the appropriate

permissions. The same can be confirmed by label checkbox which shows a partial selection.

e Click Apply All Predicted Labels to apply all the Al-predicted labels to the selected items, except

those from single choice groups.

e Click Expand All to switch between the collapsed and expanded views to view the available

labels.

e Click Move Next to perform a single label action and proceed to the next item automatically.

Applied labels appear in the Labels Summary column, while Al-predicted labels appear in the
Predicted Labels column. Multiple labels are separated by semicolons (;) as shown in the

following sample image. You cannot sort the items using this column.

Email (54) Collaboration (0) o

Bicustomze © O 2?2 © ®@ & =

L] &~ Department Author Tags summary | Labels summary Predicted labels

O ! HBK - Dept2 admin@vas-amazon-gr.. Rpt Tag Human Resource; Sales  Marketing: Human Resou..
O N HBK - Dept1 - Childl admin@vas-amazon-gr... Rpt Tag Marketing: Human Resou..
O N HBK - Dept2 - Child1 admin@vas-amazon-gr.. Rpt Tag Marketing: Human Resou..
J N HBK - Dept2 - Childl - Us..  admin@vas-amazon-gr.. Rpt Tag Marketing: Human Resou..

To remove any label, just uncheck the label. It gets removed and the same is reflected in Labels

Summary column.
Click on the same review item and select the History tab.

The labels history is shown as shown in the following sample image:
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Preview Comments History

HBKI13 || Strategic Update on vas - HWStats2 || Attachment - hotwords_d.. Relevant

Message Date: 25-07-14 07:32:24 AM

Type: Exchange

Direction: Internal

Department: HBK - Dept2

Capture Date: 25-07-1410:16:40 AM

Capture Method: Tags

Tag Action: Include
Intelligent review Al Type Score Confidence
Marketing Label 83 High
Human Resource Label 79 Medium
Sales Label 73 Medium
Engineering Label 71 Medium
Technology And Innovation Label 6l Medium
Quality Assurance Engineering Label 60 Low
Finance Label 59 Low
Recruitment Label 59 Low

Note: Upon exporting, the export report includes the details and the history of added and deleted

labels under the Type column as shown in the sample image below.
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Item 1D: 000005
File: BS8IGCae-01 15-Abc- D 2cB-884c 4 30cha ami
Export Status: Finished
Info; BUCCDES
Message |D: <G009ELN-6dGb-4130-a V- 16511 GeaBlas@E@sm pLienl com>
Author: rick magana{fleamsaga. com
TO: abhinav agrawplifleamsga com
= =H
BCC:
Subject: Trash check afler an hr O
Attachments: 0
Mail dabe: Tuesday, January 25, 2022 3:21 AM
Date Event Description Type User
- Labal
2I02023 2:43:19 AM Action Status TP3 (Added) Agimin
. Label -
202023 2:43:19 AM Action Status Tush2 {Aded) Agimin
662022 T28:50PM  Action Status Quastionad Mark ook
6/6/2022 728:52PM  Action Status Panding Mark ook
History: GB2022 T28:43 PM Action Slatus Panding Mark M' 1
Rick
Q2022 6:13:08 AM Action Status Quastionad Marf
Magana
. Rick
G022 6:13:06 AM Action Status Panding Mark Magana
G022 6:12:42 AM Aclion Slatus Quosiionad Iark M

Viewing history of items

Arctera Surveillance provides ready access to historical information on a selected item, such as the

dates and times at which the reviewers assigned marks and comments to it.

You must have the Review Messages permission to view the history of items. By default, all

reviewers and supervisors have this permission.
To view the history of an item

1. In the left navigation pane, click Review.

2. Filter the items in the review pane.

See Filtering the items in the Review pane.

3. Click Apply.

The application displays a list of review items from the selected departments.
4. During manual review, select the item to view its history details in the reading pane.

5. In the reading pane, click History.

The following details appear as shown in the sample image below:
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Preview Comments History
Zip File Test msg smtp client O Reviewed Relevant

From: admin@teamsqga.com

Tor saritfa@teamsqga.com

Message Date: 25-04-14 05:11:03 AM

Type: Exchange

Direction: Internal

Department: Teams - Uj2

Capture Date: 25-04-15 O1.55:11 AM

Capture Method: Tags

Tag Action: Include
Intelligent review Al Type Score Confidence
HBK21st Label 8l Medium
Date Event Description Type Subtype  User
25-07-17 Action Status Previewed Preview  None Admin
02:19:04 AM Preview
25-07-17 Comment Test Data None None Admin
02:18:23 AM

25-07-17 Action Status Previewed Preview None Admin
02:17:39 AM Preview

25-07-17 Action Status Reviewed Rele  Mark Admin

» The subject, date, and details of the sender and recipients.

The item type, such as Microsoft Exchange or Bloomberg, and its direction (Internal,

External Inbound, or External Outbound).

* The department in which Arctera Surveillance has captured the item.

Capture date and method by which the item was captured.

The event history, tag actions history, the X-Header history, IR marking and labels history of

the item.

» The reviewer's actions in the Preview pane.
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If the administrator has enabled the setting to log preview actions, whenever an item is viewed
in the Review pane, Arctera Surveillance records the reviewer's preview activity in the item

history.

Note: By default, the feature is disabled. To enable this feature, contact Arctera Technical

Support.

Printing and downloading the items and attachments

Besides the HTML-rendered view of the items in the Preview pane, you can print and download
email items, and print collaboration items in their original form. The downloaded items exclude
audit-specific information, like reviewer comments. To obtain the item and its audit information, you

need to export the item.

Note: Arctera Surveillance does not support previewing certain file types, suchas .d11 and .exe
and large files (over 10 MB to maintain browser responsiveness). For compressed files, Arctera
Surveillance supports previewing only the .zip file format and does not support other formats

like .7z, .tar ,andsoon.

You must possess the Review Messages permission to download items. By default, all reviewers

and supervisors have this permission.
To print and download the email item and attachment

1. In the left navigation pane, click Review.

2. Filter the items in the review pane. See Filtering the items in the Review pane.
In the items grid, under Email tab, a list of review items from the selected departments
appears.

3. Select the review item in the items grid, and access the Preview tab as shown in the sample

image below.
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£ Preview Comments >

68606277-5488-401d-8409-f0f380503753 Id: €] Relevant

greg.simmons@telemessage.com A Translate

05-27-19 02:14:00 PM
To: 16045683409@archive.telemessage.com

| Happy _birthday _6-1587...
[ J
j“ 177 KB B & v

- O

Note: Print and Download are not available when multiple items are selected.

4. To preview an attachment or download it, hover over the attachment and click the Text

Preview icon or Download icon.

Alternatively, click the down arrow icon and select the appropriate option.
5. To download the original version of item, click the Action menu ( : ) and click Download.

6. To print the item, click the Action menu ( : ) and click Print.
In the Print dialog box, ensure the correct file format and specify the location to save the file.
To print the collaboration item and attachment

1. In the left navigation pane, click Review.

2. Filter the items in the review pane. See Filtering the items in the Review pane.

In the items grid, under Collaboration tab, a list of review items from the selected departments

appears.

3. Select the review item in the items grid, and access the Preview tab as shown in the sample

image below.
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Preview Comments History

Bil. Melton And George.Clu :

M- EZI TLS0OLTS P

BM Bill Melton Us Print Selected Message

This message is for t
MessageDateTimeU
MessageGuid : 9982,

Print Loaded Conversation

13-1-23 12:36:28 PM

BM Bill Melton Userl Id: €4

This message is for test case :
ms_add_chat_message_with_aft

MessageDateTimeUTC : 11/13/2023 8:36:27 PM
MessageGuid : d987dc37-7fdb-4507-%cc2- '
a00a497c48d9

" D 40d54b0c-5358-4105-a...
‘ 183 Bytes E @

Notes: For collaboration items, only the Print option is available. Attachments associated with

collaboration items can be printed or downloaded.
4. To preview or download an attachment, hover over the attachment, click the respective options.

5. To print the item, click the Action menu ( : ).
The following options are available:

» Print Selected Message: Prints only the message currently highlighted in the message list.
It includes message header, author, metadata and content.
* Print Loaded Conversation: Prints all messages currently visible in the Ul, including those

that have been progressively loaded as the user scrolls through the conversation.

Note: Only the messages currently loaded and visible in the Ul - up to a maximum of 200

messages - are included in the print loaded conversation output.
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To ensure Ul colors and message styling appear in the print preview or the final printout, enable

Background graphics in the browser's print settings.

6. Click Print.

Viewing Intelligent Review Details

The Intelligent Review Details section provides the facts of why the item is classified as
Unreviewed Relevant or Unreviewed Irrelevant. It shows the Relevant and Irrelevant labels (links)

and the respective contribution.

During review, the Intelligent Review Details section appears on the Preview tab only if the
departments you want to review are enabled for Intelligent Review, and the Show Intelligent
Review Details in Review permission is enabled for the logged-in user. This permission is by
default enabled for the Department Reviewer, Escalation Reviewer, Compliance Supervisor,
Exception Reviewer, and Passive Reviewer roles, where either the Review Messages or the
Review Escalations permissions are enabled. By default, Intelligent Review Details section is

collapsed. Users can expand and collapse it as required.

The total relevant and irrelevant contribution value is shown besides the respective labels. These
values (between 0 to 100) are factor of relevant and irrelevant contributions found inside the item.
When you click the Relevant and Irrelevant labels, the corresponding details appear which shows
the factors that have contributed towards relevant or irrelevant. The calculated values of a
contribution of each factor are mentioned so that a reviewer can understand the reason behind the

item being relevant or irrelevant.

If the contribution value of the relevant factors is more than the contribution value of the irrelevant
factors, the item will have higher relevance score (greater than 50). If the contribution value of the
irrelevant factors is more than the contribution value of the relevant factors, the item will have lower
relevance score (less than 50). If the contribution values of the relevant and irrelevant factors are

almost similar, the item will have the relevance score around 50.

The factors that contribute are Author, Recipient, Subject, Content, Direction, Tags, and
Department influence. Department Influence shows the extent to which prediction is inclined in
favor of or against the marking based on the department's learning. If reviewers in a department
favor marking items as irrelevant, then Department Influence will contribute towards irrelevance
and vice versa. If factors do not have values, they can still contribute as relevant or irrelevant. It
happens when the algorithm weighs the lack of details (such as the presence of zero tags or

absence of content) as a contributing factor to its learning.
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If the contribution of any factor is insignificant, but not absolutely zero (0), then value can be
rounded to and displayed as zero (0). If the factor does not contribute at all, then this factor is not

displayed. The amount of contribution of each factor is also shown with the color legend.

The flag icon, representing Al-based Label Predictions, shows Al-predicted labels and their count
for each review item if the Enable Al Predictions option is selected for active labels and label

groups. Refer to the sample images below.

Figure: Preview pane showing the IR details, hit highlighting, managing text for learning,
and Al-predicted labels

< Preview Comments >
Intelligent Review Details @ A
Relevant: 54 > — —
Irrelevant: 38 > |

7772 TEST SAMPLE TOPIC 2 COMME.. Id: €8]  Unreviewed

—

raju@teamsga.com A Translate i

08-24-21 05:12.00 AM

To: rashmi@fteamsqga.com

All (8) VIof8<)‘0l3 fﬂ‘YAo

Participant Name: Test Participant 2 CounterParty
Participant Name: The other 2 Comment: HELLO
WORLD22 !l

Figure: Contributing factors and their contribution

295



ARCTERA™ SURVEILLANCE

< Preview

Comments >

Intelligent Review Details @

Helevant 54
Irrelevant: 38 >

Irrelevant Contributions

Author
admin@teamsga.com

Recipient
user2@teamsqa.com

» Tags ©

1€  Unreviewed

24.2

24.2 @ Tranhslate @

12.2
12.2

1.7

All (8) VIof8()‘0l3 W‘VAO

Participant Name: Test Participant 2 CounterParty
Participant Name: The other 2 Comment: HELLO

WORLD22 1!l

The following are some scenarios in which the Intelligent Review Details are not available, and the

application displays different messages for users.

SCENARIO

Item is not processed by the Intelligent Review

engine

Data for machine learning is inadequate

Technical problem during loading Intelligent
Review Details
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Details not available

Intelligent Review is still learning. Details are
not yet available.

Error loading Intelligent Review Details
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ChatGPT and Microsoft Copilot Integration

Arctera Surveillance supports ChatGPT and Microsoft Copilot as content sources. When enabled
by the administrator, both user prompts and Al-generated responses from these assistants are

displayed as individual messages and become available for search, sampling, and review.

Note: By default, this feature is not available for all the users. Administrator must add it as a

service under Manage > Content Sources.
The key highlights of this feature are as follows:

Email (0) Collaboration (802) Preview Comments History

£ Customize @ ? ®@ ®

Tom
%) O ¥ (@] © Department

O~ ? Tom on 24-10-25 24-10-25 04:01:46 AM
Copilot TU TomUsers |-;_ﬂ ?
] il:ﬁ__l 50 Copilottest
What's a simple way to describe a trade as ‘client-
[] = 50 01 vinay dept 1 driven?
] = B 50 Copilottest
] = B 50 Copilottest 24-10-25 04,0146 AM
M3  Microsoft 365 Chat me
[] ™= B 50 Copilottest B
[] ™= B 50 Copilottest A simple and professional way to describe a
trade as “client-driven” is
[] ™= B 50 Copilottest
“This trade was executed at the
[] ™= B 63 Copilottest direct instruction of the client.
based on their expressed
O = B 50 Copilottest investment objectives and timing
preferences.”
] =4 B 59 Copilottest
You can dalso use variations like:
] = 59 0l vinay dept 1
» "Initiated per client request.”
] = B 59 Copilottest » "Trade placed in respeonse to client’s
directive.”
[l ») ﬁ 65 Copilottest » 'Client-originated fransaction aligned
with their portfolio strategy.”
] = 50 Copilottest
These phrases clarify that the trade was not
— initiated by the firm or its employees for
1- 62 of 62 o o o

You can filter review items using the Type facet > Copilot or ChatGPT.

ChatGPT and Copilot message types are available for Collaboration types only.

A tooltip on each message (shown in the image) identifies the Message Type (e.g., Copilot,
ChatGPT).

* You can export these messages using the Department > Export > New Export option.
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Bulk review using Find Similar Items

The Find Similar Items action allows reviewers quickly filter and review emails that are similar to
the selected item. This feature is designed to address scenarios where organizations receive large
volumes of near-identical messages such as newsletters, broadcast emails, or market updates
sent individually to many recipients. These messages often share the same author, subject, and

date, resulting in thousands of nearly duplicate review items.
To filter bulk items using Find Similar Items
1. Select a single email in the Review grid.

Find Similar Items option is disabled when multiple items are selected.

2. Select Find Similar Items option as shown in sample image below.

Email (49981) Collaboration (19)

fcustomize © O ? ® ® 7 X = |Q

Existing filters are cleared, and the system automatically applies the following filters under

Advanced Filters:

e Author: Matches the sender of the selected email.
» Subject: Matches the subject line exactly.

» Date: Applies a full-day window (00:00 to 23:59) based on the selected email's date.

The Review grid page displays items within the currently selected department that match all

three filters.

3. Increase the page size to perform bulk review actions efficiently.

Note: For email items, the Review grid page size can be customized upon request (default:
100 items). To increase the Review grid page size - recommended up to a maximum of 1000

items - contact Arctera Technical Support.

4. Use bulk review actions - such as marking items as Reviewed Relevant, Reviewed Irrelevant,

assigning status, or escalating - on up to 1000 items at a time.
Notes:

 This feature applies only to email items and is not available for collaboration content.
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« If you want to keep your current filter configuration, save it as a preset before using Find

Similar Items.

Report generation from Review Pane

This feature allows you to generate reports directly from the Review screen based on the current
item list results and applied filters. You can generate the following reports from the Review grid:
+ Item List/Grid Report: Contains detailed information for items currently displayed in the grid
 Filter Summary (Facet) Report: Provides a summary of filters and facets applied to the

current results

The generated reports are processed and are available under Enhanced Reporting in left

navigation panel.
Permissions

The Generate Report button is available only to users with the Manage Reports application-level

permission. The permissions can be accessed through Application tab > Roles.

Report types

This feature generates the following reports:
 Item List (Grid) Report

It contains detailed information for each item displayed in the grid. The grid report includes the
following fields:
o Item Row Number
o Discovered Item ID
o Department
o Author
o Subject
o Mail Date
o Status
o Marking Name
o Capture Method

o Message Type
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o Escalation Status

o Escalation Owner

o Escalated By

> Relevance Score

o Number of Attachments

o Comment

> Policy Action

o Sentiment Score

o All Recipients

o Last Marked By

o Direction

o Last Comment By

o Tags Summary

o Predicted Label Summary

o Label Summary

o KVSSaveSetID

o Appraisal Status (based on permission)

o Last Appraised By (based on permission)
Note: If the user has the Apply Appraisal Status permission (department-level), the report
includes the following additional columns:

o Appraisal Status

o Last Appraised By
e Filter Summary (Facet) Report
Provides a summary of facets, including:

o Facet name
o |tem count

o Selection status (Yes/No)
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Facet Availability

Always Included Facets
The following facets are always included in the report, regardless of whether values are selected:

» Status

* Author
 Archived Users

» Escalation Status
» Appraisal Status (based on permission)
* Type

 Direction

* Predicted Label

* Label

e Tags

e Tags Action

e Last Marked By

e Last Appraised By (based on permission)
* Comment

» Size

e Capture Method
 Escalation Owner
» Escalated By

* Hotword

» Hotword Set

» Search

» Scheduled Search
Conditionally Included Facets
The following facets are included only if values are selected:

» Capture Date

e Date
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 Number of Attachments

e Sentiment Score
Notes:

» All advanced filters, except Item ID filter, available in the Review module are supported.
* If the user has the Apply Appraisal Status permission (department-level), the report includes
additional facets:
o Appraisal Status

o Last Appraised By

Generating a report

1. Navigate to the Review screen.

Email (4) Collaboration (52) &5 O

fcustomize © O ? ©®@ ® E = o}

[ = [ % { Department Author

D A ‘ Dept3 sarita@vas.com
D A ‘ 50 dept2 sarita@vas.com
D A ‘ Dept3 sarita@vas.com
(] = E 50 dept2 sarita@vas.com

2. Click the Generate Report button.

The Generate Reports window is displayed.
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Generate Reports x

This will generate Item List and Filter Summary reports based on
the current results. The reports will be available in Enhanced

Reporting when processing is complete.

Report Name

Provide a descriptive name for the report.

Zip Password

This password will be reguired to open the downloaded report file.

Cancel

3. Enter the required details.

4. Click Generate Reports. A confirmation message is displayed:

Your report request has been queued successfully.

5. Once processing is complete, the reports are available as Item List and Filter Summary reports

in Enhanced Reporting as shown in the image below.

Reports

e - .
( C Refresh ) ( + New Report ) (== Fiter )

Status Report Name Report ID ¥ Created By Report Type Run Type RunDate Expiry Date Enabled

© Ready status Il Capture date l1d..  23943d66-18. Admin - admin@teamsqg Item List and Filter Immediate Jun 25, 2026, 44 Jul 25,2026, 447 . ® R
© Ready status Il Capture date lld..  d8cca099-fd.. Admin - admin@teamsq, Itern List and Filter Immediate Jun 25, 2026, 44 Jul 25, 2026, 4:41 v

© Ready status Il Capture date lld..  6a406146-3e. Admin - admin@teamsq, Itemn List and Filter Immediate Jun 25,2026, 43..  Jul 25,2026,430..

© Ready status Il Capture date lld..  6b89d54b-8. Admin - admin@teamsq Item List and Filter Immediate Jun 23,2026, 5:48.. Jul 23, 2026, 5:48 v

Go to page E] 137 > Items per page: 1-100 of 3697 < < > 3l

6. To rerun or download a report, click Requeue or Download, respectively, at the end of the

report entry. For more information, see Enhanced Reporting.

Report Metadata

Both reports include the following metadata:
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* Report Timezone: Indicates the timezone used for report data.

o User timezone (if configured)
o Otherwise, tenant timezone

o Otherwise, defaults to PST

* Report Timestamp: Indicates when the report was generated.
» User: Email address of the user who requested the report.

» Tenant: Name of the tenant for which the report was generated.
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Using Al Assistant

This section includes the following topics:

* Introduction
» Working with Al Assistant
» Writing Effective Prompts for Al Assistant

* Auditing Al Assistant Activity

Introduction

Al Assistant is an Al-powered feature integrated into Arctera Surveillance. It enables users to
interact with the application to retrieve information and perform supported actions across selected

modules.

Accessing Al Assistant

To access Al Assistant

1. Log in to Arctera Surveillance.

2. Click the Al Assistant icon in the application banner.

teamsqa & ? Z p @

When you hover over the icon, the tooltip Click to open Al Assistant is displayed. Clicking the

icon opens the Al Assistant pane.

Prerequisites and Permissions

To use Al Assistant, the user must have the following application-level permissions:

» Create Departments

* Manage Department Users

Notes:
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* If the required permissions are not assigned, the Al Assistant icon is not visible.

* If the required permissions are assigned but the feature is not enabled, the icon is visible but

disabled. To enable the feature contact Arctera Technical Support.

Supported Modules and Actions

Currently, Al Assistant supports the following modules:
¢ Departments

> View department details
o Open department

o Close department

Note: Operations related to exception departments are not supported by Al Assistant.

¢ Monitored Employees

> View monitored employees

o Add monitored employees

o Remove monitored employees
Note: Users must be assigned the required department-level roles to perform any actions in
the Monitored Employees module within a department.

* Role Assignment

o View roles
o Add or remove users

o Add or remove roles

Note: Users must be assigned the required department-level roles to perform any actions in

the Role Assignment module within a department.
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Working with Al Assistant

AT Assistant Interface

Al Assistant €) A New Chat X

Hello Admin , how can | help you?

H How can | get started with the assistant?

= Show the top 10 departments with the highest number of items
In review.

= Add employee John Smith', 'Emily Johnson' to the monitoring list
in the department 'Sales’

= Assign the 'Department Reviewer' role to user 'John Smith' across
all departments,

Ask me anything...

Al Assistant can make mistakes. Please consider reviewing information carefully.

The Al Assistant pane includes:

* New Chat: Starts a new conversation.

* Close: Closes the assistant window.

Predefined prompts: Common queries that can be selected and executed.

Input box: Allows user to enter custom queries.

¢ Disclaimer: Indicates that Al Assistant may produce inaccurate responses and users should

verify the information.
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Interacting with AI Assistant

To interact with Al Assistant,

1. Open the Al Assistant.

2. Select a predefined prompt or enter a query in the input box.

e Selecting a predefined prompt inserts it into the input field.
» User must submit the query to execute it.

e Users can enter custom queries in natural language.

3. Click the send icon to submit the request.

4. The Al Assistant processes the request and displays the response.

Input Guidelines
» Maximum character limit for a query: 2,000 characters

« If the limit is exceeded, the following message is displayed:

Maximum character limit of 2,000 reached

Chat History Retention

e Chat history is preserved when:

> The assistant window is closed and reopened

> The user navigates to other pages within the application
e Chat history is cleared when:

> Anew chat is started
o The browser is refreshed
> The user logs out
Note: The Al Assistant displays the complete chat history for the current session in the Ul.

However, it uses only the last seven user queries and their corresponding responses as context

when processing subsequent queries.

Limitations

Al Assistant supports only specific modules and actions.

308



ARCTERA™ SURVEILLANCE

* Requests outside the supported scope may not return results.

» The assistant may not answer general or unrelated queries.

Writing Effective Prompts for Al Assistant

This section provides guidelines for writing clear and effective prompts when interacting with the Al
Assistant. Following these conventions helps ensure that the system correctly interprets your

request and performs the intended action.

General Rules

» Use action-specific keywords
Each module has reserved terms. Always use the correct keyword to avoid ambiguity.

o Departments — use 'department’
o Monitored Employees - use 'monitor' or 'monitored’ (individual referred to as employee)

> Role Assignment — use 'assign’ and 'role’ (individual referred to as user)
» Use quotation marks for dynamic values
Enclose department names, user names, and role names in single quotes.

Example: 'Finance', 'John Smith', 'Department Reviewer'
» Use separate chat sessions for different modules
Start a new chat when switching between modules (for example, from Monitored Employees to
Role Assignment). This ensures context clarity and avoids misinterpretation.
» One operation type per request
Do not mix view and update, add and remove actions in a single prompt - send them

separately. However, applying the same action to multiple users or departments in one prompt

is supported.

» Clearly define the scope

Always state whether the action applies to a specific department, a list of departments, or all

departments.

o v Assign the 'Department Reviewer' role to user 'Dave' in the department 'Sales'

o v Assign the 'Passive Reviewer' role to user 'Dave' across all departments
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o X Assign 'Escalation Reviewer' role to 'Dave' - missing scope (Department name not

provided)

» Verify responses before proceeding

Review the system response before submitting follow-up prompts. If needed, start a new chat

to correct or refine the request.

Note: The Al Assistant removes HTML tags from user requests and system responses for security

purposes.

Prompts for Departments

Use the keyword department in all department-related prompts.

INTENT

List departments created in a time period

Show departments by status

Show departments with Intelligent Review
enabled

Show top departments by review volume

Open one or more departments

Close department list with partial name match

Close departments created in the last year

Close one or more departments

310

EXAMPLE PROMPT

Number of departments created in November
2025

Number of departments created in last year

Show the list of Open and Closed departments

Show all departments where Intelligent Review
is enabled

Show the top 10 departments with the highest
number of items in review

Open the department 'Finance'

Open the departments 'Sales’, 'Trading’,
'‘Marketing'

Close all departments that has the word ‘temp'
in the name

Close all departments that were created before
January 2024

Close the department 'Finance'
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INTENT

Prompts for Monitored Employees

EXAMPLE PROMPT

Close the departments 'Trading’, 'Sales’,
‘Marketing'

Use the keywords monitor or monitored in prompts related to this module.

INTENT

List monitored employees in a department

List all departments where an employee is

monitored

List all monitored employees and groups in a
department

Add a single employee to monitoring

Add multiple employees to monitoring

Add an employee to monitoring across multiple

departments

Remove a single employee from monitoring

Remove multiple employees from monitoring

Prompts for Role Assignment

EXAMPLE PROMPT

Show the list of employees monitored in the
department 'Finance'

Show all departments where employee 'John
Smith" is monitored

Show the list of all monitored employees and
groups in the department 'Sales'

Add employee 'John Smith' to the monitoring
list in the department 'Sales’

Add employees 'John Smith’, 'Emily Johnson’,
'Olivia Brown' to the monitoring list in the
department 'Sales'

Add employee 'John Smith' to the monitoring
list in the departments 'Sales', 'Trading’,
'‘Marketing'

Remove employee 'Ryan’ from the monitoring
list in the department "Trading'

Remove employees 'Ryan’, 'Jacob’, ‘Abigail’
from the monitoring list in the department
Trading'

Always include both the user name and the role name in every role-related prompt.
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INTENT EXAMPLE PROMPT

Fetch role assignment details for a department Fetch the role assignment details for the
department 'Marketing'

Show departments where a user has a specific Show the list of departments where user 'Dave’
role has the 'Compliance Supervisor' role assigned

Assign a role in one department Assign the 'Department Reviewer' role to user
'‘Dave’ in the department 'Sales’

Assign a role across multiple departments Assign the 'Escalation Reviewer' role to user
'‘Dave' in the departments 'Sales', 'Finance’,
Trading'

Assign a role across all departments Assign the 'Rule Admin' role to user ‘Dave'

across all departments

Remove a user's role in a department Remove user 'Jane' from the 'Passive
Reviewer' role in the department 'Finance'

Remove a user's role across all departments Remove user 'Jane' from the '‘Department
Reviewer' role across all departments

Common Mistakes to Avoid

Avoid the following patterns when writing prompts:
» Mixing multiple operations

o Example: Add 'John' and remove 'Dave' from monitoring in 'Sales'

o Remark: Send as two separate prompts
* Mixing multiple modules in one prompt

o Example: Add 'John' as monitored and assign him the '‘Department Reviewer' role in 'Sales'

o Remark: Use separate chat sessions
* Missing scope

o Example: Assign 'Passive Reviewer' role to 'Dave’

o Remark: Always specify a department or ‘across all departments'
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e Spelling errors in names

o Example: Remove 'Jane’ from 'Deprtmentl’

o Remark: Ensure the correct spelling as the system matches values exactly

Note: Partial name matching (without spelling error) is supported; however, the request
explicitly indicates a partial match. Example: Show all departments that have the word 'fin' in

the name.

« Using vague scope

o Example: Assign role to some departments

o Remark: Always list specific departments or say 'across all departments’
e Missing role name in role operations

o Example: Remove 'Jane' from her role

o Remark: Always include the full role name in role operations

Auditing Al Assistant Activity

All Al Assistant interactions are auditable. User requests and system responses are logged, and

the audit records for the same can be viewed in the Audit Viewer.
You can filter Al Assistant activity using the following criteria:

* Module Name: Al Assistant
» Operation Type: Request

» Changed Property: Assistant Response, Request ID, Session ID, or User Prompt
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Property ®  Previous value

Clear

Current value

know!

+

Request Id

a35a6e99-104f-
4824-b9%9b-
02cb3a825756

+

Session Id

f42cb75-7273-
A8c7-9dd-
6e0ee53e0%9ba

Module n.. v Al Assistant v _
Operatio.. v Request v - +
£ Actions v
Module Operation Audit User
per Scope
name type date name
L admin@te
Al Applicatio  04/13/26
i Request amsqa.co
Assistant n 11:44:37 PM
N tushar@te
Al Applicatio  04/13/26
) Request amsqa.co
Assistant n 11:44:17 PM
m
N admin@te
Al Applicatio  04/13/26
i Request amsqa.co
Assistant n 11:43:57 PM
m
Notes:

+

_llear Pramnt ... ..

show all the
monitored

emnlovess for,

o Al Assistant auditing is enabled by default, and all conversations are audited without

exception.

> Audit records can be viewed and exported from the Audit Viewer tab.
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Working with reports

This section includes the following topics:

» About Arctera Surveillance reports

» Enhanced Reporting - User Interface

Enhanced Reporting - API
» Managing Power Bl templates for reporting APIs

o Sample reference reports

Predefined reports

About Arctera Surveillance reports

About Enhanced Reporting

Arctera Surveillance has introduced reporting endpoint APIs to improve reporting and analytics
capabilities. To utilize these reporting endpoints, the administrator must configure them in Arctera
Surveillance. Upon successful configuration, Arctera Surveillance generates a base URL and API
keys to ensure secure access to the reporting endpoints. To securely access data, the primary or
secondary API access keys are provided. The specified IP addresses during the configuration of
these API keys determine the allowed sources from which the reporting endpoints can be

accessed.

Enhanced Reporting provides a modern reporting framework that enables users to generate,
schedule, and consume surveillance reports through either the Arctera Surveillance user interface
or REST APIs. Reports can be generated on demand or on a schedule and consumed in analytics

tools such as Microsoft Power Bl, Tableau, or Microsoft Excel.

To better understand the reports generated through the Arctera Surveillance user interface or
REST APIs, refer to the Sample reference reports section. It provides examples of supported report

types, their parameters, and the structure of the generated report data.
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Enhanced Reporting architecture

Enhanced Reporting

1. Request

Surveillance Ul

API (OData)

</>

2. Store & 3.

Process 4, Consume

Surveillance Ul
CSV Download

Database

Reports Stored

API (OData)

Report h Hﬁ (</>]
Snapshot </>

Saved Any OData-compliant tool

(e.g., Excel, Tableau, etc.)

Background Power Bl Templates

Processing Job

Pre-canned Templates

S Picks up & processes report
rm— )
1] ] =

Enhanced Reporting supports both asynchronous and synchronous report processing. You can

submit a report request from the Arctera Surveillance Ul or by using the Submit Report Endpoints

(asynchronous APIs). The request is stored in the database, where a background processing job

retrieves it and generates the report. After processing, a snapshot of the report is saved in the

database. You can then access the generated report by downloading it as a CSV from the Arctera

Surveillance UI, retrieving it by using the View Report Endpoints (synchronous APIs), or using the

provided Power Bl templates for visualization.

Access methods

The following table shows all the supported report types and the methods to access them:

REPORT NAME

Evidence of Review

Item Details

Item Hotword Metrics

Item Metrics

Reviewer Assessment Activity Date

Reviewer Mapping
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ACCESS METHOD

User Interface, API

User Interface, API

User Interface, API

User Interface, API

User Interface, API

API
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REPORT NAME ACCESS METHOD

User Roles User Interface, API
Classification Tags API

Content Sources API

Departments API

Labels API

Monitored Employees API

Report Status API

Roles API

Searches API

Users API

Item Archived Metrics API

Item Classification Metrics API

Item Label Metrics API

Reviewer Assessment Metrics API

Item List and Filter Summary Review pane

Enhanced Reporting - User Interface

Overview

Arctera Surveillance introduces Ul-based Enhanced Reporting for creating, running, scheduling,
and managing reports. In addition to the existing reporting APIs, this feature now allows users to

generate and manage reports directly from the application without manually invoking APIs.

To access Enhanced Reporting - User Interface, click Enhanced Reporting option in the left
navigation panel. The Enhanced Reporting interface opens in a new tab and displays a list of

existing reports.
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Reports
(C Refresh ) < + New Report ) (1‘5 Filter >
a

Status Report Name Report ID Created By Report Type Run Type Run Date Expiry Date Enabled |
© Ready test com 472bacc2-c Ajinkya Kelwadkar - ajink..  Item Details Immediate Mar 6, 2026, 2:46..  Apr 5, 2026, 3:46 v

© Ready collab emp test 7bbéec7be-c.. Ajinkya Kelwadkar - gjink..  Item Details Immediate Mar 6, 2026, 1149 . Apr5,2026,249 .

© Ready specific mon ac795852-a.. Ajinkya Kelwadkar - gjink..  Item Details Immediate Mar 6, 2026, 113 . Apr5,2026,213 ..

© Ready SkitemDetailsD4Dept 01d02ae3-15. Admin - admin@teamsq, Item Details Immediate Mar 5, 2026, 100.. Apr4,2026,11:02..

© Ready testmonempspecificadmin  ef286al7-43... API Itern Details Immediate Mar 5, 2026, 910 .. Apr4,2026.1010..

© Ready testmonempspecific 2eld3323-84.. API Item Details Immediate Mar 5, 2026, 9.08.. Apr 4,2026,100..

© Ready TKRAMI 9050773e-6.. API Reviewer Assessme.. Immediate Mar 4, 2026, 6:05.. Apr3,2026,7:04 .

© Ready TKRAMI 3c6e0727-e API Reviewer Assessme.. Immediate Mar 4, 2026, 602 Apr3,2026.7:02 .

© Ready TKRAMI d9804106-¢9.. API Reviewer Assessme.. Immediate Mar 4, 2026, 6:00.. Apr3,2026, 700 .

© Ready SkTestReport 4698e246-4. Admin - admin@teamsg.. _Item Details Immediate Mar 4, 2026, 313 .. Apr 3, 2026, 412 v v

Gotopage ] 126 > Items per page: | 100 1 - 100 of 2555 < < > 3

Currently, Arctera Surveillance supports report generation through the Enhanced Reporting user

interface for the following report types:

* |tem Details

Item Metrics

* Evidence of Review

Item Hotword Metrics
* User Roles

* Reviewer Assessment Activity Date

Note: For more information about all supported report types and their access methods, see

Access Methods in About Arctera Surveillance reports.

Access and Permissions
Access to Enhanced Reporting user interface requires the Manage Enhanced Reports permission.
It can be accessed through Application tab > Roles. The users with this permission can:

e Access the Enhanced Reporting Ul

« View all departments available for reporting

» Create and manage reports across departments

Note: By default, this permission is enabled for certain predefined application roles (such as

System Admin and App User Admin). For custom roles, administrators must enable it explicitly.
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Report List View

The report list displays all reports created through:

» User Interface (labeled using username), and
* Reporting APIs (labeled as API)
Note that for legacy reports created through user interface in earlier releases, the label displays

'User" instead of the actual username. This distinction helps users identify how a report was

created, especially when reports are consumed by external tools such as Power Bl or Tableau.
Each report entry includes details such as:

e Status

* Report name

* Report ID (can be copied for sharing)
» Created by (User or API)

* Report type

* Run type (Immediate or Schedule)

* Run date

» Expiry date

Enabled

Action buttons (Requeue, Edit, View Runs, and Download) appear on hover only for reports

created through the user interface. No action buttons are displayed for APIl-generated reports.
Note: Once a report has expired (after its expiry date), the Download button is no longer available.

A Refresh option allows users to reload the report list to view the latest status updates.

Filtering the Reports

When a large number of reports exist, users can narrow down the list using available filters,

including:

* Report name

» Report type
The following report types are available for filtering:

o |tem Details
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Item Metrics

o

> Item Metrics by Monitored Employee

o Evidence of Review

o Evidence of Review by Department

o Item Archived Metrics

o Item Classification Metrics

o Item Hotword Metrics

o Item Label Metrics

o Item Label Metrics by Department

> Reviewer Assessment

> Reviewer Mapping

o User Roles

o |tem List and Filter Summary

o Reviewer Assessment Activity Date
Note: Although Enhanced Reporting - User Interface currently supports the generation of the
following report types: Item Details, Item Metrics, Evidence of Review, Item Hotword Metrics,

User Roles, and Reviewer Assessment Activity Date, the Report type filter also includes report

types generated through other reporting methods, such as the API and Review pane.
* Report Enabled Status (All, Enabled, Disabled)
* Run status (Queued, Processing, Ready, Failed, Retry Queued, Scheduled)
* Run Start Date
* Run End Date
e Report ID

* Run Type (Immediate, Schedule)

Run Types

Enhanced Reporting interface supports two run types:
1. Immediate Run

» The report runs once, immediately after submission.

» Only a single execution is created.
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* Run can be requeued or downloaded.
» Requeue is not available for Iltem List and Filter Summary reports generated before the July

2026 release.

2. Schedule Run

» The report runs automatically based on an existing report-specific schedule.

e Schedules must be created in advance under Configuration > Schedules > New Schedule >

Scheduled for: Report.

¢ When scheduling for a report, user can opt for:

> Daily or weekly execution

> Hour-based frequency only (Minute-level schedules are not supported for reports.)

e Only schedules created for Report are available for selection.
* An eye icon allows users to view all executions associated with a schedule.
e Each execution appears as an individual entry in the report list.

e Individual runs can be requeued or downloaded independently.

Creating a Report

Note: For detailed information about the general workflow and the parameters used to generate
each report type, see the respective report type under Working with reports > Enhanced

reporting - API.

1. To create a new report, click New Report. The Run Report window is displayed.
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Run Report

Configure and schedule a report using our new reporting endpoint APIs to enhance analytics capabilities.

Report name *

‘ Enter report name

Report type "

‘ Itern Details

Date type

‘ Capture Date A |
Report date range* (1)

‘ Calender last week - |
Effective date range

Start date - 03/16/2026 End date : 03/22/2026

Departments

Message types

\ Q

Run Report

Run timing *

Schedule for later

Generate CSV (D

Zip password

[0 Include item history

Item history event type

| A

@ x

Configure and schedule a reporf using our new reporting endpoint APIs to enhance analytics capabilities.

Report name

‘ Enter report name

Report type *

‘ Item Details

M ‘

Date type

‘ Capture Date

M ‘

Report date range™ (0)

Fixed Rolling (relative)

‘ Calender last week

Effective date range

Start date : 06/22/2026 End date : 06/28/2026

Departments

Q|

Message types

2. Provide the following parameters:

* Report Name

* Report Type
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Run timing *

‘ Schedule for later

Run now

Schedules Is enabled

‘ [ 03DecReportSchedNew ] Q. |

Summary : Occurs on 25-12-04 af 23:00 (UTC fime).

Generate CSV ()

Zip password

D Include item history

Item history event type
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The report creation dialog dynamically updates to show the other report filters based on the

selected report type.

Run Report X

Configure and schedule a report using our new reporting endpoint APIs to enhance analytics capabilities.

Report name * Run timing *
| Enter report name ‘ Schedule for later m
Report type *

O Return by department @ Return by employee

| Evidence of Review - ‘

Return zero capture records (3)
Report date range ™ (i)

Generate CSV (@)

Fixed Rolling (relative)
Zip password

|. Calender last week - ‘ |

Effective date range

Start date : 03/23/2026 End date : 03/29/2026

Departments
|_ Q|
Monitored employees

|j Q|

Message types

| ~

Note: For Item Metrics report type, when the report is generated by department, results are

returned only up to the previous day. Results for the current date are not included.
e Date Type (in case of Item Details report type)

¢ Report Date Range

> Fixed date range

> Rolling date range

e Departments

* Message type

¢ Monitored employees

e Message direction

e Capture types

e Scopes

e Users

» Reviewer activity types (Marks, Escalations, Comments, Appraised, Labels)

e Assessment activity types (Marks, Escalations, Comments, Appraised, Labels)
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Note: Reviewer and assessment activity types cannot have overlapping selections.

* Run Timing

o Schedule for later i.e. Schedule

o Run now i.e. Immediate
3. Select Generate CSV option to export the selected report data as a CSV file.

Note: For Item Details, Item Metrics, and Evidence of Review reports generated through
Enhanced Reporting - User Interface, the CSV output includes the input parameters used for

report generation.
4. Provide a password for the ZIP file to be exported.

5. Click Save.

6. Refresh the report list to view the new report request.

Re-run, Edit and Download Reports

At the end of the report list entry, you can find the following options:
Re-run (Requeue)

* Available only for Immediate reports and individual executions within Schedule runs.

» Opens the report creation dialog with pre-filled values.

» Users can modify report name, and update filter criteria.

* Report type cannot be changed.

» Report parameters for Item List and Filter Summary reports cannot be modified in either

Requeue or Edit mode.

Note: In Item List and Filter Summary reports, filters that were not selected when the original

report was generated are displayed as None.
Edit
 Available only for Schedule reports.

 Allows updating report name, filter criteria, and can be rescheduled.

» Past executions remain unchanged; updates apply only to future runs.

Download

» Expired reports cannot be downloaded.
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* Reports can be downloaded only in CSV format.
» The Ul does not display report data or visualizations.

» Users can open downloaded CSYV files in external analytics tools such as Excel, Power BI, or

Tableau.

Enhanced reporting - API

This section includes the following topics:

* Overview
» Getting started with Reporting APIs

* API Reference

o Classification Tags API

o Content Sources API

o Departments API

o Labels API

o MonitoredEmployees API

o ReportStatus API

> Roles API

o Searches API

o Users API

o Evidence Of Review API

o ItemArchivedMetrics API

o ItemClassificationMetrics API

o ItemDetails API

o ItemHotwordMetrics API

o ItemLabelMetrics API

o ItemMetrics API

o ReviewerAssessmentActivityDate API
o ReviewerAssessmentMetrics API
> ReviewerMapping API

o UserRoles API
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Overview

Arctera Surveillance supports reporting endpoint APIs to improve reporting and analytics

capabilities. Currently there are two types of reporting endpoint APIs:

Submit Report Endpoint: This API executes a request and continue to perform other tasks
without waiting for the immediate response from servers. The server processes the requests
independently. Client receives a response from Submit Report Endpoint with details to track the
request. When the data is ready, the client calls the API to retrieve data. View Report Endpoint
returns report status and report data location in response. The client uses this location URL to track

the status of report generation and get the data when the report is ready.

They are recommended for large or long-running reports where instead of waiting for report
generation to complete, the client submits the request, receives a report ID, and retrieves the

completed report later.

View Report Endpoint: This API executes requests in a blocking manner, where each request is
processed sequentially. Upon execution of the request, the server waits to complete the first task

before proceeding with another tasks. The client remains idle during this time.

They are best suited for reports that can be generated quickly and returned within a single request.

REPORT ENDPOINT EXECUTION MODE APIS INVOLVED DESCRIPTION
Submit Report Asynchronous Submit API + View Queues the report
Endpoint API request and allows

you to retrieve the
completed report

later.
View Report Synchronous Single API Generates and
Endpoint returns the report in

the same request.

Note: Submit Report Endpoints or Asynchronous APIs use the 'Async' suffix. View Report
Endpoints or Synchronous APIs do not include a suffix in the APl name. For example,
EvidenceOfReview is the synchronous API, whereas Evidence OfReviewAsync is the

corresponding asynchronous API.

Refer to the details below for the supported synchronous and asynchronous APIs.
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API SYNC ASYNC
Classification Tags Supported Not Supported
Content Sources Supported Not Supported
Departments Supported Not Supported
Labels Supported Not Supported
Monitoring Employees Supported Not Supported
Report Status Supported Not Supported
Roles Supported Not Supported
Searches Supported Not Supported
Users Supported Not Supported
Evidence of Review Supported Supported
Item Archived Metrics Supported Supported
Item Classification Metrics Supported Supported
Item Details Supported Supported
Item Hotword Metrics Supported Supported
Item Label Metrics Supported Supported
Item Metrics Supported Supported
Reviewer Assessment Activity Supported Supported
Date
Reviewer Assessment Supported Supported
Metrics
Reviewer Mapping Supported Supported
User Roles Supported Supported
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To utilize these reporting endpoints, the administrator must configure them in Arctera Surveillance.
Upon successful configuration, Arctera Surveillance generates a base URL and API keys to ensure

secure access to the reporting endpoints.

To securely access data, the primary or secondary API keys serve as passwords, unique to each
reporting endpoint configuration. The specified IP addresses during the configuration of these

enhanced reporting endpoints are authorized and permitted for API calls.

Getting started with Reporting APIs

Configuring a reporting endpoint

To configure a reporting endpoint, you must have a System Admin role or the Configure Reporting
API Endpoint permission to your role. If you do not have this permission, contact your system

administrator.

In this release, only one reporting endpoint configuration can be created. After the endpoint is
configured, you can change the configuration, regenerate API keys, and activate or suspend the

endpoint as needed.
To configure a reporting endpoint

1. In the left navigation pane, select Configuration>Reporting Endpoint tab.

o

Click Add to configure a Reporting APl Endpoint. Consuming the Reporting APls requires this configuration.

2. Click Add.

3. On the Add New Endpoint Configuration page, specify the following details and click Save.

PARAMETERS DESCRIPTION

Name Specify a unique name for the reporting
endpoint configuration.
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PARAMETERS DESCRIPTION

Description Provide a brief description of the reporting
endpoint configuration.

Scope Decides which APls are accessible via
current configuration.

By default, it is set to All API.

IP Address P acdress + @

XXX KKK KKK XXX

Prass Enver afrer sach P Addrass 1o add mulrie valuss

[ 1P Address Range
+Add 1 Delete

O Start IP Address End IP Address

No data to display

Specify individual IP Addresses that are
allowed to access APlIs via current
configuration.

Note: Only IPv4 addresses are supported in
this release.

IP Address range
Disable IP Address Validation ? x

A Are you sure you wanf to save without
an P Address ? This will disable the IP
Address validation.

. R

Specify the range of sequential IP Addresses
that are allowed to access APIs via current
configuration.

IP addresses outside of that range are not
permitted to access the API.

Note: Only IPv4 addresses are supported in
this release.

Select at least one of the checkboxes (IP
Address or IP Address Range) and provide
valid IP values for the same.

If neither IP Address nor IP Address Range is
selected, IP address validation is disabled,
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PARAMETERS DESCRIPTION

allowing unrestricted API access. In such
cases, a confirmation message is displayed
before saving the configuration.

Primary and Secondary API Key After saving the reporting endpoint
configuration, the application automatically
generates primary and secondary API keys
and saves them to the reporting endpoint
configuration.

API callers need to specify any of these API
keys to access these APIs.

Note: The primary and secondary API keys
are provided so that if you want to replace
any of the keys, you can use another one
without experiencing any downtime.

Endpoint Base URL After saving the reporting endpoint
configuration, the application generates the
Endpoint Base URL automatically. API
callers must use this URL as the starting
point for accessing API.

Ensure that the configured reporting endpoint is listed on the Reporting Endpoint tab. If
required, click the Refresh icon. The application masks primary and secondary keys for

security reasons.

4. Click the Action menu ( : ) in the same row to perform the following actions:

Secondary Key Created on

AR SRR RN R R R ]”‘2?]’2023 i

Show/hide keys
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» To view or hide the keys, select Show/hide keys.

» To copy the base URL, primary key, and secondary key, click the Copy icon in the

respective column, or click the reporting endpoint name and copy the required information.

 To edit the reporting endpoint configuration, select Edit. Modify the configuration as needed

and click Save.

» To regenerate the API keys, click Regenerate adjacent to the primary and secondary API
key fields.
Note: API keys can be regenerated for the active reporting endpoints only.

» To suspend the active reporting endpoint, select Suspend to block access to the Reporting

APIs. Specify the reason for suspending the reporting endpoint and click Suspend.

» To activate the suspended reporting endpoint and regenerate primary and secondary keys,

select Activate.

Activate Endpoint Configuration x

[[J Regenerate Primary APl Key as part of activation

[0 Regenerate Secondary APl Key as part of activation

Comment for activating

Cancel Activate

Select the primary and secondary API key generation check boxes as needed. Specify the
reason for activating the reporting endpoint and click Activate. The application displays the

date of expiry for these API keys.

Authentication

To ensure the security and integrity of data access, the Reporting API requires authentication.
Authentication is used to verify the identity of the requesting client or application and determine
whether it has the necessary permissions to access the API resources. There are two primary

authentication methods supported for this API:

API Key authentication
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Upon configuring the reporting endpoint API, a Base URL, a primary and secondary AP| Keys are
generated. Include either primary or secondary API key in the X-API-Key header of your API

requests.
For example,

X-API-Key:<Primary or Secondary API Key>
Basic authentication

Basic Authentication is a method where API clients provide a username and password with each
request. Users use an encoded string in the Authorization header for this method. The recipient of

the request uses this string to verify the users' identity and their access rights to a resource.
For example,

Authorization: Basic <Base64 encoded credentials>
To generate a Base64 encoded credentials

1. Combine the credentials (username and password) with a colon (:).

Note: The username must be ReportingApiUser. The password can be either a primary or a
secondary API Key provided after configuring the reporting endpoint. Use either one as your

password.

For example, ReportingApiUser:32adasdf3asdcvzxcweasd

2. After specifying the credentials as mentioned in the step above, generate a Base64 encoded

credentials. It is required while setting authorization header.

For example, dGVuYw500mtleQ==

Therefore, requests made by this user would be sent with the following header:
Authorization: Basic dGVuYW500mtleQ==

When a server receives this request, it can access the Authorization header, decode the
credentials, and look up the user to determine whether access to the requested resource

should be allowed.

Classification Tags API

Overview
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The Classification Tags API returns the list of classification tags configured in Arctera Surveillance.
Endpoint URL
GET https://<Reporting endpoint Base URL>/odata/ClassificationTags
Sample request
GET https://<Reporting endpoint Base URL>/odata/ClassificationTags
Sample response

Status code: 200 OK

*§odata.context™: "httpa: <{Reporting endpoint Base URL>»/odata/FmetadatalClassificationTags”,
"valus®:z [

"eagiD™i 5

*tagiame®: *Maripet Abuse®,

“taglype":

"eagliD™: #
="cagiamse®*: "Money Laundering®,
"ragType™: "Cavegory",
*createDate™:

*ordi fiedBate®: *"2032-02-08T08:30:00-08:00"

"cagliD™i
e T R T I g T . -
caglame®y Offenaive Language®;

tagType®:

caglD=:

- L
"tagiame®: =0ff-Channel

Communications®™,

caglype™: "Inc
sreatelate®; = ¥ 09TO3e N1 00=00100",
ssadifigdDate®: "2022-02-00T0%:31:00-08:00"

Supported OData Filters
See Supported OData query options.
Responses

See Responses.

Content Sources API

Overview

The Content Sources API returns the list of supported content sources in Arctera Surveillance.

333



ARCTERA™ SURVEILLANCE

Endpoint URL

GET https://<Reporting endpoint Base URL>/odata/contentsources
Sample request

GET https://<Reporting endpoint Base URL>/odata/contentsources
Sample response

Status code: 200 OK

"@odata.context": "Reporting Endpoint Base URL/odata/Smetadata#ContentSources”,
"value": |

{

"contentSourceId": 1,
"name": "Exchange",
"isDirectional": true

"contentSourceId": 2,
"name": "Instant Messaging",
"isDirectional": false

"contentSourceId": &,
"name": "Domino",
"isDirectional": true

"contentSourcelId": 11,
"name": "Teams Chat",
"isDirectional": false

}
Supported OData Filters

See Supported OData query options.

Responses

See Responses.

Departments API

Overview

The Departments API returns the list of departments available in Arctera Surveillance.
Endpoint URL

GET https://<Reporting endpoint Base URL>/odata/departments
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Sample request
GET https://<Reporting endpoint Base URL>/odata/departments
Sample response

Status code: 200 OK

"Bodata.context™: “https:/S<PBeporting endpoint Base UR»/odata/SmetadatafDepartments”®,
"walus": [
{

"departmentId™: .

"departmentlass": "Atlas-Groupl-D1T,

“status™! =Closed®,

"ocreatebate™: "2018-05-23T15:15:15.883-07:00",

"modifiedDate™;: "2023-08-31T03:00:08.553-07:00"

"departmentId®: P

"departmentMams": "Atlas-Groupl-D2-=,

"otatus": "3pen",

“createDate": "2016-05-23T715:15:1&¢.03-07:00",
"modifiedhate™: "2023-08-31T03:00:08.553-07:00"

]r
"Badata.nextLink™: "htops:S/<Reporting endpoint Base UR»/odata/departments?iskiptoken=eBs0™

]
Supported OData Filters

See Supported OData query options.
Responses
See Responses.
Labels API
Overview
The Labels API returns the list of labels available in Arctera Surveillance.
Endpoint URL

GET https://<Reporting endpoint Base URL>/odata/Labels
Sample request

GET https://<Reporting endpoint Base URL>/odata/Labels
Sample response

Status code: 200 OK
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"@odata.context™: "https://<Reporting endpoint Base
URL>/odata/Smetadatad#labels”,
walue": [
{
"labelID": 20,
"labelName": "Labell"™,
"description": "Labell description”,
"ishActive™: true,
"caseID": ©491,
"isFropagated": true,
"modifiedDt": "2023-01-18T21:11:19.663-08:00",
"scope™: "Department”

"labelID": p

"labelName": "Testl"™,

"description": "Testl",

"ishctive™: true,

"caseID": | 3,

"isPropagated": true,

"modifiedDt™: "2023-01-23T04:12:39.477-08:00",
"scope™: "Department"”

"labelID": 207,

"labelName": "@",

"description": "nediugye",

"isActive™: true,

"caseID": 6,

"isPropagated”: true,

"modifiedDt™: "2023-01-16T22:25:58.323=-08:00",
"scope™: "Department"

1}
Supported OData Filters

See Supported OData query options.
Responses

See Responses.

Monitored Employees API

Overview

The Monitored Employees API returns the monitoring percentage configured for each message
type of every monitored employee across departments. The API supports both HTTP GET and
POST methods.

Endpoint URLs
e GET https://<Reporting endpoint Base URL>/odata/MonitoredEmployees?

Departments=[1list of comma-separated values]
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e POST https://<Reporting endpoint Base URL>/odata/MonitoredEmployees
Sample requests

* GET https://<Reporting endpoint Base URL>/odata/MonitoredEmployees?

Departments=[1,2,4,7]

e POST https://<Reporting endpoint Base URL>/odata/MonitoredEmployees
Parameters / Filters

Specify the following filters to obtain refined and selective results from this report.

NAME REQUIRED DESCRIPTION

Departments Optional Specifies IDs of the
departments to get
monitoring percentage details
for all message types for
each monitored employee in
the departments.

If Department IDs are
specified, the result returns
details for those departments
only.

If Department IDs are not
specified, the result returns
details for every available
department.

Data Type: JSON array of
integers 'id' (identifier fields)
that is Departments.

Note: To get the Department
IDs, see Departments API.
Refer to the ‘departmentid’
field only.

Scenario 1: To get the monitored employees level monitoring percentages for a specified

single department
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Input:

POST https://<Reporting endpoint Base URL»Sodata/MonitoredEmployees
{

"Departments™: [&E€],

}

Scenario 2: To get the monitored employees level monitoring percentages for specified list
of departments.

Input:

POST https://<Reporting endpoint Base URL>»/odata/MonitoredBEmplovess
{

"Departments™: [E6,E7],
}

Scenario 3: To get the monitored employees level monitoring percentages for all
departments

Input:

POST https://<Reporting endpoint Base URL»/odata/monitoredEmplovess
It

"bBepartments" : []

}

Scenario 4: To get the monitored employees level monitoring percentages for all
departments

Input:

POST https://<Reporting endpoint Base URL»/odata/monitoredEmployees
It
}

Sample responses

Sample response for scenarios 1 to 4 are as follows:

Status code: 200 OK
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"fodata.context": "https://<Reporting endpoint Base
URL>/odata/SmetadatasMonitoredEmployees™,
"Qodata.count®: 59,
"valus": [
{
"departmentId®": &g,
"monitoredEmployeeId™: 2,
"monitoredEmployeeName™: "johndoe",
"monitoredEmployeelogin®™: "AKA\\johndoe",
"monitoredEmployecEmail™: |
*johndoe®aka.com®,
"johndoe newBaka.com"
1e
"messageType": [
{
"contentSourceId®: 1,
"contentSourceNams": "Exchange®,
"isDirectional®™: true,
"percentageReviewInternal®: 2.0,
"percentageReviewExtIn": 2.0,
"percentageReviewExtOut": 2.0,
"cleanSampleCap":

"contentSourceId": 2,
"contentSourceName": "Instant Messaging”,
"isDirectional™: false,
"percentageReviewInternal™: 2.0,
"percentageReviewEXtIn™: 0.0,
"percentageReviewExtout™: 0.0,
"cleanSampleCap™:

]
Supported OData Filters

See Supported OData query options.
Responses

See Responses.

Report Status API

Overview

The Report Status API returns the status of all reports by default. If a Reportld is included in the

query, the API returns the status of the specified report.
Endpoint URL
GET https://<Reporting endpoint Base URL>/odata/ReportStatus

Sample Request
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 To view status of all the Async reports, execute the following query:
GET https://<Reporting endpoint Base URL>/odata/ReportStatus

Besides the ReportStatus parameter, this APl supports all the OData query options (See

Supported OData query options). See an example below.

GET https://<Reporting endpoint Base URL>/odata/ReportStatus?
$Count=true&$Skip=100&$Top=200

e To view status of a specific Async report, execute the following query:

GET https://<Reporting endpoint Base URL>/odata/ReportStatus?
ReportId=a337e782-aa81-40fd-a65c-589blbb6da55

Sample response
Status code: 200 OK

For single report ID:

"@odata.context™: https://<Reporting endpoint Base
URL>fodata/ReportStatusiReportId=al3TeT82-aa81-40fd-a65c-5659b1bbEdass
| "value™: [
| [
"reportId": "a33TeT782-aafl-40fd-afS5c-58%blbbEdass"”,
"reportName": "al SAJD",
"reportType": "Evidence Of Review",

: "2024-07-05T14:07:20.503+05: 30",
pOEL " "cusued®,
"info": "Successiully queued the report request.”

}
For multiple report IDs:
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"Bodata.context™: "https://<Reporting endpoint Base
URL>/odata/Smetadata#Reportstatus™,
"fodata.count™: p
"value™: [
{
"reporcId": "137c0384-ccfT-4099-8efe-0eld3a3ifdcs0",
"reportMame": "ReportStatus 1",
"reportType": "Evidence Of Review",
"reportDate®™: "2024=07=01T12:37:07.06+05:30%,
"reportStatus™: "Processing”.
"info": "Report generation 1s in progress.”™

"reportId": "5c95349f-225f-4a32-8370-1845elfe5567",
"reportName": "ReportRegquest 2",

"reportType": "Evidence Of Review",

"reportDate™: "2024-07-01T13:58:23.153+05:30",
"reportStatus™: "Ready”.

"The report is ready.”

}
Report statuses and description

STATUS DESCRIPTION
Queued The report is currently queued for generation.
Processing The report generation is currently in progress.
Ready The report is generated and available for

review and utilization.

RetryQueued The report generation failed and has been
queued for retry.

Failed The report generation has failed even after
retrying.
Roles API
Overview

The Roles API returns the list of roles and permissions available in Arctera Surveillance.
Endpoint URL
POST https://<Reporting endpoint Base URL>/odata/roles

Sample request
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GET https://<Reporting endpoint Base URL>/odata/roles
Sample response

Status code: 200 OK

"fodats. context®: "hteps://<Reporting endpoint Base URLs/odata/s$metadatagfol==s®,
| "yalue™) [

"rplerd": 23E,

"department”: .

"roleName™: "Department RCL UssrT,
"roleDesc®™: "User is on departm=nt RCL",
"soope": "Department®.

1eType™: "Department BCL Tsex©,
rolepermissions": []

"roleld™: 217,
"department": noull,
"roleName®: "Uszer Bdmin",
"roleDesc®™: "Lets you manage Che properties of the department and monltored employees, assign
department roles such as Depactment Reviewer to users, generate and wiew czports on department
details, and review progeess.”,
"zoope™: "Department®,
"roleType®: "System",
| "rolePemissions": [
"Review Meszages",
"ndd Cwn Review Comments",
"nssign % Eeview Requircment™,
"Szarch Captura”,
"Export Messages®,
"nad Hotwords“,
"Erant Useras Rocess",
"hadd Menitored Employess™,
"Configure Department Properties",
"View Reports”,
"Manage Exceptions®,
"Escalate Messages",
"Manage Reviewing comments",
"Show Bevliewer Summaries On Home Page",
"hooept s=arches®,
"Tiew Task Status®,
"View Rudlt Information™,
"chow Hotwords Inm Ss=arch™,
“show Intelligent Review Details in Review®

1
¥
1.
"Rodata. nextlink™: "hoops://S<Reporcing endpoint Base DRLx»/fodatalrolestsaskiptoken=zZ3a0"
1
Parameters/Filters

Specify the following filters to obtain refined and selective results from this report.

NAME TYPE DESCRIPTION
Departments Optional Specifies IDs of the
departments to which roles
belongs to.
Limitations:

The Roles API can pass a
maximum of 100
Departments IDs as input.
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NAME TYPE DESCRIPTION

Data Type: JSON array of
integers 'id'(identifier fields)
that is Departments.

Scopes Optional Specifies the scope of the
roles. Possible values are:
160 for application-level roles
and 161 for department-level
roles.

Data Type: JSON array of
integers 'id'(identifier fields)
that is Scopes.

Sample request with filters

POST https://<Reporting endpoint Base URL>/odata/Roles

"Departments": [5,6],

"Scopes" :[161]

Sample response with filters

Status code: 200 OK

"RBodata.context"™: "https://<Beporting endpoint Base URL»/odata/smetadatafRoles®,
| "yalue®: [
I {
"roleld™: 234,
"department™: 23,
"roleName™: "Department BCL User”,

"rolelesc™: "User is on department ACLT,
"zcope™: "Department™,

"roleType": "Department ACL User”,
"rolePermissions™: []

1
Supported OData Filters

See Supported OData query options.
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Responses

See Responses.

Searches API

Overview
The Searches API returns the list of searches available in Arctera Surveillance.
Endpoint URL
GET https://<Reporting endpoint Base URL>/odata/Searches
Sample request

GET https://<Reporting endpoint Base URL>/odata/Searches?
StartDate=2025-01-01&EndDate=2025-01-10

Parameters/Filters

Specify the following filters to obtain refined and selective results from this report.

NAME TYPE DESCRIPTION

Start Date Mandatory StartDate is the date on
which the searches are
created in Arctera
Surveillance.

This filter specifies the start
date for returning count of
searches whose creation
date is greater than or equal
to this start date.

Data Type

Date in the YYYY-MM-DD
format that is StartDate.

Limitations
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NAME TYPE DESCRIPTION

End Date Mandatory This filter specifies the end
date for returning count of
searches whose creation
date is less than or equal to
this date.

Data Type: Date in the YYYY-
MM-DD format that is
EndDate.

Limitations: For the cloud-
based application, a
maximum of one year
duration is allowed.

Sample response

Status code: 200 OK
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“flodata.context™: "https://<Reporting endpoint base
URL>»/cdata/Smetadata#Searches”,
"yvalue": [

{
"parentSearchID": null,
"parentSearch": null,
"searchID": 459,
"name": "19463-DeptIml™,
"scope": "Department",
"runbDate™: "2025-01-02T02:27:00=08:00",

"deptID": 19463,

"department”: "AutoEBorIR1-20125020808",
"hits": &,

"sampled":

"relevantSampled®: 0,

"status": "In Review",

"searchType": "Immediate"

"parentSearchID": null,
"parentSearch": null,
"gsearchID": 11 '
"name": "194&3-DeptSch2",
"scope": "Department",
"runbDate™: "2025-01-02T02:31:00-08:00",
"deptID": 463,
"department": "AutoEorIR1-2012502080&",
"hits": P
"sampled": -1,
"relevantSampled": 1,
"status": "Schedule",
"searchType": "Schedule"
}
]

Supported OData Filters
See Supported OData query options.

Responses
See Responses.
Users API
Overview
The Users API returns the list of users available in Arctera Surveillance.
Endpoint URL
GET https://<Reporting endpoint Base URL>/odata/users

Sample request
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GET https://<Reporting endpoint Base URL>/odata/users
Sample response

Status code: 200 OK

"@odata.context": "https://<Reporting endpoint base URL>/odata/
$metadata#Users",

"value": [

"userId": 1,
"userName": "Active Directory Container",
"userLogin": "TargetGroup_1",

"userEmail": null

3

{
"userId": 2,
"userName": "Active Directory Search",
"userLogin": "TargetGroup_2",
"userEmail": null

3

{

"userId": 3,

"userName": '"New Employee Group",
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"userLogin": "TargetGroup_3",

"userEmail": null

+

{
"userId": 4,
"userName": "DEV",
"userLogin": "TargetGroup_4",
"userEmail": null

}

Note: The userEmail parameter corresponds to the primary email address, or it may be null if no

email is available.

Supported OData Filters

See Supported OData query options.
Responses

See Responses.

Evidence of Review API

This topic provides information on the following:

* QOverview

* General workflow

Submit Report Endpoint (asynchronous)

» View Report Endpoint (synchronous)
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» Sample reference reports

Overview

The Evidence of Review API generates reports that provide insights into review activity performed
on captured items in Arctera Surveillance. The report helps organizations demonstrate compliance
by showing how review activities have been carried out across departments or monitored

employees during a specified time period.

You can use this API to analyze review coverage, identify reviewed and unreviewed items, and
generate evidence required for compliance audits or regulatory reporting. The API supports both
synchronous and asynchronous execution methods, allowing you to choose the most appropriate

option based on the size and complexity of the report.
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General workflow

Evidence of Review Report — Behaviour Guide

Provides evidence of how captured items have been reviewed by compliance reviewers, broken down by Department or
Monitored Employee— useful for demonstrating reviewer accountability and audit compliance.

SECTION 1: Report Filters
r [ReportName] I['[StarlDale!EndDate]_]m [Departments] l[MoniloredEmployeeﬂH [MessageTypes]

o [CaptureTypes ReturnZeroCapture
ﬂ[Messageﬂlreclmns] :] P . | [Searches] [ReturnByDepartment] Records]

SECTION 2: Grouping Behaviour

ReturnByDepartment = False (Default) @EFAUED ReturnByDepartment = True

[ Date filters by Capture Date J [ Date filters by Capture Date
v L
[ Grouped by Monitored Employee ] [ Grouped by Department ]
! |
monitoredEmployeeld, monitoredEmployee, A Note: monitoredEmployeeld, monitoredEmployee,
totalMessagesForSampling populated totalMessagesForSampling return -1
l .
A\ searchHits field is NE[r :agﬂlrlr?:b:e for employee grouping [ searchHits field IS applicable ]
RetumZeroCaptureRecords = True? <_ReturnZeroCaptureRecords = True’
Yes No Yes o
[}
Output; Review counts Output: Review counts Output: Review counts Output: Rewew counts
per Monitored Employee per Monitored per Department + per Department +
including records with Employee searchHits including searchHits

count as zero records with cnunt as zero

Key Notes (StanDate;’EndDate filter on Capture Date) (CaptureTypes only IDs 2, 6, 99) (-1 value means Not Applicable)

The general workflow for Evidence of Review Report is as follows:

1. Report Filters:

* ReportName, StartDate/EndDate, Departments, MonitoredEmployees, MessageTypes,

MessageDirections, Searches.

CaptureTypes - Only IDs 2, 6, 99 are valid.

ReturnByDepartment — Controls grouping.

* ReturnZeroCaptureRecords — Decides whether zero-count records are shown.

2. Grouping Behavior:
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ReturnByDepartment = False (Default)

 Date filters by Capture Date.

» Grouped by Monitored Employee.

 Fields populated: monitoredEmployeeld, monitoredEmployee, totalMessagesForSampling.
+ searchHits not applicable (returns -1).

* If ReturnZeroCaptureRecords = True — Output includes employees with zero counts.

 If False —» Output shows only employees with review counts.
ReturnByDepartment = True

 Date filters by Capture Date.

» Grouped by Department.

» Employee-related fields return -1.
 searchHits is applicable.

 If ReturnZeroCaptureRecords = True — Output includes departments with zero counts +

searchHits.

 |If False —» Output shows only departments with review counts + searchHits.

Notes:

 StartDate/EndDate always filter on Capture Date.
e Only CaptureTypes 2, 6, 99 are valid.

« A -1 value means “Not Applicable.”

Submit Report Endpoint (asynchronous)

This API submits the report generation request which executes asynchronously. Result of this API
contains identifier for report, status and location for retrieving the report data. | The report identifier

and locations in the result can be used to track the report generation operation.
Note (only for the users who have used earlier versions of this API):

* There were two separate reporting endpoint APIs: EvidenceOfReviewByDept and
EvidenceOfReviewByUsers. However, from this release, these two APIs have been merged
into one API called EvidenceOfReview. This unified API offers the same detailed reports which

is conveniently accessible in one place.

» The users field is changed to monitoredemployees.
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* A new filter Searches is added.

* ReturnByDepartment: This parameter has been added to get the records grouped by
departments and is set to False by default. When set to False, the monitoredEmployeeld,
monitoredEmployee, and totalMessagesForSampling parameters are applicable, thus returning

the searched values in the response.

Conversely, if set to True, the monitoredEmployeeld, monitoredEmployee, and
totalMessagesForSampling parameters are not applicable, thus returning the -1 value in the

response.

» ReturnZeroCaptureRecords: This parameter has been added and is set to False by default.
When set to False, parameters with a result count of zero will not be displayed in the output.

Conversely, if set to True, parameters with a result count of zero will be included in the output.

* The Reviewed output parameter has been removed and replaced with the ReviewedRelevant

and ReviewedIrrelevant parameters.

However, the Unreviewed output parameter has been retained. In addition, the

UnreviewedRelevant and Unreviewedlrrelevant parameters are added.

* In the response, the -1 value for searchHits signifies Not Applicable.
To use the EvidenceOfReviewAsync API, follow the steps below:
1. Call the EvidenceOfReviewAsync API to submit report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as

needed:

GET https://<Reporting endpoint Base URL>/odata/EvidenceOfReviewAsync
POST https://<Reporting endpoint Base URL>/odata/EvidenceOfReviewAsync
Sample input

* GET https://<Reporting endpoint Base URL>/odata/EvidenceOfReviewAsync?
ReportName= <name of report>& StartDate=<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>

&Departments=[<DeptID1>,<DeptID2>, ...]&MessageTypes=[<MessageTypelID1>, <MessageTypeID:

=[<MessageDirectionID1>,<MessageDirectionID2>, ...] &
CaptureTypes=[<CaptureTypeID1>,

<CaptureTypelD2>, ...]&ReturnByDepartment=True&ReturnZeroCaptureRecords=False

* GET https://<Reporting endpoint Base URL>/odata/EvidenceOfReviewAsync?
ReportName=TestReportl&StartDate=2024-01-01&EndDate=2024-06-30
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&Departments=[101, 102] &MessageTypes=[1,7]&MessageDirections=[1, 2]

&CaptureTypes=[6,99]&ReturnByDepartment=True&ReturnzZeroCaptureRecords=False

* POST https://<Reporting endpoint Base URL>/odata/EvidenceOfReviewAsync

Parameter/Filters

The following filters can be used with the EvidenceOfReviewAsync APl when invoked using the

GET and POST methods. The system uses the AND operator between the filters to return the

result based on the specified filters.

PARAMETER

ReportName

StartDate

EndDate

REQUIRED

Mandatory

Mandatory

Mandatory
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DESCRIPTION

Specify a name of the
report.

StartDate is the date on
which items are captured or
ingested in Arctera
Surveillance is recorded as
the CaptureDate for that
item.

This filter specifies the start
date for returning count of
items whose CaptureDate is
greater than or equal to this
start date.

Data Type: Date in the
YYYY-MM-DD format that is
StartDate.

This filter specifies the end
date for returning count of
items whose CaptureDate is
less than or equal to this
date.

Data Type: Date in the
YYYY-MM-DD format that is
EndDate.
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PARAMETER REQUIRED DESCRIPTION

MessageTypes Optional Specifies the type of
captured items and returns
item counts for items that
have the specified message

type.

Data Type: JSON array of
integers 'id' (identifier fields)
that is MessageType IDs.

Limitation: As an input, this
API can pass maximum 100
MessageType IDs.

Departments Optional Specifies the departments to
which the captured item
belongs and returns item
counts for items within that
department.

Data Type

JSON array of integers
'id' (identifier fields) that is
Department IDs.

Limitation

As an input, this API can
pass maximum of 1000
Departments IDs.

Note

- To include results for all
departments of a specified
customer in a report, do not
specify any department IDs
in a query.
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PARAMETER REQUIRED DESCRIPTION

- To include results for
specific departments of a
specified customer in a
report, specify department
IDs in the query.

MonitoredEmployees Optional This field specifies the
monitored employee IDs for
which the report has to be
generated.

For example, if a
department has 10
monitored employees but
only 2 are specified in this
filter, the report will include
item counts for only those 2
monitored employees.

Note:

- To include all monitored
employees in a report, do
not specify any monitored
employee IDs in a query.

- To include results for
specific monitored
employees of a specified
customer in a report, specify
monitored employee IDs in
the query

- The valid values of
monitored employees are
the IDs of any monitored
employee from the Arctera
Surveillance
MonitoredEmployee ID list.
This ID list can be fetched
from the
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PARAMETER REQUIRED DESCRIPTION

MonitoredEmployee API
endpoint. See Monitored
Employees API . Refer to
the MonitoredEmployeeld
field only.

Data Type: Integer ID of the
user.

MessageDirections Optional Specifies whether the item
was sent/received from
within the organization or
from an external source and
returns item counts for items
that have the specified
message direction.

Data Type: JSON array of
integers 'id'(identifier fields)
that is MessageDirection
IDs.

Limitation: As an input, this
API can pass maximum 5
MessageDirection IDs.

CaptureTypes Optional Specifies the mode/
technique used to capture
the item in Arctera and
returns item counts for items
with the specified capture

type.
Data Type: JSON array of
integers 'id'(identifier fields)

that is CaptureType IDs.

Limitation:
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ReturnByDepartment

ReturnZeroCaptureRecords

REQUIRED

Mandatory to get
department wise report

Mandatory to get monitored
employees wise report
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DESCRIPTION

- As an input, this API can
pass maximum 10
CaptureTypes IDs.

- Only CaptureTypes IDs 2,
6, and 99 are supported.

This parameter value is set
to False by default.

- When set to False, it
returns the count at
monitored employee level
(that is grouping by
monitored employees). The
monitoredEmployeeld,
monitoredEmployee, and
totalMessagesForSampling
parameters are applicable,
and return the
corresponding values in the
response.

- When set to True, it returns
the evidence of review count
at department level (that is
grouping by departments).
The monitoredEmployeeld,
monitoredEmployee, and
totalMessagesForSampling
parameters are not
applicable, and return the -1
value in the response.

This parameter value is set
to False by default.

- When set to False,
parameters with a result
count of zero will not be
displayed in the output.
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PARAMETER REQUIRED DESCRIPTION

- When set to True,
parameters with a result
count of zero will be
included in the output.

Searches Optional Specifies IDs of the
searches.

Note: If the IDs of the
parent searches are
specified, the generated
report includes result for
corresponding child
searches. In the response,
the -1 value for searchHits
signifies Not Applicable. The
searchHits field is applicable
to Evidence Of Review By
Department only and not
applicable for Evidence Of
Review By Monitored
Employee.

Scenario 1: New request to submit a report

Sample input for Return By Monitored Employee:

"@odata.context": https://<Reporting endpoint Base
URL>/odata/Smetadata$Evidence0fReviewhsync

{

"reportName”:"evidence of review by Monitored Emplovees™,

"StartDate"™:"2025-01-01",

"BEndDate":"2025-01-03",

"MonltoredEmployees™: [€32,6034],

"Searches": [ b, 3457]

}
Sample input for Return By Department:
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"Bodata.context": https://<Reporting endpoint Base
URL>/odata/$metadata#Evidence0fReviewAsync
{
"reportName":"evidence of review by Departments",
"StartDate":"2025-01-01",
"EndDate":"2025-01-03",

"Departments™: [237,17c04],
"ReturnByDepartment": true,
"Searches™: [1234,3457]

b

Sample response:

"Bodata.context™: "https://<Reporting endpoint Base
URL>/odata/SmecadataiEvidencedfRevievAsync/ Senticy”,
“reportId®: "a33iTeTB2-aafl-40fd-abé5c-58%b1bbEdass”,
"reéportame”™: "TestReport 17,

“reportType™: "Evidence Of Rewview®™,

"reportDate™: "2024-08-13T11:52:21.373+05:30",
“reportStatus®: "Queued®,

"info": "Successfully queued the report request.”,

info™:
"newReportInstancegueused™: true,

"report5tatusLocation™: "https://<Reporting endpoint Base
URL>/odata/Report3tatus?Reporcld=ai37e782-2a81-40fd-a65c-585b1lbbédass",
"reportDataLocation™: "https://<Reporting endpoint Base
URL>/odata/Evidence0fReview?ReportId=a337e782-aa81-40fd-a65c-58%b1bbedass”

}
Note: The API response for Iltem Details, Iltem Metrics, and Evidence of Review reports also

include the input parameters specified during report generation as shown in the image below.

"reportParameters”: {
"Timezone": "Pacific Standard Time",
"ReporthName”: "TestReportl",

"ReportNameDescription”: "Specifies the name of the repoxt.”,
"StartDate": "81/81/24 12:800:00 AM",
"StartDateDescription": "Specifies the start date for the report. The output returns counts for items with a capture date on or after
"EndDate": "06/30/24 11:59:59 PM",
"EndDateDescription”: "Specifies the end date for the report. The output returns counts for items with a capture date on or before thi
"ReturnByDepartment": "ves",
"ReturnByDepartmentDescription": "Determines whether report results are grouped and returned by department.",
“Departments(Id)": [
"101(101)",
"102(102)"
1,

Refer to the table below for details on the attributes included in the EvidenceOfReviewAsync

API response.

NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as Evidence Of
Review.
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NAME DESCRIPTION

reportDate Displays the date of report generation after
successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API .

info Displays a message if the report request has
queued successfully or not.

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatal.ocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: The same request has been submitted again within one minute
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Sample response:

context":

8, Smetad)

"https: /S /<Reporting sndpoint Base
EwldencedfReviewhAsync/ fentity”,
=40 fd-a65c-585blbbEédass™,

=sted peport 15 already queved with details in this response. In
to generate new instance of this report then please try after

falsw,
] hetps: /S <Reporting endpoint Base
JH bfndahdfﬂup:F‘S‘d usFReportId=a337e782-2881-40fd-a2653Cc-589b1bbEdass,
"reportDatalocation™: https:// <Reporting endpoint Base
URL hfodahdfﬂvldencuﬁfﬂzv ewtReport Id=a3376782 2481 -40fd-a65c-589b1bbEdass
]

2. Call the ReportStatus API to get the status of asynchronous API report. See Report Status API.

3. Once the report is ready, call the EvidenceOfReview synchronous API to retrieve the report

data from the asynchronous API.

View Report Endpoint (synchronous)

This API gets the total messages count, captured message count and the marking count, (that is
count of messages marked as reviewed / unreviewed / questioned / pending) per monitored

employee. The counts are calculated for the specified date range and using the specified filters.
Endpoint URL

GET https://<Reporting endpoint base URL>/odata/EvidenceOfReview
Sample requests

GET https://<Reporting endpoint Base URL>/odata/EvidenceOfReview?reportid=<ID of

the EvidenceOfReviewAsync API report>

GET https://<Reporting endpoint Base URL>/odata/EvidenceOfReview?
reportid=a337e782-aa81-40fd-a65c-589blbb6da55

Parameter/Filters

The following filters can be used with the EvidenceOfReview API| when invoked using the GET
method. The system uses the AND operator between the filters to return the result based on the

specified filters.

PARAMETER REQUIRED DESCRIPTION
ReportID Mandatory Specify the ID of report you
want to view.
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Note (only for the users who have used earlier versions of this API):

» There were two separate reporting endpoint APIs: EvidenceOfReviewByDept and
EvidenceOfReviewByUsers. However, from this release, these two APIs have been merged
into one API called EvidenceOfReview. This unified API offers the same detailed reports which

is conveniently accessible in one place.
e The users field is changed to monitoredemployees.

* In the response, the -1 value for SearchHits signifies Not Applicable.
Sample responses
Scenario 1: Return By Department

Status code: 200 OK

"Aadata. context": "hteps: /S <Reporting endpoint base
URL>/fodata/smetadactagEvidenceOfReview”,

"valus": [
{

"departmentId™: "
"departmentMName": "dept2™,
"monltoredEmployeeld®: P
"monitoredEmployee™: "V,
"messageTypelID™: 1,
"messageDirectionID®: O,
FeaptureTypeID":
"totalMessagesFPorSampling™: ’
"captured”: 0,
"unReviewed": 0,
"unreviewedIrrelevant": 0,
"unreviewedRelevant®: 0,
"pending": 0,

"gquestioned”: 0,

"reviewedIrrelevant®: 0,

"reviewedRelevant™: 0,

"messageType™: "Exchange™,

"captureType": "Internal®,
"captureTypeDisplayName™: "Search™,
"captureTypeDescription™: "Indicates that item was
captured based on immediate or scheduled search™,
"messagelirection™: "NotSpecified",
"messagelirectionDisplayName™: "Not Specified”,
"messageDirectionDescription”: "Items with a message
type under the Collab and Transcript categories.®,
"searchid": 0,

"searchName": null,

"searchHits":

}
Scenario 2: Return By Monitored Employees

Status code: 200 OK
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{
"departmentId"®: ’
"departmentName": "Dept3i”,
"monitoredEmployeeId™: 63,
"monitoredEmployee™: "Krishna Ghodke™,
"messageTypelID®: 12,
"messageDirectionID": 0,
"captureTypelD": Z,
"totalMessagesForSampling™: 0,
"captured®: 0,
"ynReviewed": 0,
"unreviewedIrrelevant™: 0,
"unreviewedRelevant": 0,
"pending™: 0,
"questioned™: 0,
"reviewsedIrrelevant": 0,
"reviewedRelevant™:
"messageType™: "Teams Channel”,
"captureType": "Clean",
"captureTypeDisplayName™: "Random Sampling™,
"captureTypeDescription™: "Indicates that items were randomly
sampled",
"messagelirection™: "NotSpecified”,
"messageDirectionDisplayName™: "Not Specified”,
"messageDirectionDescription™: "Items with a message type
under the Collab and Transcript categories.™,
"searchId": 0,
"searchName™: null,
"searchHits"™:

1

Note: The API response for Item Details, Item Metrics, and Evidence of Review reports also

include the input parameters specified during report generation as shown in the image below.

"reportParameters": {
"Timezone": "Pacific Standard Time",
"ReporthName”: "TestReportl"”,
"ReportNameDescription”: "Specifies the name of the report.”,
“StartDate": "©1/01/24 12:00:08 AM",
"StartDateDescription”: "Specifies the start date for the report. The output returns counts for items with a capture date on or after
"EndDate": "06/30/24 11:59:59 PM",
"EndDateDescription": "Specifies the end date for the report. The output returns counmts for items with a capture date on or before thi
"ReturnByDepartment": "Yes",
"ReturnByDepartmentDescription”: "Detexmines whether report results are grouped and returned by department.",
"Departments(Id)": [
"101(101)",
"1@2(102)"
1

Sup;)orted OData filters

See Supported OData query options.

Supported reporting endpoint API filters and their values
See Supported reporting endpoint API filters and their values.
Responses

See Responses.
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Sample reference reports

Sample reports showing the report parameters and generated output are available at: Evidence of

Review Sample Report PDF.

Item Archived Metrics API

This topic provides information on the following:

* Overview
» Submit Report Endpoint (asynchronous)

» View Report Endpoint (synchronous)

Overview

The Item Archived Metrics API generates reports that provide summary metrics for archived items
in Arctera Surveillance. The report helps you analyze archived communication data based on the
specified report parameters and filters. You can use this API to monitor archival trends, generate
compliance reports, and integrate archived item metrics with external reporting and analytics tools.

The API supports both synchronous and asynchronous execution methods.

Submit Report Endpoint (asynchronous)

This API submits the report generation request which executes asynchronously. The result of this
API contains the identifier for the report, status, and location for retrieving the report data. The

report identifier and locations in the result can be used to track the report generation operation.
To use the ItemArchivedMetricsAsync API, follow the steps below:
1. Call the ItemArchivedMetricsAsync API to submit a report generation request.

GET https://<Reporting endpoint base URL>/0OData/ItemArchivedMetricsAsync?
IndexStartDate=<YYYY-MM-DD>&IndexEndDate=<YYYY-MM-DD>&ReportName=<Name of the

report>
Sample Input

GET https://<Reporting endpoint base URL>/0OData/ItemArchivedMetricsAsync?
IndexStartDate=2024-01-01&IndexEndDate=2024-05-31&ReportName=TotalCountReport

Parameter/Filters
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The following parameters/filters can be used with the ltemArchivedMetricsAsync APl when
invoked using the GET method. The system uses the AND operator between the filters to

return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Limitations

- The report name can be up
to 256 characters long.

- Special characters are not
allowed; only alphanumeric
values are permitted.

IndexStartDate Mandatory IndexStartDate refers to the
start date on which the
items were archived.

Specify the start date to
return the count of items
with an archive date on or
after this date.

Data Type

Date inthe YYYY-MM-DD
format that specifies
IndexStartDate.

Limitations

For the cloud-based
application, a maximum
duration of one year is
allowed.

IndexEndDate Mandatory IndexEndDate refers to the
end date for the archived
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PARAMETER REQUIRED DESCRIPTION

items to be included in the
report.

Specify the end date to
return the count of items
with an archive date on or
before this date.

Data Type

Date inthe YYYY-MM-DD
format that specifies
IndexEndDate.

Limitations

For the cloud-based
application, a maximum
duration of one year is
allowed.

Scenario 1: New request to submit a report

Sample input:

GET https://<Reporting endpoint base URL>/odata/
ItemArchivedMetricsAsync?
ReportName=TotalCountReport&IndexStartDate=2024-01-01&
IndexEndDate=2024-05-31

Sample response:
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"fcdata.context™: =
https:/fapi.advancedsupervision dev.veritas. com/odata/SmetadataglitembrchivedMeat

ricshsyne/fenticy”,

: "acceaBfa-acdd-4TSc-acdd-0053dTETaade",

=" : "TotalCountReport™;

¢ "Ites Archived Marpics™,

t P2024-09-26T00:03:13-07:00%,
rtitatus®: "Queued”.

D "guccessfully quewed the réeport regquest.”™,

"newkeportInstancefuensd™: true,
"reportStatuslocation™:

https:/fapi.advancedsupervision dev. veritas. com/odata/ReportStatus?Reportid=ace
eaBia-acdd-479¢-acd8-0093476Taade",

"reportDatalocation®™:
https:/fapi . advancedsupervision dev. veritas. com/odata/ItemAirchivedMstrics ¥ Repor
tld=acceaBSa-acdd-470c—acdB-00534767aade"

NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as Item Archived
Metrics.
reportDate Displays the date of report generation after

successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API .

info Displays a message if the report request has
queued successfully or not.

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.
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NAME DESCRIPTION

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatal.ocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: The same request has been submitted again within one minute

Sample response:

"fodata.context™: "

https://api.advancedsupervision.dev.veritas.com/odata/SmetadatadItemhrchived
Metricshsync/Senticy®,

srEId": "acceabSa-acdd-479c-acdg-00934d76Taade",

ortName™: "TotalCountReport®™,

ortType™: "Item Archived Metrics",

ate™: "2024-09-26T00:03:13-07:=00",
poOrtSratus®: "QueuedT,

i ™5 "Successfully queued the report request.”™;

"newReportInstancefueued™: true,

"reportScatuslocation™: ™

https:/fapl . advancedsupervision. dev. veritas. com/odata/ReportitatusiReportid=
acceabla-acdq-4759c-acdf-0093d76Taade",

"repor tDatalocation™: ™
heeps: ffapi  advancedsupervision. dev vericas . com/odata/Itemhrchivedeerr] cs?Re

portid=accealiSa-acdd-479c-acde-00%3d76Taade"

}
2. Call the ReportStatus API to get the status of the ltemArchivedMetricsAsync API report. See
Report Status API.

3. Once the report is ready, call the ltemArchivedMetrics synchronous API to get the report data

from the asynchronous API.
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View Report Endpoint (synchronous)

This report provides the count of archived items, grouped by each MessageType, Employee, and
Date.

Endpoint URL
GET https://<Reporting endpoint base URL>/odata/ItemArchivedMetrics
Sample requests

* GET https://<Reporting endpoint Base URL>/odata/ItemArchivedMetrics?
reportid=<ID of the ItemArchivedMetricsAsync API report>

e GET https://<Reporting endpoint Base URL>/odata/ItemArchivedMetrics?
reportid=accea85a-acd4-479c-acd8-0093d767aade

Parameter/Filters

The following filter can be used with the ItemArchivedMetrics APl when invoked using the GET
method only. The system uses the AND operator between the filters to return the result based on

the specified filters.

PARAMETER REQUIRED DESCRIPTION
ReportID Mandatory Specify the ID of report you
want to view.

Sample scenario

GET https://<Reporting endpoint base URL>/odata/ItemArchivedMetrics?
ReportId=accea85a-acd4-479c-acd8-0093d767aade

Sample response:

Status code: 200 OK
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"fodata.context": "https://<Reporting endpoint base
URL>/odata/SmetadatagItemhrchivedMetrics”,
"walue": [
{

nid": 4¢ 44,
"indexProcessDate": "2024-01-24T00:00:00-08:00",
"messageTypeld": 1,
"messageType™: "Exchange",
"monitoredEmployesId™: ’
"monitoredEmployesName™: "admin ",
"messageDirectionId": 3,
"messageDirection”: "External Outbound”,
"archivedItemCount™:

uidn: A § 15,
"indexProcessDate": "2024-01-24T00:00:00-08:00",
"messageTypeIld": 1,
"messageType": "Exchange",
"monitoredEmployeeId™: 94 G,
"monitoredEmployeeName": "admin ",
"messageDirectionId": 1,
"messageDirection™: "Internal"™,
"archivedItemCount":

ks

Supported OData Filters
See Supported OData query options.
Responses

See Responses.

Item Classification Metrics API

This topic provides information on the following:

e Overview
¢ Submit Report Endpoint (asynchronous)

* View Report Endpoint (synchronous)

Overview

The Item Classification Metrics API generates reports that provide summary metrics for classified
items in Arctera Surveillance. The report aggregates classification data based on the specified
report parameters and filters, enabling you to analyze classification trends, monitor policy
effectiveness, and generate compliance reports. The API supports both synchronous and

asynchronous execution methods.
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Submit Report Endpoint (asynchronous)

This API submits the report generation request which executes asynchronously. The result of this
API contains the identifier for the report, status, and location for retrieving the report data. The

report identifier and locations in the result can be used to track the report generation operation.
To use the ltemClassificationMetricsAsync API, follow the steps below:
1. Call the ItemClassificationMetricsAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as
needed:

* GET https://<Reporting endpoint base URL>/0OData/
ItemClassificationMetricsAsync?ReportName=<Name of the

report>&StartDate=<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>

e POST https://<Reporting endpoint base URL>/0OData/

ItemClassificationMetricsAsync
Sample Input

* GET https://<Reporting endpoint Base URL>/odata/
ItemClassificationMetricsAsync?ReportName=<Name of the report>&StartDate=
<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>&Departments=[<DeptID1>, <DeptID2>, ...]
&Tags=[<tagIdil>, <tagId2>...]

e POST https://<Reporting endpoint base URL>/OData/

ItemClassificationMetricsAsync

Parameter/Filters

The following parameters/filters can be used with the ItemClassificationMetricsAsync APl when
invoked using the GET and POST methods. The system uses the AND operator between the
filters to return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Limitations

371



ARCTERA™ SURVEILLANCE

PARAMETER REQUIRED DESCRIPTION

- The report name can be up
to a maximum of 256
characters long.

- Special characters are not
allowed; only alphanumeric
values are permitted.

StartDate Mandatory StartDate refers to the date
items are captured or
ingested in Arctera
Surveillance and recorded
as their CaptureDate.

Specify the start date to
return the count of items
with a CaptureDate on or
after this date.

Data Type

Date in the YYYY-MM-DD
format that is StartDate.

Limitations

EndDate Mandatory Specify the end date to
return the count of items
with a CaptureDate on or
before this date.

Data Type

Date in the YYYY-MM-DD
format that is StartDate.

Limitations

Departments Optional Specifies the departments to
which the captured item
belongs and returns item
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PARAMETER REQUIRED DESCRIPTION

counts for items within that
department.

Data Type

JSON array of integers
'id'(identifier fields) that is
Department IDs.

Limitation

As an input, this API can
pass maximum of 1000
Departments IDs.

- To include results for all
departments of a specified
customer in a report, do not
specify any department IDs
in a query.

- To include results for
specific departments of a
specified customer in a
report, specify department
IDs in the query.

Note: To get the
Department IDs, See
Departments API. Refer to
the departmentld field only.

Tags Optional Specifies the classification
tags of the captured items
and returns item counts for
those tags.

Data Type
JSON array of integers

'id'(identifier fields) that is
Tag IDs.
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PARAMETER REQUIRED DESCRIPTION
Limitation

As an input, this API can
pass maximum of 1000 Tag
IDs.

- To include results for all
the classification tags of a
specified customer in a
report, do not specify any
classification tag ID in a

query.

- To include results for
specific classification tag
IDs of a specified customer
in a report, specify
classification tag IDs in the
query.

Note: To get the Tag IDs,
See Classification Tags API.
Refer to the taglID field only.

Scenario 1: New request to submit a report.

Sample input:

FOST https:/f<reporting endpoint base url>Sodata/ItemClassificaticnMetricsisync
=1

*reportMame®:; *TeatReportl®,
"atartDace®: "2024-01-24T10:35:00.2132=,
"endDate®: "2024-05-23T10:39:00.213Z",
Fleparcmenta®;: | . s

"rags"i [ 1

=1

Sample response:
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"Rodata.context®™: "http:///<reporting endpoint base URL»/odata/smetadata
fltemClassificationMetricsAsync/Sentity™,

i "Ttb3ecac-e34a-43T3-88%T-1dVda2a3f80L",
T "TestReportl®™,
: "Item Classification Mecrics®,
: "2024-10-01T04:25:25.6%-05:00",
5" "Queusd®,
wocessfully queved cthe report request.®,

rtInstanceQuened”: true,

statuslocation®: "http://<reporting endpoint base URL>»/odata/ReportStatus?
Reportld=7{blecac-e54a-4376-8697-1dTda283£a0L",

"reporthDatalocatlion®™: "ht:p:ﬁf<:e;¢rtinq endpoint base

UEL>»/odata/ItemaClassificationMetricsTReportId=T{blecac-e54a-43T9-205T- 14746208 3£60L"

NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as Item
Classification Metrics.

reportDate Displays the date of report generation after
successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API .

info Displays a message if the report request has
queued successfully or not.

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
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NAME DESCRIPTION

submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatal.ocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: The same request has been submitted again within one minute.

Sample response:

"Rodata.context™: "http://<reporting endpoint base URL>/odata/Smetadata
tlcemClassification Metricshaync/Jenticy”,

reportId®: "38b3Bebb-alel-47d4-B026-631468690050"

Kame™: "TestReportl™, ||

: "Item Classification Metrics®,

: "2024=-09=-30T00:21:23,153=-05-00",

AaTus™: "Ready”,

: "Regquested report is already gqueued with details in this response. In case
instance of this report then please try after some time.",

ant to generate new

- ]

newReportIinstancefuened®: falss,

"reportitatuslocation™; "htt

fif<reporting endpoint base URL/odata/Reportitatus?
Jel-47dd-8026-6314 6eE6%0050",

ReportId=38b3idehs

*reportbatalocation”: "http:/f<reporting endpoint base
URL/odata/TeemClassificationMerrics? Reportld=38bi8ebh9-a0el-4T7dd-8026-63146&690050"

2. Call the ReportStatus API to get the status of the ItemClassificationMetricsAsync API report.
See Report Status API.

3. Once the report is ready, call the ItemClassificationMetrics synchronous API to retrieve the

report data from the asynchronous API.

View Report Endpoint (synchronous)

This report provides the count of messages captured in Arctera Surveillance for all or specified
departments and tags for a date, categorized by Message Types (e.g. Exchange, TeamsChat, etc)

and Capture types (e.g. Search, Random Sampling, etc). Furthermore, the report shows the count
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of marked messages (Pending, Questioned, Reviewed Irrelevant, Reviewed Relevant). The counts

are calculated for the specified date range and using the specified filters.
This report helps tenants/customers to adjust classification tags.
Endpoint URL
GET https://<Reporting endpoint base URL>/odata/ItemClassificationMetrics
Sample requests

e GET https://<Reporting endpoint Base URL>/odata/ItemClassificationMetrics?

reportid=<ID of the ItemClassificationMetricsAsync API report>

* GET https://<Reporting endpoint Base URL>/odata/ItemClassificationMetrics?
reportid=a337e782-aa81-40fd-a65c-589b1bb6da56

Parameter/Filters

The following filters can be used with the ItemClassificationMetrics APl when invoked using the
GET method only. The system uses the AND operator between the filters to return the result based

on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportID Mandatory Specify the ID of report you
want to view.

Sample Scenario

GET https://<Reporting endpoint base URL>/odata/ItemClassificationMetrics?
ReportId=a337e782-aa81-40fd-a65c-589b1bb6da56&$count=true

Sample response

Status code: 200 OK
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as captured based om immediate or scheduled search®

T O I I T T I B B B |
B

Supported OData Filters
See Supported OData query options.
Responses

See Responses.

Item Details API

This topic provides information on the following:

* QOverview

* General workflow

Submit Report Endpoint (asynchronous)

View Report Endpoint (synchronous)

« Sample reference reports

Overview

The Item Details API generates detailed reports for items captured in Arctera Surveillance. The
report provides item-level information based on the specified report parameters and filters,
enabling you to review, analyze, and export detailed surveillance data for compliance, auditing, and

reporting purposes. The API supports both synchronous and asynchronous execution methods.
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General workflow

Item Details Report — Behaviour Guide

Provides a detailed snapshot of items captured in Surveillance including metadata and full action history
such as escalations, comments, and labels — useful for compliance auditing and reviewer activity tracking.

Report Filters
StartDate / EndDate
StartDate /
ReportName EndDate

Departments

MonitoredEmployees IncludeltemHistory

Results capped at MonitoredEmployees
400,000 records = null for Sampling

MonitoredEmployees IncludeltemHistory ltemHistoryEventType

DateType Behaviour
DateType CaptureDate ;
(Default) ItemHistoryDate
CaptureDate
(Default)
Date matches when Date matches when
ItemHistoryDate item was CAPTURED ACTION occurred

! !

ItemHistoryEventType
determines action type

!

Items retrieved

|

Filter by
EventType?

Metadata returned

|

Includeltem
History?

MessageTypes

MessageTypes

Output:

Metadata only Add history

Filter by
EventType?

Output:
Full metadata
+ complete history

Output:
Full metadata +
filtered history

ItemHistoryEventType ignored
when IncludeltemHistory = False

The general workflow for Item Details Report is as follows:

1. Report Filters:

e You set filters like report name, date range, departments, message types, monitored

employees, and whether to include item history.

¢ You can also choose which history events matter (appraisal, comment, escalation, mark,

label, preview).
2. DateType Choice:

e CaptureDate (default):
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Matches when the item was first captured.

o

o Returns metadata.

o

If history is included — adds event history.

o

If filtered by event type — shows metadata plus only those events.

* ItemHistoryDate:

o Matches when an action happened (like escalation or comment).
o Retrieves items based on event type.

o Qutput always includes full metadata plus complete history.
Notes:

> Results are capped at 400,000 records.
o If employees are sampled, “MonitoredEmployees” is null.

o Event type filter is ignored if history isn’t included.

Submit Report Endpoint (asynchronous)

This API submits the report generation request which executes asynchronously. The result of this
API contains the identifier for the report, status, and location for retrieving the report data. This
report displays items that have been archived and discovered within the Arctera Surveillance
application. It includes metadata such as subject and author, as well as a history of actions
performed on the item, including label assignment, marking, escalation, appraisal, and
commenting. | The report identifier and locations in the result can be used to track the report
generation operation. | Note: If the number of records in the report exceeds 400,000 records, the
result will be truncated. The extra records beyond the limit (400,000) are not included in the report.
If the result is truncated, refine the filter criteria to narrow down the number of records and retrieve

more specific data. |
To use the ltemDetailsAsync API, follow the steps below:
1. Call the ItemDetailsAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as

needed:

e GET https://<Reporting endpoint base URL>/0Data/ ItemDetailsAsync?
ReportName=<Name of the report>&StartDate=<YYYY-MM-DD>& EndDate=<YYYY-MM-
DD>
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°* POST https://<Reporting endpoint base URL>/0OData/ ItemDetailsAsync
Sample Inputs

e GET https://<Reporting endpoint Base URL>/odata/ ItemDetailsAsync?
ReportName=<Name of the report>&StartDate= <YYYY-MM-DD>& EndDate=<YYYY-MM-
DD>&DateType=CaptureDate or ItemHistoryDate&
Departments=[<DeptID1>, <DeptID2>, ...]&MessageTypes=[<MessageType ID1>,<
MessageType ID2>,...]&MonitoredEmployees=[<MonitoredEmployees ID1>,<
MonitoredEmployees ID2>,...]&IncludeItemHistory=[True or False]&

ItemHistoryEventType=[1, 2, 3, 4, and/or 5]

* POST https://<Reporting endpoint base URL>/0OData/ItemDetailsAsync
Parameter/Filters

The following parametersf/filters can be used with the ltemDetailsAsync APl when invoked
using the GET and POST methods. The system uses the AND operator between the filters to
return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Limitations

- The report name can be up
to a maximum of 256
characters long.

- Special characters are not
allowed; only alphanumeric
values are permitted.

StartDate Mandatory StartDate refers to the
beginning of the date range
used to filter items in Arctera
Surveillance. The
interpretation of this filter
depends on the selected
DateType\:
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PARAMETER REQUIRED DESCRIPTION

- If DateType =
CaptureDate, StartDate
refers to the date the items
were captured or ingested
into Arctera Surveillance.

- If DateType =
ItemHistoryDate, StartDate
refer to the dates when
specific actions - such as
commenting, labeling, or
escalation - were initially
performed on the items.

Data Type

Date in the YYYY-MM-DD
format that is StartDate.

Limitations: For the cloud-
based application, a
maximum of one year
duration is allowed.

EndDate Mandatory EndDate refers to the end of
the date range used to filter
items in Arctera
Surveillance. The
interpretation of this filter
depends on the selected
DateType\:

- If DateType =
CaptureDate, EndDate
refers to the date the items
were captured or ingested
into Arctera Surveillance.

- If DateType =
ItemHistoryDate, EndDate
refer to the date when
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PARAMETER REQUIRED DESCRIPTION

specific actions - such as
commenting, labeling, or
escalation - were finally
initially performed on the
items.

Data Type

Date in the YYYY-MM-DD
format that is EndDate.

Limitations: For the cloud-
based application, a
maximum of one year
duration is allowed.

DateType Optional Specify the date type to
return the count of item IDs
based on their capture date
or the item history date.

Select any of the following
options as required:

- CaptureDate This option is
selected by default. It is the
specific date on which the
item is captured into the
Arctera Surveillance
application. If you select this
option, the result includes
items captured within the
specified date range inside
surveillance, along with the
metadata and complete
history of those items.

- temHistoryDate Select this
option if you want to get
item count by the item
history date. It is a specific
date, falling within the range
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PARAMETER REQUIRED DESCRIPTION

of the StartDate and
EndDate, on which the
item's historical event
occurred. If you select this
option, the result includes
items captured within the
specified date range inside
surveillance, along with the
metadata and complete
history of those items.

Data Type: String.

Limitations: For the cloud-
based application, a
maximum of one year
duration is allowed.

Departments Optional Specifies the departments to
which the item belongs and
returns item counts for items
within that department.

Data Type

JSON array of integers id
(identifier fields) that is
Department IDs.

Limitation

As an input, this API can
pass maximum of 1000
Departments IDs.

- To include results for all
departments of a specified
customer in a report, do not
specify any department IDs
in a query.
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PARAMETER REQUIRED DESCRIPTION

- To include results for
specific departments of a
specified customer in a
report, specify department
IDs in the query.

Note: To get the
Department IDs, See
Departments API. Refer to
the departmentld field only.

MessageTypes Optional Specifies the type of
captured items and returns
item counts for items that
have the specified message

type.

Data Type: JSON array of
integers 'id'(identifier fields)
that is MessageTypes IDs.

Limitation: As an input, the
ItemDetails API can pass
maximum 100
MessageTypes IDs on a
single page.

MonitoredEmployees Optional This field specifies the
monitored employee IDs for
which the report has to be
generated.

For example, if a
department has 10
monitored employees but
only 2 are specified in this
filter, the report will include
item counts for only those 2
monitored employees.

Note:
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PARAMETER REQUIRED DESCRIPTION

- The MonitoredEmployee
field is available only for
items captured through
Searches.

- For items captured through
Sampling, this
MonitoredEmployee field will
remain null. No value is
provided in the report.

- To include all monitored
employees in a report, do
not specify any monitored
employee IDs in a query.

- To include results for
specific monitored
employees in a report,
specify monitored employee
IDs in the query

- The valid values of
monitored employees are
the IDs of any monitored
employee from the Arctera
Surveillance
MonitoredEmployee ID list.
This ID list can be fetched
from the
MonitoredEmployee API
endpoint. See Monitored
Employees API . Refer to
the MonitoredEmployeeld
field only.

Data Type: Integer ID of the
user.

Limitation
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PARAMETER REQUIRED DESCRIPTION

As an input, this API can
pass maximum of 1000
MonitoredEmployee IDs.

IncludeltemHistory Optional Determines whether the
history of items is included
or excluded in the output.

- Set this value as False to
exclude history of items
from the output. By default
this value is set to False.

- Set this value as True to
include history of items in
the output.

ltemHistoryEventType Optional Includes or excludes the
item history event type in
the output based on the
value set for the
IncludeltemHistory field.

Input for Minimum parameters

{
"ReportName":"ItemDetails",
"StartDate":"2025-01-01",
"EndDate":"2025-03-02"

- If the DateType =
CapturedDate (default) and
IncludeltemHistory = False,

then, the report compares
dates with the item's
CaptureDate and does not
include item history in the
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PARAMETER REQUIRED DESCRIPTION

results. Refer to the sample
scenario below.

- If the DateType =
CapturedDate (default) and
ItemHistoryEventType is set
to 1 (Appraisal), 2
(Comment), or 4 (Action
Status - Mark), then, the
report returns: Items are
captured within a specified
date range. From the
captured items, results are
further filtered based on
event type (e.g., Appraisal,
Comment, Mark). For the
filtered items, full metadata
and history are returned.
Refer to the sample
scenario below.

- If the DateType =
ItemHistoryDate and
ItemHistoryEventType is set
to 2 (Comment), 3
(Escalation), or 5 (Action
Status - Label), the report
returns: Items with
comment, escalation, or
label actions performed
between the specified start
and end dates are retrieved.
From these results, full
metadata and history are
returned for each item.
Refer to the sample
scenario below. Items that
have comment, escalation,
or label actions performed
between the specified start
and end dates. From that
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PARAMETER REQUIRED

DESCRIPTION

result, full metadata and
history is returned for those
items.

Possible values of item
history event type are:

1 - Appraisal

2 - Comment

3 - Escalation

4 - Action Status - Mark

5 - Action Status - Label

6 - Action Status - Preview

Data Type: Integer ID of the
item.

Limitation

As an input, this API can
pass maximum of 10
ItemHistoryEventType IDs.

Scenario 1: A new request to submit the report when DateType = CaptureDate

Sample input:

POST https://<Reporting endpolnt base URL>/CData/ItemDetallsAsync

{
"StartDate":"2024-04-15",
"EndDate":"2025-04-15",
"ReportName": "ItemDetall sBasedOnCaptureDate”,
"DateType"::"CaptureDate™,
"IncludeltemHistory™:true,
"Departments®: [ » 19448],
"MessageTypes™:[114,5]).
"ItemHistoryEventType™:[1,2,3,4,5]),
"MonitoredEmployees®: [S45897, 9456598]

}
Sample response:
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"Bodata. context™: https://<Reporting endpoint base
URL>»/CData/SmetadataéltemDetailshsync/ Sentity,

"reportId™: "5l6a%92d-45ce-4ecT-9595-941106eT7c405",
"reportMame®: "ItemDetallsBasedOnCaptureDate”,

"reportType™: "Item Details”,

"reportDate™: "2025-04-24T05:05:20.66-07:00",

"reportStatus®: "Queued”,

"info": "Successfully queued the report reguest.”,
"newReportInstancefueued™: true,

"reportstatusLocation”:
https://apl.advancedsupervision.da.veritas. com/odata/Reportstat
us?ReportId=516a99%2d-45ce-4ecT-9595-941106e7c405,
"reportDataLocation®:
htrps://api.advancedsupervision.ga.veritas.com/odata/ItemDetail
s?Reportld=51ca%92d-45ce-4ecT-9595-0d41106eTc405

}
Note: The API response for Iltem Details, Iltem Metrics, and Evidence of Review reports also

include the input parameters specified during report generation as shown in the image below.

"reportParameters": {
"Timezone": "Pacific Standard Time",
"ReportName”: "ItemDetailsBasedOnCaptureDate",
"ReportNameDescription”: "Specifies the name of the report.”,
"DateType": "CaptureDate",
"DateTypeDescription”: "Specifies whether the report filters by CaptureDate (when items were ingested) or ItemHistoryDate (when actions 1i
"StartDate": "84/15/25 12:00:08 AM",
"StartDateDescription": "Specifies the start of the date range for the report. If DateType is CaptureDate, this filters by ingestion date;
"EndDate": "©3/15/26 11:59:59 PM",
"EndDateDescription”: "Specifies the end of the date range for the report. If DateType is CaptureDate, this filters by ingestion date; if
"Departments(Id)": "All",

"DepartmentsDescription": "Specifies the departments to include in the report. The output returns item counts for items belonging to these
"MessageTypes(Id)": "All",
"MessageTypesDescription”: "Specifies the types of captured items to include. The output returns item counts for items matching the select

Refer to the table below for details on the attributes included in the ltemDetailsAsync API

response.
NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as Item Details.

reportDate Displays the date of report generation after
successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API .

info Displays a message if the report request has

queued successfully or not.
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NAME DESCRIPTION

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatalocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: A new request to submit the report when DateType = ItemHistoryDate

Sample input:
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POST https://<Reporting endpolint base URL>/OData/ItemDetailsAsync
{
"startDate®:"2024-04-15",
"EndDate"™:"2025-04-15",
"ReportName":"ItemDetailsBasedOnlitemHistoryDate®,
"DateType":"ItemHistoryDate™,
"IncludeItemHistory”:true,

"Departments™: [15366,159445],
"MessageTypes":[114,5],
"ItemHistoryEventType™:[1,2,3,4,5]),
"MonitoredEmployees™: [945657, 2456598)

}
Sample response:

"Bodata.context™: https://<Reporting endpoint base
URL>/OData/odata/SmetadataéltembDetailshsync/ Sentity,
"reportId™: "00aSb2d9®-fa75-4909-bbfa-2bf295b4Bob5",
"reportiame”: "ItemDetailsBasedOnltemHistoryDate™,
"reportType": "Item Details”,

"reportDate”: "2025-04-24T705:10:37.87-07:00",

"reportstatus”: "Queued®,

"info": "Successfully queued the report reguest.”™,
"newReportInstanceQueued™: true,

"reportStatusLocation®:
https://api.advancedsupervision.ga.veritas, com/odata/ReportStat
usReporcld=00a5b2d9-fa75-4509-bbfa-2bf295b455b5,
"reportDatalocation®:

https:/fapi . advancedsupervision.ga.veritas.com/odatasTtemDetail
s?ReportId=00asb2d9-£a75-4909-bbfa-2bf295b489b5

1
Scenario 3: A new request to submit the report when IncludeltemHistory = False.

ItemHistoryEventType is ighored/excluded from the report.

Sample request:

POST https://<Reporting endpoint base URL>/0OData/ItemDetailshsync
{
"startDate®:"2024-04-15",
"EndDate":"2025-04=-15",
"ReportName™:"ItemDetailsWithoutItemHistory™,
"DateType™:"CaptureDate™,
"IncludeltemHistory":false,

"Departments": [159366,159449],
"MazsageTypes®: [114,5],
"MonitoredEmployvees™: [945657,5456592]

}
Sample response:

"@odata.context™: https://<Reporting endpoint base
URL»/0OData/Smetadataf#ltembDetailshsync/ Sentity,

"reportId": "f3e05a85-38bd-4c20-8d10-9d4bETef3852",
"reportName”: "ItemDetailsWithoutItemHistory”,

"reportType": "Item Details™,

"reportDate": "2025-04-24T06:44:19,283-07:00",

"report3tatus™: "Queued®,

"info": "Successfully queued the report request.™,
"newReportInstancefueued”: true,

"reportitatusLocation™:

https: /fapi . advancedsupervision. ga. veritas. com/fodata/ReportStat
us?ReportId=f3e05ai5-38bd-4c20-8d10=-9d4bg37e£3852,
"reportDatalocation™:
https://api.advancedsupervision.ga.veritas.comfodata/ItemDetail
s?ReportId=f3e)Safs-38bd-4c20-6d10-5d4bETef3852
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2. Call the ReportStatus API to get the status of the ltemDetailsAsync API report. See Report
Status API.

3. Once the report is ready, call the ItemDetails synchronous API to retrieve the report data from

the asynchronous API.

View Report Endpoint (synchronous)

This report displays items that have been archived and discovered within the Arctera Surveillance
application. It includes metadata such as subject and author, as well as a history of actions
performed on the item, including label assignment, marking, escalation, appraisal, and

commenting.

This report provides detailed insights into the items and the history of events associated with those
items. This report provides the following additional parameters: itemld: Copy this ID and use it in
the advanced filter in Arctera Surveillance to preview the item. itemldentifier: This is a unique

identifier for an item.
Notes:

« If the number of records in the report exceeds 400,000 records, the result will be truncated. The

extra records beyond the limit (400,000) are not included in the report.

 |f the result is truncated, refine the filter criteria to narrow down the number of records and

retrieve more specific data.
Endpoint URL
GET https://<Reporting endpoint base URL>/odata/ItemDetails
Sample requests

* GET https://<Reporting endpoint Base URL>/odata/ItemDetails?reportid=<ID of
the ItemDetailsAsync API report>

e GET https://<Reporting endpoint Base URL>/odata/ItemDetails?
reportid=dd437b60-32cc-459b-a60d-8acd413c3aeb

Parameter/Filters

The following filters can be used with the ItemDetails APl when invoked using the GET method
only. The system uses the AND operator between the filters to return the result based on the

specified filters.
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PARAMETER REQUIRED DESCRIPTION

ReportID Mandatory Specify the ID of ItemDetails
API report you want to view.

Scenario 1: Item Details Report when DateType = CaptureDate

GET https://<Reporting endpoint Base URL>/odata/ItemDetails?
ReportId=dd437b60-32cc-459b-a60d-8acd413c3aeb

Sample response:

Status code: 200 OK

{
"@odata.context":
https://api.advancedsupervision.ga.veritas.com/odata/SmetadataiItembDetails,
"value™: [

{

"itemDetailsId™: 10038095,

"itemIdentifier™: 33234734,

"itemId":

"d4z]12B8UXkKLSE GEtWGgXUzFMF9g-DYUEn81ft mRiNzdjODczZjJkYTQzNzFhMmY yZmQSNG

UyMTgwNTASwWOxklS0aRsEDAJZ f£mESYC] By z0mENzouewY ™,

"departmentId": 145,

"departmentName": "AutoTagIR1-2712240229%9351",

"captureDate": "2024-12-27T711:04:26.503-08:00",

"subject™: "2712240225%51-T-24-Dominoc first none email®,

"author": userl-bhagirathi-groupifvas-bhagirathi-group5.com,

"recipient®: user2-bhagirathi-group5S@vas-bhagirathi-group5.com,

"mailDate™: "2024-12-27710:42:38-08:00",

"messageType": I,

"messageTypeNams": "Domino™,

"monitoredEmployees™: " ([Userl-Bhagirathi-groupS] | [User2-Bhagirathi-groupS]”,

"itemHistory™: [
{
"eventName": "Action Status-Mark",
"description": "Pending”,
"eventTimestamp™: "2025-01-08T04:1€:09.47-08:00",
"userId™: 216,
"userName": "admin ",
"type": "Mark",
"subType”: "None"
b
{

"eventName": "Action Status-Mark",
"description®™: "Questioned®”,
"eventTimestamp”: "2025-01-08T04:16:14,803-08:00",
"userId”: Zl&,
"usexMame": "admin ",
"type™: "Mark".,
"subType™: "None™
|
1.1
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Note: The API response for Iltem Details, Item Metrics, and Evidence of Review reports also

include the input parameters specified during report generation as shown in the image below.

"reportParameters": {
"Timezone": "Pacific Standaxrd Time",
"ReportName": "ItemDetailsBasedOnCaptureDate”,
"ReportNameDescription”: "Specifies the name of the report.”,
"DateType": "CaptureDate",
"DateTypeDescription”: "Specifies whether the report filters by CaptureDate (when items were ingested) or ItemHistoryDate (when actions 1i
"StartDate”: "©4/15/25 12:80:00 AM",
"StartDateDescription”: "Specifies the start of the date range for the report. If DateType is CaptureDate, this filters by ingestion date;
"EndDate": "@3/15/26 11:59:59 PM",

"EndDateDescription”: "Specifies the end of the date range for the report. If DateType is CaptureDate, this filters by ingestion date; if
"Departments(Id)": "All",
"DepartmentsDescription”: "Specifies the departments to include in the report. The output returns item counts for items belonging to these
"MessageTypes{Id)": "All",
"MessageTypesDescription": "Specifies the types of captured items to include. The output returns item counts for items matching the select

Scenario 2: Item Details Report when DateType = ItemHistoryDate

Sample response:

"Bodata.context™:

https://api.advancedsupervision.ga.veritas.com/odata/$metadata§ItembDetails,
"rvalua®": [

{

"itemDetailsId™: 1 M
filtemIdentifier™: 474€E,
"itemId":
"rYVmTiEENCHh SmDr 6FD-DNkydaTekESS5d 3ZvHZREjNzdjOoDezE2j kY TQzNzFhMmY v ZmQSHEU
YMTgwNTASEVITTYbje-Ey856TmIRk06Cagq0kpYcJrZEE"™,
"departmentId”: 149,
"departmentName": "AutoTagIR1-271224022551",
"captureDate™: "2024=12=2T7T711:04:26.9%€3=08:00",
"subject™: "2T71224022551-T-24-Domino cake at my deak"™,
"author™: userl-bhagirathi-groupS@vas-bhagirathi-group5.com,
"recipient”: outside@out.com,
"mailDate": "2024-12-27T10:42:359-08:00",
"messageType": 5,
"messageTypeName™: "Domino",
"monitoredEmployees®™: " [Userl-Bhagirathi-group5]®,
"itemHistory™: [
{
"eventName™: "Action Status-Mark",
"descraption”: "Reviewed Relevant”,
"eventTimestamp": "2025-01-08T05:532:55.937-08:00",
"usarId®: I1g,
"userName": "admin ",
"typae": "Mark™,
"subType”: "NHone"
}

e
|

Scenario 3: Item Details Report when IncludeltemHistory = False

Sample response:
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{

}

"@odata.context™:
hteps://api.advancedsupervision.ga.veritas.com/odata/SmetadatafltenDetails,

"value": [

{

"itemDetailsId™: 1 8142,

"itemIdentifier™: 40518782,

"itemId":

"DV50Tus5 AIrlijYyS72iI6dss TNtONet04nzBiZTOxOGK]ZjESOTOYN22iZ gnMRTiNDgzRiFiY2
U4DErfwhHcbhaNzZDSdToaLt SOfWZRIUTx=30",

"departmentId™: 15366,

"departmentNama™: "0 TestAutoHHN-112242045247,

"captureDate™: "2025-04-14T11:25:32.5%37-07:00",

"subject™: "10122403055%-T0-CellTrust internal odata-gss",

"author”: userl-bhagirathi-groupS@vas-bhagirathi-group5.com,

"recipient": user2-bhagirathi-groupS@vas-khagizrathi-groups.com,

"mailDate": "2024-12-10T11:15:20-08:00",

"messageType™: 114,

"messageTypeName™: "CellTrust®,

"monitoredEmployess”: "[Userl-Bhagirathi-groups] | [User2-Bhagirathi-groupz]"”,
FitemHistory™: []

Ve

Scenario 4: Limiting a report when records are more than 400000

Sample response:

}

"IsResultTruncated”: true,

"ResultTruncationReason™: "The result set has been truncated to 400000 records.
FPlease refine your filter criteria to narrow down the results and retrieve more
specific data.",

"fodata.context™:
https://api.advancedsupservision.ga.veritas.com/odata/SmetadataIitemDeatails,

"ralua™: [

{

"itemDearailsTd™: 5425429,

"itemIdentifier™: 1534412E,

"itemId”:

*pdoNknTH-VRUL 7 5Lt Dt ThOPQpvlPvipucJe SEGRjNzd] 0Dcz 2 TkY TOzNz FhMmY yZmQSNGU
yHPgwNTASche VFC18DxvHNZIBSndmevZVuydBnnvaVGz0",

"departmentId™: 5834,

"departmentName™: "50Tenant3Deptd”™,

"captureDate™: "2024-05-02T10:11:06.573-07:00",

"subject™: "sunday for regression random testing 11",

"author”: admin@vas-bhagirathi-group5.com,

"recipisnt”:
userl-bhagirathi-groupS@vas-bhagirathi-group5.com;user2-bhagirathi-group
S@vas-bhagirathi-group5.com;user3-bhagirathi-groupS@vas-bhagirathi-group
S.com;userd~bhagirathi=-groupSevas-bhagirathi=-groupS.com;userS-bhagirathi
=groupS@vas-bhagirathi-group5s.com,

"mailDate": "2024-03-06T05:45:23-08:00",

"messageTypea™: 1,

"messageTypeNama™: "Exchange®,

"monitoredEmployees™: null,

"itemHistory™: []

}I’

Supported OData Filters

See Supported OData query options.

Responses
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See Responses.

Sample reference reports

Sample reports showing the report parameters and generated output are available at: /tem Details
Sample Report PDF.

Item Hotword Metrics API

This topic provides information on the following:

* Overview

General workflow

Submit Report Endpoint (asynchronous)

¢ View Report Endpoint (synchronous)

Sample reference reports

Overview

The Item Hotword Metrics API generates reports that provide summary metrics for hotword
matches in items captured by Arctera Surveillance. The report aggregates hotword-related data
based on the specified report parameters and filters, enabling you to analyze hotword trends,
monitor keyword activity, and generate compliance reports. The API supports both synchronous

and asynchronous execution methods.
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General workflow

Item Hotword Metrics Report — Behaviour Guide

Tracks hotword hit counts across captured items in Surveillance along with their review status breakdown —
useful for monitoring policy keyword exposure and reviewer compliance by department.

SECTION 1: Report Filters

ReportName StartDate / EndDate | | Departments
Alphanumeric label for the report. Max Date range in YYYY-MM-DD. Always filters Filter by department IDs. Omit to
256 chars. by Capture Date. Max 1-year range. include all departments.

SECTION 2: Report Behaviour

Submit Request
ReportName + StartDate + EndDate (mandatory). Departments optional.

Items Filtered by Capture Date
Retrieves all items ingested in Surveillance within the specified date range, scoped to selected departments.

Hotword Hits Counted
For each matched item, hotword occurrences are counted and aggregated by hotword and hotword category.

Review Status Breakdown Applied
| Each hotword hit is further broken down by review status: Relevant, Irrelevant, Unreviewed, etc.

Report Snapshot Generated
Report queued and processed asynchronously. Poll ReportStatus API for completion.

Output
" Hotword hit counts with review status breakdown per department and category, retrievable via ltemHotwordMetrics
API

Key Notes Grouping options are applied at retrieval time via ltemHotwordMetrics APl — not here
The general workflow for Item Hotword Metrics Report is as follows:
1. Request Setup: You provide a report name, start date, and end date (mandatory). Optionally,

You can filter by departments.

2. Item Collection: The system gathers all items captured within that date range, scoped to the

chosen departments.

3. Hotword Counting: For each item, it counts how many times hotwords appear, grouped by

hotword and by category.

4. Review Status Categorization: Each hotword hit is further classified by its review status (e.qg.,

Relevant, Irrelevant, Unreviewed).
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5. Report Generation: A snapshot of the report is created asynchronously. You check progress
via the ReportStatus API.

6. Output Retrieval: Final results — hotword counts with review status breakdown per

department and category — are accessed through the ItemHotwordMetrics API.

Submit Report Endpoint (asynchronous)

This API submits the report generation request which executes asynchronously. The result of this
API contains the identifier for the report, status, and location for retrieving the report data. The

report identifier and locations in the result can be used to track the report generation operation.
To use the ltemHotwordMetricsAsync API, follow the steps below:
1. Call the ItemHotwordMetricsAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as

needed:

* GET https://<Reporting endpoint base URL>/0OData/ItemHotwordMetricsAsync?
ReportName=<Name of the report>&StartDate=<YYYY-MM-DD>&EndDate=<YYYY-MM-

DD>

e POST https://<Reporting endpoint base URL>/0OData/ItemHotwordMetricsAsync
Sample Input

e GET https://<Reporting endpoint Base URL>/odata/ ItemHotwordMetricsAsync?
ReportName=<Name of the report>&StartDate= <YYYY-MM-DD>&EndDate=<YYYY-MM-
DD>&Departments=[<DeptID1>,<DeptID2>, ...]

* POST https://<Reporting endpoint base URL>/0OData/ItemHotwordMetricsAsync
Parameter/Filters

The following parameters/filters can be used with the ltemHotwordMetricsAsync APl when
invoked using the GET and POST methods. The system uses the AND operator between the

filters to return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Limitations
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PARAMETER REQUIRED DESCRIPTION

- The report name can be up
to a maximum of 256
characters long.

- Special characters are not
allowed; only alphanumeric
values are permitted.

StartDate Mandatory StartDate refers to the date
items are captured or
ingested in Arctera
Surveillance and recorded
as their capture date.

Specify the start date to
return the count of items
with a capture date on or
after this date.

Data Type

Date in the YYYY-MM-DD
format that is StartDate.

Limitations

EndDate Mandatory Specify the end date to
return the count of items
with a capture date on or
before this date.

Data Type

Date in the YYYY-MM-DD
format that is StartDate.

Limitations

Departments Optional Specifies the departments to
which the captured item
belongs and returns item
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PARAMETER REQUIRED DESCRIPTION

counts for items within that
department.

Data Type

JSON array of integers
'id'(identifier fields) that is
Department IDs.

Limitation

As an input, this API can
pass maximum of 1000
Departments IDs.

- To include results for all
departments of a specified
customer in a report, do not
specify any department IDs
in a query.

- To include results for
specific departments of a
specified customer in a
report, specify department
IDs in the query.

Note: To get the
Department IDs, See
Departments API. Refer to
the departmentld field only.

Scenario 1: New request to submit a report
Sample input:

FPOST https://<Reporting endpoint Base
URL>/ocdata/ItemHotwordMetricshAsync

{
"ReportName":"TestItemHotwordMetricsReport"”,
"StartDate"™:"2024-01-01",
"EndDate":"2025-03-18",

"Departments™: | . 1,

}
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Sample response:

"Bodata.context™: "https://<Reporting endpoint Base

URL>/odata/$metadatadItemHotwordMetricsAsync/ Sentity®,
"1 "dO558287-334%-4df3-9528-11166863TaB3b",

: "restltemHotwordMetricsReport®,

: "Item Hotword Metrics®,

3 "2025-03-18T23:49:25.462-07: 00",

: "Queued®,

Successfully gueued the report reguest.”,

ncefueusd®: trus,

. cation®: "https://<Reporting endpoint Base
URL>/odaca/Reporc3tatus?ReportId=d05582687-3349-44f3-5528-1116863TaBib"™,
"reportDatalacation™: "https://<Reporting endpoint Base
URL>/odata/ItenmHotwordMetrics tReport Id=d0558287-3349-4d£3~-9528~-111686237a830"

NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as Item Hotword
Metrics.
reportDate Displays the date of report generation after

successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API.

info Displays a message if the report request has
queued successfully or not.

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
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NAME DESCRIPTION

identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatal.ocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: The same request has been submitted again within one minute

Sample response:

"Hodata.context": "https://<Reporting endpoint Base
URL>fodata/Smetadatad ItemHotwordMetricsAsync/ jentity™,
"reportId®: *d0558287-3349-4df3-9528-1116863T7a83b",

lame™: "TestltesHorwordMetricsRepoart®,
: ®"Item Hotword Metrics™,
 "2025=03=18T23:49:25.463=07:00",
ortStatus®: "Queusd®,
"info": "Requested report is already quewed with details in this response.
In case YVou Want To Jeneratée neWw instance of this report then pleasé Loy
after some time.";
"newReportInstanceguesed”: falsa,
"reportStatusLocation®: "https:/f/<Reporting endpoint Base
URL>/fodata/ReportStatus tReportId=d0558287-3349-4df3-9528-11168637a830",
"reportDatalocation”™: "https://<Reporting endpoint Base
URL>/cdata/ItemHotworddetrics tReport Id=d0558287-3349-4df3-9528-11168637a83b"

}
2. Call the ReportStatus API to get the status of the ItemHotwordMetricsAsync API report. See
Report Status API.

3. Once the report is ready, call the ltemHotwordMetrics synchronous API to retrieve the report

data from the asynchronous API.

View Report Endpoint (synchronous)

This report provides detailed insights into the hotwords applied to items within a specific

department. This report includes the following key information:
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 Item Counts by hotwords: Displays the number of items each hotword has been applied to in

the department.
» Capture Information: Displays the capture date along with counts for various marking statuses.

e Hotword Details: Displays additional information about hotwords, including the hotword name,

hotword category IDs, and the hotword category name.
Endpoint URL
GET https://<Reporting endpoint base URL>/odata/ItemHotwordMetrics
Sample requests

* GET https://<Reporting endpoint Base URL>/odata/ItemHotwordMetrics?

reportid=<ID of the ItemHotwordMetricsAsync API report>
* GET https://<Reporting endpoint Base URL>/odata/ItemHotwordMetrics?
reportid=d0558287-3349-4df3-9528-11168637a83b

Parameter/Filters

The following filter can be used with the ItemHotwordMetrics APl when invoked using the GET
method only. The system uses the AND operator between the filters to return the result based on

the specified filters.

PARAMETER REQUIRED DESCRIPTION
ReportID Mandatory Specify the ID of report you
want to view.

Scenario: Item Hotword Metric Report
Sample response:

Status code: 200 OK
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"Bodata.context": "https://<Beporting endpoint Base
URL>/odata/smetadata#lItemHotwordMetrics”,
"yalue™: [
{

"hotwordStatsID": 73546,

"departmentId": £074,

"department™: "HR Department”,

"hotwordID": 102,

"hotword": "one",

"hotwordCategoryID": elz,

"hotwordCategory": "For Perf Test",
"captureDate": "2024-09-17T00:00:00-07:00",

"itemCount": 2,
"relevant": 0,

"irrelevant™: 0,
"unreviewed": 2,

"unreviewedIrrelevant™:
"unreviewedRelevant™:
be
}

Supported OData Filters
See Supported OData query options.
Responses

See Responses.

Sample reference reports

Sample reports showing the report parameters and generated output are available at: ltem

Hotword Metrics Sample Report PDF.

Item Label Metrics API

This topic provides information on the following:

¢ Overview
¢ Submit Report Endpoint (asynchronous)

« View Report Endpoint (synchronous)

Overview

The Item Label Metrics API generates reports that provide summary metrics for labels applied to
items in Arctera Surveillance. The report aggregates label-related data based on the specified
report parameters and filters, enabling you to analyze label distribution, monitor labeling activity,
and generate compliance reports. The API supports both synchronous and asynchronous

execution methods.
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Submit Report Endpoint (asynchronous)

This API submits the report generation request which executes asynchronously. The result of this
API contains the identifier for the report, status, and location for retrieving the report data. The

report identifier and locations in the result can be used to track the report generation operation.
To use the ltemLabelMetricsAsync API, follow the steps below:
1. Call the ItemLabelMetricsAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as
needed:

* GET https://<Reporting endpoint base URL>/0OData/ItemLabelMetricsAsync?
ReportName=<Name of the report>&StartDate=<YYYY-MM-DD>&EndDate=<YYYY-MM-
DD>

* POST https://<Reporting endpoint base URL>/0OData/ItemLabelMetricsAsync

Sample Input:

e GET https://<Reporting endpoint Base URL>/odata/ ItemLabelMetricsAsync?
ReportName=<Name of the report>&StartDate= <YYYY-MM-DD>&EndDate=<YYYY-MM-
DD>&Departments=[<DeptID1>,<DeptID2>, ...]
&Labels=[<LabelIdl>,<LabelId2>...]&ReturnByDepartment=<true or false>

e POST https://<Reporting endpoint base URL>/OData/ItemLabelMetricsAsync

Parameter/Filters:

The following parameters/filters can be used with the ltemLabelMetricsAsync APl when invoked
using the GET and POST methods. The system uses the AND operator between the filters to

return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Limitations

- The report name can be up
to a maximum of 256
characters long.
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PARAMETER REQUIRED DESCRIPTION

- Special characters are not
allowed; only alphanumeric
values are permitted.

StartDate Mandatory StartDate refers to the date
items are captured or
ingested in Arctera
Surveillance and recorded
as their CaptureDate.

Specify the start date to
return the count of items
with a CaptureDate on or
after this date.

Data Type

Date in the YYYY-MM-DD
format that is StartDate.

Limitations

EndDate Mandatory Specify the end date to
return the count of items
with a CaptureDate on or
before this date.

Data Type

Date in the YYYY-MM-DD
format that is StartDate.

Limitations

Departments Optional Specifies the departments to
which the captured item
belongs and returns item
counts for items within that
department.

Data Type
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PARAMETER REQUIRED DESCRIPTION

JSON array of integers
'id'(identifier fields) that is
Department IDs.

Limitation

As an input, this API can
pass maximum of 1000
Departments IDs.

- To include results for all
departments of a specified
customer in a report, do not
specify any department IDs
in a query.

- To include results for
specific departments of a
specified customer in a
report, specify department
IDs in the query.

Note: To get the
Department IDs, See
Departments API. Refer to
the departmentld field only.

Labels Optional Specifies the labels of the
captured items and returns
item counts for those labels.

Data Type
JSON array of integers
'id'(identifier fields) that is

label IDs.

Limitation
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PARAMETER REQUIRED DESCRIPTION

As an input, this API can
pass maximum of 1000
label IDs.

- To include results for all
the labels of a specified
customer in a report, do not
specify any label ID in a

query.

- To include results for
specific label IDs of a
specified customer in a
report, specify label IDs in
the query.

Note: To get the Label IDs,
See Labels API. Refer to the
labellD field only.

ReturnByDepartment Optional To generate the Item Label
Metrics Report by
departments, set this value
to True.

To generate the Item Label
Metrics Report by monitored
employees, set this value to
False.

The default value of this
parameter is set to False.

Scenario 1: New request to submit a report

Sample input:
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POST : https://<Reporting endpoint Base
URL>/odata/ItemLabelMetricsAsync

{

"ReportName": "LabelMetricsReport",
"StartDate"™: "2024-01-02",
"EndDate": "2024-12-04",
"Departments":;[1038,458],
"Labels":[475],
"ReturnByDepartment": true

}

Sample response:

"RBodata.context®: Yhrops://<Reporting endpoint Base
URL>»/odata/SmetadatadltemblabelMetricshsync/Sentity”,
"reportId™: "03cldelS-9%eTc=4bEe=9729=3ebab%bed5fh",
"reportName": "LabelMetricsReport”,

"reportType™: "Item Label Metrics By Department”,
"reportDate™: "2024-12-20T04:41:19%.45-08:00",
"reportitatus”: "Queued”,

"infa": "Successfully queued the report request.",
"newBReportInstanceQueued™: true,

"reportstatusLocation™: "https://<Reporting endpoint Base
URL>/odata/ReportStatus?ReportId=03cldels-%eT7c-4bée-5725%-3ebab

ghedSfh",
"reportDataLocation™: "https://<Reporting endpoint Base
URL>/odata/ItemLabelMetrics?ReportId=03clidelS-5eTc-4bte-58724-3
ebab%be&5fb"
}
NAME DESCRIPTION
reportld Displays report ID. It is generated upon
successful execution of API.
reportName Displays report name. It is generated upon
successful execution of API.
reportType Displays the report type as Item Label
Metrics.
reportDate Displays the date of report generation after
successful execution of API.
reportStatus Displays report status. For more information
on statuses, see Report Status API .
info Displays a message if the report request has

queued successfully or not.
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NAME DESCRIPTION

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatalocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: The same request has been submitted again within one minute

Sample response:
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"#odata.context™: "https://<Reporting endpoint Base
URL»/odatasSmetadataéltemlabelMetricshsyncs/ Sentity”,
"reportId™: "03c0de(5-9%eTc-4bte-972%9-3ebab%betsfb",
"reportName": "LabelMetricsReport"™,

"reportType™: "Item Label Metrics By Department”,
"reportDate™: "2024-12-20T04:41:19.45-08:00",

"reportStatus": "Queued",

"info": "Requested report is already gueued with details in
this response. In case you want to generate new instance of
this report then please try after some time."
"newReportInstancefueued™: falsa,

"reportstatusLocation™: "https://<Reporting endpoint Base
URL>/odata/ReportStatus?ReportId=03clidedS-%eTc-4bte-472%-3ebab
SheeSfb",

"reportDatalocation®™: "https://<Reporting endpoint Base
URL>»/odatasItemLabelMetrics 7ReportId=03c0del5-%eTc-4bie-9T725%-3
ebabSbeéSfb"

}

2. Call the ReportStatus API to get the status of the ItemLabelMetricsAsync API report. See
Report Status API.

3. Once the report is ready, call the ltemLabelMetrics synchronous API to retrieve the report data

from the asynchronous API.

View Report Endpoint (synchronous)

This report provides detailed insights into the labels applied to items for monitored employees

within a specific department. This report includes the following key information:

» Item Counts by Label: Displays the number of items each label has been applied to for

monitored employees in the department.

e Capture Information: Displays the capture date along with counts for various marking statuses,

categorized by capture types, message types, and directions.

e Label Details: Provides additional details about the labels, including label type and label group
IDs.

e Search Support: If items are captured through a search, the corresponding search ID and

name will be displayed for easy identification.
e This report helps tenants/customers to adjust item labels and can be generated at the following
levels:
o Item Label Metrics by Department Report: Displays metrics for items across the
department.
o Item Label Metrics by Monitored Employee Report: Displays metrics for monitored

employees within the department.

Endpoint URL
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GET https://<Reporting endpoint base URL>/odata/ItemLabelMetrics
Sample requests

e GET https://<Reporting endpoint Base URL>/odata/ItemLabelMetrics?reportid=<ID

of the ItemLabelMetricsAsync API report>

e GET https://<Reporting endpoint Base URL>/odata/ItemLabelMetrics?
reportid=a337e782-aa81-40fd-a65c-589h1bb6das56

Parameter/Filters

The following filters can be used with the ItemLabelMetrics API when invoked using the GET
method only. The system uses the AND operator between the filters to return the result based on

the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportID Mandatory Specify the ID of report you
want to view.

Scenario 1: Item Label Metric Report by Employee

GET https://<Reporting endpoint Base URL>/odata/ItemLabelMetrics?
ReportId=belbbfb3-fc7f-4d93-b178-e002afac76d3

Sample response:

Status code: 200 OK
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"fodata.context™: "https://<Reporting endpoint Base
URL>/odata/SmetadatagItemlabelMetrics™,
"ralue™: [
{
"labelMetricsId": 1,
"departmentId”: 1038,
"department": "MR2",
"monitoredEmployeeld®™: €35,
"monitorsdEmployese™: "Admin User™,
"labelId": 42,
"labelName": "Money Laundering”.
"labelGroupIDs"™: "1",
"labelType": "Predicted And Applied Label"™,
"captureDate®: "2024-06-19T00:00:00-07:00",
"itemsLabeled"™:
"reviewedIrrelevant™: 0,
"reviewedRelevant™: 3,
"pending™: 0,
"questiconed": 0,
"unreviewed": 0,
"unreviewedIrrelevant™: 0,
"unreviewedRelevant™:
"messageTypeld”:
"messageType™: "Exchange®,
"captureTypeId”: Z,
"captureType™: "Random Sampling™,
"captureTypelescription™: "Indicates that items were
randomly sampled™,
"messagebirectionID™: 1.
"messageDirection”™: "Internal”,
"messageDirectionDisplayName®: "Internal®,
"messageDirectionDescription”: "The items where the
author and all recipients are internal to the
organization. ™,
"searchIa: 0,
"searchName":

}
Scenario 2: Item Label Metric Report by Department

Sample response:

Status code: 200 OK
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{

"f#odata.context™: "https://<Reporting endpoint Base
URL>/odata/SmetadatasltemlabelMetrics”,
"labelMetricsId": 1,
"departmentId™: 1 P
"deparcment™: "MR2",
"monitoredEmployeeId®: P
"monitoredEmployse™:; ™",
"labelId": 23,
"labelName™: "Internal Announcements",
"labelGroupIDs™: "1",
"labelType": "Predicted Label"™,
"captureDate™: "2024-03-01T00:00:00-08:00",

"itemsLabeled™: 20,
"reviewedIrrelevant®:
"reviewedRelevant™: 0,
"pending®: 0,
"questioned™:
"unreviewed": 20,

"unreviewedIrrelevant™: 0,

"unreviewsdRelevant™: 0,

"messageTypeId™: 1,

"messageType": "Exchange”,

"raptureTypelId®: 1,

"captureType": "Search",

"captureTypeDescription™: "Indicates that item was
captured based on immediate or scheduled search",
"messageDirectionID":

"messageDirection™: "Internal®,
"messagelirectionDisplayName": "Internal”,
"messageDirectionDescription™: "The items where the
author and all recipients are internal to the
organization.®™,

"searchId": 49085,

"searchMName": "blank"™

}
Supported OData Filters
See Supported OData query options.

Responses

See Responses.

Item Metrics API

This topic provides information on the following:

* QOverview

* General workflow

Submit Report Endpoint (asynchronous)
« View Report Endpoint (synchronous)

e Sample reference reports

415



ARCTERA™ SURVEILLANCE

Overview

The Item Metrics API generates reports that provide summary metrics for items captured in Arctera
Surveillance. The report aggregates item data based on the specified report parameters and filters,
enabling you to analyze communication volumes, monitor capture trends, and generate

compliance reports. The API supports both synchronous and asynchronous execution methods.

General workflow

Item Metrics Report — Behaviour Guide

Provides a quantitative snapshot of items ingested into Surveillance, broken down
by Department or Monitored Employee — useful for tracking volume trends over time.

SECTION 1: Report Filters

- _ — ) 1
1 ReportName & CaptureDateStart/CaptureDateEnd | F MessageTypes

I o
— .

] Departments E ReturnByMonitoredEmployee

SECTION 2: ReturnByMonitoredEmployee Behaviour

ReturnByMonitoredEmployee = False (Default) ReturnByMonitoredEmployee = True

Date filters by Capture Date Date filters by Capture Date
b 4 N
Grouped by Department Grouped by Monitored Employee
J J
[A Results exclude current day’s data } Includes employee IDs
Ny N
Output: Counts per Department Output: Counts per Employee

Key Notes

) Date always means Capture Date

The general workflow for Item Metrics Report is as follows:

1. Report Filters: You set filters like ReportName, CaptureDateStart/End, MessageTypes,

Departments, and whether to ReturnByMonitoredEmployee.

2. ReturnByMonitoredEmployee Behavior:
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* ReturnByMonitoredEmployee = False (Default)

o Dates are filtered by Capture Date.

o Data is grouped by Department.

o

Current day’s data is excluded.

o

Output —» Counts per Department.
* ReturnByMonitoredEmployee = True

o Dates are filtered by Capture Date.

o

Data is grouped by Monitored Employee.

o

Employee IDs are included.

o

Output - Counts per Employee.
Notes:
» Date always refers to Capture Date.

» The grouping changes depending on whether you return by employee or not.

Submit Report Endpoint (asynchronous)

This API submits the report generation request which executes asynchronously. The result of this

API contains the identifier for the report, status, and location for retrieving the report data.

This report gets the count of items captured in Arctera Surveillance within a specified date range.
The report identifier and locations in the result can be used to track the report generation

operation.
To use the Item Metrics Async API, follow the steps below:
1. Call the Item Metrics Async API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as

needed:

°* GET https://<Reporting endpoint base URL>/OData/ ItemMetricsAsync?
ReportName=<Name of the report>&CaptureDateStart=<YYYY-MM-DD>&

CaptureDateEnd=<YYYY-MM-DD>

e POST https://<Reporting endpoint base URL>/0OData/ ItemMetricsAsync

Sample Requests
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* GET https://<Reporting endpoint Base URL>/odata/ ItemMetricsAsync?
CaptureDateStart=2025-12-01&CaptureDateEnd=2025-12-31&ReportName=TestItemMetrics

e POST https://<Reporting endpoint base URL>/0OData/ItemMetricsAsync
Parameter/Filters

The following parameters/filters can be used with the ltem Metrics Async APl when invoked
using the GET and POST methods. The system uses the AND operator between the filters to

return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Data Type: String
Limitations

- The report name can be up
to a maximum of 256
characters long.

- Special characters are not
allowed; only alphanumeric
values are permitted.

CaptureDateStart Mandatory CaptureDate refers to the
date on which items are
captured or ingested in
Arctera Surveillance is
recorded as the
CaptureDate for that item.

This filter specifies the start
date for returning count of
items whose CaptureDate is
greater than or equal to this
start date.

Data Type: Date in the
YYYY-MM-DD format.
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PARAMETER REQUIRED DESCRIPTION
Limitations
CaptureDateEnd Mandatory CaptureDateEnd refers to

the end date for returning
count of items whose
CaptureDate is less than or
equal to this date.

Data Type: Date in the
YYYY-MM-DD format.

Limitations

Departments Optional Specifies the departments to
which the item belongs and
returns item counts for items
within that department.

Data Type: JSON array of
integers id (identifier fields)
that is Department IDs.

Limitation

As an input, this API can
pass maximum of 1000
Departments IDs.

- To include results for all
departments of a specified
customer in a report, do not
specify any department IDs
in a query.

- To include results for
specific departments of a
specified customer in a
report, specify department
IDs in the query.
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PARAMETER REQUIRED DESCRIPTION

Note: To get the
Department IDs, See
Departments API. Refer to
the departmentld field only.

MessageTypes Optional Specifies the type of
captured items and returns
item counts for items that
have the specified message

type.

Data Type: JSON array of
integers 'id' (identifier fields)
that is MessageTypes IDs.

Limitation

As an input, the Item Metrics
API can pass maximum 100
MessageTypes IDs on a

single page.
ReturnBy Optional Specifies whether report
MonitoredEmployee results are grouped by

monitored employees. This
parameter value is set to
false by default.

- When set to false or not
specified, it returns the item
metrics count grouped by
departments. Note: When
report results are grouped
by departments, results are
returned only up to the
previous day. Results for the
current date are not
included.

- When set to true, it returns
the item metrics count
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PARAMETER REQUIRED DESCRIPTION

grouped by monitored
employees. The
monitoredEmployeeld and
monitoredEmployee
parameters are applicable,
and return the
corresponding values in the
response.

Data Type: Boolean

Possible values: true, false

Note: If no optional parameters are specified (such as in the GET request), the Item Metrics

API returns counts for all Departments and MessageTypes.
Scenario 1: A new request to submit the report
Sample request:

POST https://<Reporting endpoint Base URL>»/odata/ItemMetricsAsync
{

“"ReportName” :"TestItemMetrics”,

“CaptureDateStart”:"2026-03-20",

“CaptureDateEnd”:"2026-03-24",

“Department”: [20821, 208231,

"MonitoredEmployees™:[],

"ReturnByMonitoredEmployee™ :true,

"ReturnZerolaptureRecords":true

}

Sample response:

"@odata.context™: "https://<Reporting endpoint base URL»/ocdata/Smetadata$ltemMetricsAsync/Sentity",

"newReportInstanceQueued": true,

"reportStatuslLocation™: "https://<Reporting endpoint base URL>/odata/ReportStatus?ReportId=0bafel35-ae77-4bal-ba84-14£fa11%al1908",
"reportDataLocation™: "https://<Reporting endpoint base URL>/odata/ItemMetrics?Reportld=0bafe035-ae77-4bald-ba84-14£2119a1508",
"reportId": "Obafe035-ae77-4bad-baB4-14f2119a1508",

"reportIntId": 10959,

"reportName": "TestItemMetrics™,

"reportType": "Item Metrics By Monitored Employee",
"reportDate": "2026-03-31T23:03:02.727-07:00",
"reportStatus": "Queued",

"info": "Successfully queued the report request."

1

Note: The API response for Iltem Details, Iltem Metrics, and Evidence of Review reports also

include the input parameters specified during report generation as shown in the image below.
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"reportParameters": {

e

"Timezone": "Pacific Standard Time",

"ReportName": "TestltemMetrics"™,

"ReportNameDescription™: "Specifies the name of the report.™,

"CaptureDateStart™: "03/20/26 12:00:00 BM",

"CaptureDateStartDescription™: "Specifies the start of the capture date range. The ocutput includes
"CaptureDateEnd": "03/24/26 11:59:59 PM",

"CaptureDateEndDescription™: "Specifies the end of the capture date range. The output includes ite
"ReturnByMonitoredEmployee™: "Yes",

"ReturnByMonitoredEmployeeDescription™: "Determines whether report results are grouped and returne
"Departments (Id)": "&Al1l",

"DepartmentsDescription": "Specifies the departments to include in the report. The output returns
"CaptureTypes (Id)": "R1l",

"CaptureTypesDescription™: "Specifies the capture modes to include. The output returns item counts
"MessageDirections (Id)™: "Rmll",

"MessageDirectionsDescription™: "Specifies the message directions to include when filtering report
"MessageTypes (Id)": "all",

"MessageTypesDescription™: "Specifies the types of captured items to include. The cutput returns i
"MonitoredEmplovees (Id)": "All"™,

"MonitoredEmployeesDescription”: "Specifies the monitored employee IDs for which the report will b

Refer to the table below for details on the attributes included in the IltemMetricsAsync API

response.
NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as Item Metrics.

reportDate Displays the date of report generation after
successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API .

info Displays a message if the report request has
gueued successfully or not.

newReportinstanceQueued Specifies whether a new report generation

request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:
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NAME DESCRIPTION

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatalocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: A new request to submit the report when ReportName parameter is ignored
Sample request:

POST https://<Reporting endpoint Base URL>»/odata/ItemMetricsAsync

{
“CaptureDateStart”:"2026-03-20",

“CaptureDateEnd”:"2026-03-24",
“"Department”: [20821, 208231,
"ReturnByMonitoredEmployee":true

}
Sample response:

"error": {
"code": "BadParameter",
"message": "Parameter(s): ReportName either need to be specified or have an incorrect name, value or format.
For details regarding API parameters, refer to the documentation."

}
Scenario 3: A new request to submit the report when one of the dates parameter is

ignhored
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Sample request:

POST https://<Reporting endpoint Base URL>/odata/ItemMetricsAsync
{

“ReportName”:"TestItemMetrics”,
“CaptureDateEnd”:"2026-03-24",
“Department”: [20821, 208237,
"ReturnByMonitoredEmployee" :true

}
Sample response:

"error™: {
"code": "InvalidDateRangs",
"message™: "Dates are invalid. Reasons: 1)CaptureDateStart and CaptureDateEnd are mandatory, 2)CaptureDateStart

and CaptureDateStart must be within one vyear."

}

2. Call the ReportStatus API to get the status of the Item Metrics Async API report. See Report
Status API.

3. Once the report is ready, call the ltem Metrics synchronous API to retrieve the report data from

the asynchronous API.

View Report Endpoint (synchronous)

This report provides the details of items captured in Arctera Surveillance within a specified date

range.
Endpoint URL

GET https://<Reporting endpoint base URL>/odata/ItemMetrics

Sample request

* GET https://<Reporting endpoint Base URL>/odata/ItemMetrics?reportid=<ID of

the ItemMetricsAsync API report>
Parameter/Filters

The following filters can be used with the ItemMetrics APl when invoked using the GET method
only. The system uses the AND operator between the filters to return the result based on the

specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportID Mandatory Specify the ID of ltemMetrics
API report you want to view.
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Sample scenario

GET https://<Reporting endpoint Base URL>/odata/ItemMetrics?

ReportId=0db229b3-10d4-425f-826f-e515fb667688

Sample response:

Status

I
"@Bodata.
"value":

{

by

code: 200 OK

context": "https://<Reporting endpoint base URL>/odata/Smetadata#ltemMetrics”,
[

"itemMetricsId": 146093,
"captureDate": "2026-03-19T00:00:00-07:00",

"departmentId": 6073,

"department": "Teams-UJl ",

"monitoredEmployeeId": 1882271,

"monitoredEmployes™: "Admin",

"messageTypeId": 1,

"messageType": "Exchange",

"captureTypeId": 1,

"captureTypeDisplayName": "Search",

"captureTypeDescription”: "Indicates that item was captured bassd on immediate or scheduled ssarch",
"messageDirectionTd": 1,

"messageDirection™: "Internal",

"messageDirectionDisplayName": "Internal™,

"messageDirectionDescription”: "The items where the author and all recipients are internal to the organization.",
"capturedItemsCount": 2

Note: The API response for Iltem Details, Item Metrics, and Evidence of Review reports also

include the input parameters specified during report generation as shown in the image below.

"reportParameters”: {

]I

"Timezone": "Pacific Standard Time"™,

"ReportName": "TestItemMetrics™,

"ReportNameDescription": "Specifies the name of the report.”,

"CaptureDateStart™: "03/20/26 12:00:00 aM",

"CaptureDateStartDescription": "Specifies the start of the capture date range. The output includes
"CaptureDateEnd": "(03/24/26 11:59:59 PM",

"CaptureDateEndDescription”: "Specifies the end of the capture date range. The ocutput includes itel
"ReturnByMonitoredEmployee™: "Yes",

"ReturnByMonitoredEmployeeDescription™: "Determines whether report results are grouped and returne
"Departments (Id)": "All",

"DepartmentsDescription”: "Specifies the departments to include in the report. The ocutput returns
"CaptureTypes (Id)": "All",

"CaptureTypesDescription™: "Specifies the capture modes to include. The output returns item counts
"MessageDirections (Id)™: "All™,

"MessageDirectionsDescription™: "Specifies the message directions to include when filtering report
"MessageTypes (Id)": "AI11",

"MessageTypesDescription™: "Specifies the types of captured items to include. The ocutput returns i
"MonitoredEmployees (Id)": "All",

"MonitoredEmployeesDescription™: "Specifies the monitored employee IDs for which the report will b

Supported OData Filters

See Supported OData query options.

Responses

See Responses.
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Sample reference reports

Sample reports showing the report parameters and generated output are available at: Item Metrics
Sample Report PDF.

Reviewer Assessment Activity Date API

This topic provides information on the following:

e Overview

* General workflow

Submit Report Endpoint (asynchronous)
» View Report Endpoint (synchronous)

o Sample reference reports

Overview

The Reviewer Assessment Activity Date API retrieves the available reviewer and assessment
activity dates for a specified report. You can use this API to obtain valid activity dates that can be
used as filter criteria when generating Reviewer Assessment Activity Date reports. The API

supports both synchronous and asynchronous execution methods.
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General workflow

Reviewer Assessment Activity Date Report — Behaviour Guide

Tracks reviewer and assessor activity metrics within a specified date range — measuring both reviewer performance
(marks, escalations, comments, labels, appraisals) and the quality assessment of their work by QA reviewers.

| Important: Date range filters on Activity Date — when the action was performed — not on Capture Date.

SECTION 1: Report Filters

ReportName StartDate / EndDate Departments Reviewers
ReviewerActivityTypes (Mandatory) — AssessmentActivityTypes (Optional) — Specifies
Specifies actions used to filter the initial activity types for QA assessment performed on the items MessageTypes
workload. alread;r"‘llltekteéi!= by Ineviawgﬁcﬁvitty'{yﬁls.::ppﬁrtoid

— types: Mark, Escalation, Comment, Lahel, Appraisal.
 Maik J scalation X Gomment No overlap with ReviewerActivityTypes
Mark Camment J Label X Appraisal

[ © I no oplional parameters are specified, the report returns counts for all Departments, Reviewers, and MessageTypes. ]

SECTION 2: Dual-Tracking Behaviour
How Reviewer and Assessor Activities Are Tracked Separately

leviewerActivityTypes | MANDATORY l AssessmentActivityTypes OPTIONAL
; ; < . Tracks actions performed by QA Reviewers or Assessors...
[ Tracks actions performed directly by Reviewers on captured items | raacked of resection caurks activity for captured items
[ Supported types: Mark, Escalation, Comment, Label, Appraisal ] NO [ Supported types: Mark, Escalation, Comment, Label, Appraisal ]
"' OVERLAP '

Label activity supports an optional LabelNames sub-filter.... Must not share any activity type already specified in

and awise activity type nom counts per activity type sub-filter.. ReviewerActivityTypes, and long mint counts was not requested
[ E" Output: Reviewer action counts per aclivity type ] I E,_-'-) Output: Assessor/QA action counts per activity type ]

Date range always ReviewerActivityTypes and AssessmentActivityTypes § LahelNames sub-fiiter is anly A-1 value in respanse means
means Activity Date cannot share the same type valid Inside Labels activity type @ aetivity type was not requested

The general workflow for Reviewer Assessment Activity Date Report is as follows:
1. Report Filters:

* ReportName, StartDate/EndDate, Departments, Reviewers, MessageTypes.

* ReviewerActivityTypes (Mandatory): Actions by reviewers (Mark, Escalation, Comment,

Label, Appraisal).

» AssessmentActivityTypes (Optional): QA/assessor actions on those items (same types, but

cannot overlap with ReviewerActivityTypes).

* If no optional filters — returns counts for all departments, reviewers, and message types.
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2. Tracking Behavior:

* ReviewerActivityTypes

o

Tracks reviewer actions on items.

o

Supported types: Mark, Escalation, Comment, Label, Appraisal.

o Labels can use a LabelNames sub-filter.

o

Output: Reviewer action counts per activity type.

» AssessmentActivityTypes

o

Tracks QA/assessor actions on items already filtered by reviewer activity.

o

Supported types: Mark, Escalation, Comment, Label, Appraisal.

> Must not overlap with ReviewerActivity Types.

o

Output: Assessor/QA action counts per activity type.
Notes:

o Date range always means Activity Date (when the action happened).

o Reviewer and Assessment activity types cannot overlap.

o

LabelNames sub-filter only valid inside Labels.

o A" -1 value in response” means tracked activity type was not requested.

Submit Report Endpoint (asynchronous)

 This report provides metrics for reviewer and assessment activities performed within a
specified activity date range. This includes the actions performed by reviewers (mark,
escalation, comment, label, appraisal) and by QA or assessors on items that reviewers have
already processed. This dual-tracking allows organizations to measure both reviewer

performance and the quality assessment of their work.

e This APl submits the report generation request which executes asynchronously. The result of

this API contains the identifier for the report, status, and location for retrieving the report data.

» The report identifier and locations in the result can be used to track the report generation

operation.

Note: The Reviewer Assessment Activity Date report filters based on the 'date the activity

occurred’, and not 'capture date'.

To use the Reviewer Assessment Activity Date Async API, follow the steps below:
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1. Call the ReviewerAssessmentActivityDateAsync APl to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as

needed:

* GET https://<Reporting endpoint base URL>/OData/
ReviewerAssessmentActivityDateAsync?ReportName=<Name of the
report>&StartDate=&1t;YYYY-MM-DD>&EndDate=&1t;YYYY-MM-

DD>&ReviewerActivityTypes=&1lt;Activity type>

* POST https://<Reporting endpoint base URL>/OData/

ReviewerAssessmentActivityDateAsync
Sample Request

* GET https://<Reporting endpoint Base URL>/odata/
ReviewerAssessmentActivityDateAsync?

StartDate=2025-05-16&EndDate=2026-05-15&ReportName=RAbyActivityDate&ReviewerActivity

e POST https://<Reporting endpoint base URL>/OData/

ReviewerAssessmentActivityDateAsync
Parameter/Filters

The following parameters/filters can be used with the ReviewerAssessmentActivityDateAsync
API when invoked using the GET and POST methods. The system uses the AND operator

between the filters to return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Data Type: String
Limitations:

- The report name can be up
to a maximum of 256
characters long.
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PARAMETER REQUIRED DESCRIPTION

- Special characters are not
allowed; only alphanumeric
values are permitted.

StartDate Mandatory StartDate specifies the
beginning of the activity date
range used to filter reviewer
and assessment activities.
Activities performed on or
after the specified date are
included in the report.

Data Type: DateTime
Notes:

1. Formatis YYYY-MM-
DDThh:mm:ss.

The time component is
optional. If you prefer not to
include the time, you can
simply use the YYYY-MM-
DD format.

2. StartDate must be earlier
than EndDate.

Limitations:

EndDate Mandatory EndDate specifies the end
of the activity date range
used to filter reviewer and
assessment activities.
Activities performed on or
before the specified date are
included in the report.

Data Type: DateTime

Notes:
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PARAMETER REQUIRED DESCRIPTION

1. Formatis YYYY-MM-
DDThh:mm:ss.

The time component is
optional. If you prefer not to
include the time, you can
simply use the YYYY-MM-
DD format.

2. EndDate must be later
than StartDate.

ReviewerActivityTypes Mandatory Specifies the reviewer
activity types to include in
the report. The report
returns metrics only for the
selected activity types.

Data Type: JSON array of
reviewer activity types to
include.

Notes: In the response, a
value of -1 indicates that the
corresponding activity type
was not requested. It does
not indicate that the activity
count is zero.

AssessmentActivityTypes Optional Specifies the assessment
activity types to include in
the report. Assessment
activities represent actions
performed by assessors or
QA reviewers on items
previously reviewed by
reviewers till the current
date on which the report is
run.
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PARAMETER REQUIRED DESCRIPTION

Data Type: JSON array of
reviewer activity types to
include.

Notes:
ReviewerActivityTypes and
AssessmentActivity Types
cannot share the same
activity type.

Departments Optional Specifies the departments to
which the item belongs and
returns item counts for items
within that department.

Data Type: JSON array of
integers id (identifier fields)
that is Department IDs.

Limitation:

As an input, this API can
pass maximum of 1000
Departments IDs.

Note: To get the
Department IDs, See
Departments API. Refer to
the departmentld field only.

Reviewers Optional Specify a list of UserIDs for
the reviewers whose details
you want to retrieve.

Data Type: JSON array of
integers 'id'(identifier fields)

that is Reviewer IDs

Limitation:
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PARAMETER REQUIRED DESCRIPTION

As an input, this API can
pass maximum of 100
reviewers.

Note: The valid value of the
Reviewer is an ID of any
user from the Arctera
Surveillance User ID list.
The User ID list can be
fetched from the Users API
endpoint. See Users API.
Refer to the userld field
only.

MessageTypes Optional Specifies the type of
captured items and returns
item counts for items that
have the specified message

type.

Data Type: JSON array of
integers 'id' (identifier fields)
that is MessageTypes IDs.

Limitation:

As an input, the Reviewer
Assessment Metrics API can
pass maximum 100
MessageTypes IDs on a
single page.

Note: If no optional parameters are specified (such as in the GET request), the Reviewer
Assessment Activity Date Async API returns counts for all Departments, Reviewers, and

MessageTypes.
Key Considerations

* Activity type overlapping prohibited: ReviewerActivityTypes and

AssessmentActivityTypes cannot share the same activity type.

433



ARCTERA™ SURVEILLANCE

* Supported activity type aliases:

o

Mark, Marks

o

Escalation, Escalations, Escalate

o

Comment, Comments

o

Label, Labels

o

Appraisal, Appraisals, Appraise, Appraised
 Activity type ‘Label' behavior: LabelNames is only valid for Labels activity type.
Scenario 1: A basic request to submit the report

Sample request:

POST https://<Reporting endpoint base URL>/0OData/
ReviewerAssessmentActivityDateAsync

"ReportName":"RAbyActivityDate",

“StartDate”:"2025-05-16",

“EndDate”:"2026-05-15",

“ReviewerActivityTypes”:[{"Type":"Marks"}]

Sample response:

"Bodata.context": "https://<Reporting endpoint base URL>/ocdata/$metadata#ReviewerAssessmentActivityDateAsync/Sentity",
"newReportInstanceQueued": true,
"reportStatusLocation": "https://<Reporting endpoint base URL>/odata/ReportStatus?ReportId=2b3e9f93-b073-4clc-b23e-Te3b4féfdfel"”,

"reportDatalocation": "https://<Reporting endpoint base URL>/odata/ReviewerAssessmentActivityDate?ReportId=2b3e9£93-b073-4clc-b23e-Te3b4féfdfel",
"reportId": "2b3eS8f93-b073-4clc-b23e-Telb4fefdfed”,

"reportIntId™: 14328,

"reportName": "RAByActivityDate",

"reportType": "Reviewer Assessment Activity Date",

"reportDate": "2026-06-17T02:11:53.403-07:00",

"reportStatus™: "Queued",

"info™: "Successfully gueued the report request.™

)

Refer to the table below for details on the attributes included in the

ReviewerAssessmentMetricsAsync API response.
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NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as Reviewer
Assessment.
reportDate Displays the date of report generation after

successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API .

info Displays a message if the report request has
gueued successfully or not.

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.
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NAME DESCRIPTION

To view the status of this report, use the
same URL.

reportDatal.ocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: A new request to submit the report for all activity types

Sample request:

POST https://<Reporting endpoint Base URL>/odata/
ReviewerAssessmentActivityDateAsync

“ReportName”:"RAByActivityDateAll”,

“StartDate”:"2025-05-16",

“EndDate”:"2026-05-15",
“ReviewerActivityTypes”:[{"Type":"Marks"}, {"Type":"Escalations"},

{"Type":"Comments"}, {"Type":"Labels", "LabelNames": ["Label 4"]},
{"Type": "Appraisals"}]

Sample response:

"@odata.context™: "https://<Reporting endpoint base URL>/odata/Smetadata#ReviewerAssessmentActivityDateAsync/S$entity",
"newReportInstancegueusd": true,
"reportStatusLocation": "https://<Reporting endpoint base URL>/odata/ReportStatus?ReportId=62ceBacl-0aB84-48ff-57a2-bd2
"reportDatalocation": "https://<Reporting endpoint base URL>/odata/ReviewerAssessmentActivityDate?ReportId=62cefacl-0a
"reportId": "6Z2ceBacl-0a84-49ff-97a2-b42311eab564",
"reportIntId": 14378,
"reportName™: "RAByActivityDaterll™,
"reportType": "Reviewer Assessment Activity Date",
"reportDate": "2026-06-18T02:46:17.573-07:00",
"reportStatus": "Queued",
"info": "Successfully gqueued the report reguest.”
1

Scenario 3: A new request to submit the report when ReviewerActivityTypes and

AssessmentActivityTypes share the same activity type
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Sample request:

POST https://<Reporting endpoint Base URL>/odata/
ReviewerAssessmentActivityDateAsync

“ReportName” :"RAByActivityDateOverlap”,

“StartDate”:"2025-05-16",

“EndDate” :"2026-05-15",
“ReviewerActivityTypes”:[{"Type":"Marks"}, {"Type": "Escalations"},
{"Type": "Comments"}, {"Type": "Labels", "LabelNames": ["Label 4"]},

{"Type": "Appraisals"}],

“AssessmentActivityTypes”:[{"Type": "Comments"}]

Sample response:

1
"error": §{

"code": "BadParameter",

"message”: "Parameter(s): ReviewerActivityTypes and AssessmentActivityTypes cannot share the same
activity type(s): Comments either need to be specified or have an incorrect name, value or
format.For details regarding API parameters, refer to the documentation.”

i
i

Scenario 4: A new request to submit the report when LabelNames for activity types

other than 'Label’ are specified

Sample request:

POST https://<Reporting endpoint Base URL>/odata/
ReviewerAssessmentActivityDateAsync

“ReportName” :"RAByActivityDateAll”,

“StartDate”:"2025-05-16",
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“EndDate”:"2026-05-15",

“ReviewerActivityTypes”:[{"Type":"Marks", "LabelNames": ["Label 4"]},
{"Type": "Escalations"}, {"Type": "Comments"}, {"Type":"Labels"}, {"Type":
"Appraisals"}]

Sample response:

i
"erroxr": {§
"code": "BadParameter",
"message”: "Parameter(s): ReviewerActivityTypes LabelNames are only allowed when Type is 'Labels'’
either need to be specified or have an incorrect name, value or format.For details regarding
API parameters, refer to the documentation.”
¥
T

2. Call the ReportStatus API to get the status of the Reviewer Assessment Activity Date Async
API API report. See Report Status API.

3. Once the report is ready, call the Reviewer Assessment Activity Date Async APl synchronous

API to get the report data from the asynchronous API.

View Report Endpoint (synchronous)

This report provides metrics for reviewer and assessment activities performed within a specified
activity date range. This includes the actions performed by reviewers (mark, escalation, comment,

label, appraisal) and by QA or assessors on items that reviewers have already processed.
Endpoint URL

GET https://<Reporting endpoint Base URL>/odata/ReviewerAssessmentActivityDate
Sample request

GET https://<Reporting endpoint Base URL>/odata/ReviewerAssessmentActivityDate?

reportid=<ID of the ReviewerAssessmentActivityDateAsync API report>
Parameter/Filters

The following filter can be used with the ReviewerAssessmentActivityDate APl when invoked using
the GET method only. The system uses the AND operator between the filters to return the result

based on the specified filters.
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PARAMETER REQUIRED DESCRIPTION

ReportID Mandatory Specify the ID of
ReviewerAssessmentActivity
DateAsync API report you
want to view.

Sample Scenario

GET https://<Reporting endpoint Base URL>/odata/ReviewerAssessmentActivityDate?
reportid=09962382-2b67-42d1-bfee-8e6d43dd6692

Sample response
Status code - 200 OK

"@Bodata.context": "https://<Reporting endpoint base URL>/odata/Smetadata#ReviewsrlAssessmentActivityDate",
"yalue": [
{

"reviewerhssessmenthctivityDateMetricsID": 69409,

"departmentID": 6072,
"departmentName": "guality IR1"™,
"reviewerID": 2821,
"reviewer": "admin@teamsga.com",
"messageType": 1,
"messageTypeName": "Exchange",
"reportDateRange": "May 16 2025 12:00AM-May 15 2026 11:59PM",
"totalMarks": ©249,
"pending™: 19,
"questioned": 0O,
"reviewedIrrelevant": O,
"reviewedRelevant": 0O,
"escalated": -1,
"commented": -1,
"appraised": -1,
"assessmentTotalMarks": -1,
"assessmentPending™: -1,
"assessmentQuestioned": -1,
"assessmentReviewedIrrelevant™: -1,
"assessmentReviewedRelevant™: -1,
"assessmentEscalations": -1,
"assessmentComments™: -1,
"assessmenthppraised™: -1,
"labelledItemMetrics": [],
"assessmentLabelledItemMetrics™: []

}I
{
Supported OData Filters
See Supported OData query options.

Responses

See Responses.
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Sample reference reports

Sample reports showing the report parameters and generated output are available at: Reviewer

Assessment Activity Date Sample Report PDF.

Reviewer Assessment Metrics API

This topic provides information on the following:

* Overview
» Submit Report Endpoint (asynchronous)

» View Report Endpoint (synchronous)

Overview

The Reviewer Assessment Metrics APl generates reports that provide summary metrics for
reviewer and assessment activities performed in Arctera Surveillance. The report aggregates
activity data based on the specified report parameters and filters, enabling you to analyze reviewer
performance, monitor assessment activity, and generate compliance reports. The API supports

both synchronous and asynchronous execution methods.

Submit Report Endpoint (asynchronous)

This API submits the report generation request which executes asynchronously. The result of this

API contains the identifier for the report, status, and location for retrieving the report data.

This report displays metrics for actions performed by reviewers within the Arctera Surveillance
application. These actions include marking, labeling, escalating, and appraising items. The report is

intended to assess reviewer performance based on the accuracy of their reviews.

The report identifier and locations in the result can be used to track the report generation

operation.
To use the Reviewer Assessment Metrics Async AP, follow the steps below:
1. Call the Reviewer Assessment Metrics Async API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as

needed:

* GET https://<Reporting endpoint base URL>/0Data/
ReviewerAssessmentMetricsAsync?ReportName=<Name of the

report>&StartDate=<YYYY-MM-DD>& EndDate=<YYYY-MM-DD>
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e POST https://<Reporting endpoint base URL>/OData/

ReviewerAssessmentMetricsAsync
Sample Request

* GET https://<Reporting endpoint Base URL>/odata/
ReviewerAssessmentMetricsAsync?

StartDate=2025-04-23&EndDate=2025-05-31&ReportName=SampleReviewerAssessReport

e POST https://<Reporting endpoint base URL>/0OData/

ReviewerAssessmentMetricsAsync
Parameter/Filters

The following parameters/filters can be used with the Reviewer Assessment Metrics Async API
when invoked using the GET and POST methods. The system uses the AND operator between

the filters to return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Data Type: String
Limitations

- The report name can be up
to a maximum of 256
characters long.

- Special characters are not
allowed; only alphanumeric
values are permitted.

StartDate Mandatory StartDate refers to the
beginning of the datetime
used to filter items in Arctera
Surveillance. It specifies
emails with a 'sent date'
greater than or equal to the
specified value.
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PARAMETER REQUIRED DESCRIPTION
Data Type: DateTime
Notes:

1. Formatis YYYY-MM-
DDThh:mm:ss.

The time component is
optional. If you prefer not to
include the time, you can
simply use the YYYY-MM-
DD format.

2. StartDate must be earlier
than EndDate.

Limitations

EndDate Mandatory EndDate refers to the end of
the datetime used to filter
items in Arctera
Surveillance. It specifies
emails with a 'sent date' less
than or equal to the
specified value.

Data Type: DateTime
Notes:

1. Formatis YYYY-MM-
DDThh:mm:ss.

The time component is
optional. If you prefer not to
include the time, you can
simply use the YYYY-MM-
DD format.

2. EndDate must be later
than StartDate.
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PARAMETER REQUIRED DESCRIPTION
Limitations
Departments Optional Specifies the departments to

which the item belongs and
returns item counts for items
within that department.

Data Type: JSON array of
integers id (identifier fields)
that is Department IDs.

Limitation

As an input, this API can
pass maximum of 1000
Departments IDs.

- To include results for all
departments of a specified
customer in a report, do not
specify any department IDs
in a query.

- To include results for
specific departments of a
specified customer in a
report, specify department
IDs in the query.

Note: To get the
Department IDs, See
Departments API. Refer to
the departmentld field only.

Reviewers Optional Specify a list of UserIDs for
the reviewers whose details
you want to retrieve.

Data Type: JSON array of

integers 'id'(identifier fields)
that is Reviewer IDs
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PARAMETER REQUIRED DESCRIPTION
Limitation

As an input, this API can
pass maximum of 100
reviewers.

Note: The valid value of the
Reviewer is an ID of any
user from the Arctera
Surveillance User ID list.
The User ID list can be
fetched from the Users API
endpoint. See Users API.
Refer to the userld field
only.

MessageTypes Optional Specifies the type of
captured items and returns
item counts for items that
have the specified message

type.

Data Type: JSON array of
integers 'id' (identifier fields)
that is MessageTypes IDs.

Limitation

As an input, the Reviewer
Assessment Metrics API can
pass maximum 100
MessageTypes IDs on a
single page.

Note: If no optional parameters are specified (such as in the GET request), the Reviewer
Assessment Metrics API returns counts for all Departments, Reviewers, and MessageTypes.
Primary actions and corresponding API behavior

» Marking: All marking actions, such as ReviewedRelevant, ReviewedIrrelevant, Questioned,

Pending, are counted against the reviewer who performed the action. However, if a
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reviewer performs multiple markings on the same item, only the last marking action is
considered. For example, if an item is first marked as Questioned and later changed to
Pending, only the Pending action is counted. Each item retains only one marking at a time,

based on the most recent action.

e Escalation: When a reviewer escalates an item, the escalation count is attributed solely to
that reviewer. However, an item can be escalated multiple times, but for reporting purposes,
only the first escalation is considered. The escalation count is attributed solely to the initial
reviewer who triggered it. Subsequent re-escalations by other reviewers are not included in

the report.

e Appraise and Label: For Appraise and Label actions, the count is attributed to the first
reviewer who took any action on the item (marking, escalating, appraising, labeling), not the
reviewer who performed the appraise or label action. This differs from Mark and Escalate,
where the count goes to the reviewer who actually performed the action. Even if Reviewer
X appraises or labels an item, the count will reflect under the original reviewer who first

interacted with the item.
Scenario 1: A new request to submit the report

Sample request:

POST https://<Reporting endpoint base URL>/0OData/ReviewerAssessmentMetricsAsync
{

"ReportName":"Test",

"StartDate":"2025-01-01",

"EndDate":"2025-12-31",

"Departments": [237,17604],

"Reviewers": [4095],

"MessageTypes":[1]

}

Sample response:

"@odata.context": "https://api.advancedsupervision.qa.veritas.com/odata/$metadataftReviewerAssessmentMetricsAsync/$entity"”,
"reportId": "b429f566-f44d-4b68-a637-a8e9490a511b",
"reportName": "test",

"reportType": "Reviewer Assessment",

"reportDate": "2025-07-15T19:28:44.613-07:00",

"reportStatus": "Queued",

"info": "Successfully queued the report request.",

"newReportInstanceQueued": true,

"reportStatuslLocation": "https://api.advancedsupervision.ga.veritas.com/odata/ReportStatus?
ReportId=b429£566-f44d-4b68-a637-a8e9490a511b",

"reportDatalocation": "https://api.advancedsupervision.ga.veritas.com/odata/ReviewerAssessmentMetrics?
ReportId=h429f566-f44d-4b68-a637-a8e9490a511b"

?
Refer to the table below for details on the attributes included in the

ReviewerAssessmentMetricsAsync API response.
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NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as Reviewer
Assessment.
reportDate Displays the date of report generation after

successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API .

info Displays a message if the report request has
gueued successfully or not.

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.
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NAME DESCRIPTION

To view the status of this report, use the
same URL.

reportDatal.ocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: A new request to submit the report when optional parameters are omitted
Sample request:

POST https://<Reporting endpoint base URL>/OData/ReviewerAssessmentMetricsAsync
{

"ReportName":"Test",

"StartDate":"2025-01-01",

"EndDate":"2025-12-31"

}

Sample response:

"@odata.context": "https://api.advancedsupervision.qa.veritas.com/odata/$metadataffReviewerAssessmentMetricsAsync/$entity"”,
"reportId": "a62124ec-£711-43a5-a64c-2£269c231a4d",
"reportName": "test",

"reportType": "Reviewer Assessment",

"reportDate": "2025-07-15T19:44:25.717-07:00"

"reportStatus": "Queued",

"info": "Successfully queued the report request.",

"newReportInstanceQueued": true,

"reportStatuslLocation": "https://api.advancedsupervision.qa.veritas.com/odata/ReportStatus?
ReportId=a62124ec-£711-43a5-a64c-2£269c231add",

"reportDatalocation": "https://api.advancedsupervision.qa.veritas.com/odata/ReviewerAssessmentMetrics?
ReportId=a62124ec-£711-43a5-a64c-2£269c231add"

t
Scenario 3: A new request to submit the report when ReportName parameter is ignored

Sample request:

POST https://<Reporting endpoint base URL>/0OData/ReviewerAssessmentMetricsAsync
{

"StartDate":"2025-01-01",

"EndDate":"2025-12-31",

"Departments": [237,17604],

"Reviewers":[4095],

"MessageTypes": [1]

}

Sample response:
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"error": {
"code": "BadParameter",
"message": "Parameter(s): ReportName either need to be specified or have an incorrect name, value or format.For details regarding
API parameters, refer to the documentation."

¥
Scenario 4: A new request to submit the report when one of the dates parameter is

ignhored
Sample request:

POST https://<Reporting endpoint base URL>/OData/ReviewerAssessmentMetricsAsync
{

"ReportName":"Test",

"EndDate":"2025-12-31",

"Departments": [237,17604],

"Reviewers":[4095],

"MessageTypes":[1]

}

Sample response:

"error": {
"code": "Dates are invalid. Reasons: 1)StartDate and EndDate are mandatory, 2)StartDate and EndDate must be within one year."
"message": "InvalidDateRange"

3

2. Call the ReportStatus API to get the status of the Reviewer Assessment Metrics Async API

report. See Report Status API.

3. Once the report is ready, call the Reviewer Assessment Metrics synchronous API to retrieve the

report data from the asynchronous API.

View Report Endpoint (synchronous)

This report displays metrics for actions performed by reviewers within the Arctera Surveillance
application. These actions include marking, labeling, escalating, and appraising items. The report is

intended to assess reviewer performance based on the accuracy of their reviews.
Endpoint URL

GET https://<Reporting endpoint base URL>/odata/ReviewerAssessmentMetrics
Sample request

e GET https://<Reporting endpoint Base URL>/odata/ReviewerAssessmentMetrics?

reportid=<ID of the ReviewerAssessmentMetricsAsync API report>

Parameter/Filters
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The following filters can be used with the ReviewerAssessmentMetrics API when invoked using the

GET method only. The system uses the AND operator between the filters to return the result based
on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportID Mandatory Specify the ID of
ReviewerAssessmentMetrics
Async API report you want to
view.

Sample Scenario

GET https://<Reporting endpoint Base URL>/odata/ReviewerAssessmentMetrics?

ReportId=752cd9c0-c93f-4be3-b4fd-04d1b2747b0e
Sample response:

Status code: 200 OK

"@odata.context": "https://api.advancedsupervision.ga.veritas.com/odata/Smetadata#ReviewerAssessmentMetrics™,
"@odata.count": 11,

"value": [

{

"reviewerAssessmentMetricsID": 1296,
"departmentID": 6073,
"departmentName": "Teams-UJ1 ",
"reviewerID": 3821,
"reviewer": "admin@teamsga.com",
"messageType": 1,
"messageTypeName": "Exchange",
"captured": 1,
"pending": O,
"questioned": 0O,
"reviewedIrrelevant": 0,
"reviewedRelevant": 0O,
"escalated":
"appraised": O,
"reportDateRange": "Apr 23 2025 12:00PM-May 31 2025 12:00pM",
"labelledItemMetrics": [

{

r

"labelID": 2570,
"labelName": "Pass",
"labelled": 1

"labelID": 3224,
"labelName": "Needs change",
"labelled": 1

]

Supported OData Filters
See Supported OData query options.
Responses

See Responses.
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Reviewer Mapping API

This topic provides information on the following:

e Overview
e Submit Report Endpoint (asynchronous)

» View Report Endpoint (synchronous)

Overview

The Reviewer Mapping API generates reports that provide mapping information between reviewers
and their assigned departments, employees, or review responsibilities in Arctera Surveillance. You
can use this API to analyze reviewer assignments, verify review coverage, and integrate reviewer
mapping data with external reporting and analytics tools. The API supports both synchronous and

asynchronous execution methods.

Submit Report Endpoint (asynchronous)

This APl submits the report generation request which executes asynchronously. The result of this

API contains the identifier for the report, status, and location for retrieving the report data.

The report identifier and locations in the result can be used to track the report generation

operation.
To use the ReviewerMappingAsync API, follow the steps below:
1. Call the ReviewerMappingAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as

needed:

* GET https://<Reporting endpoint base URL>/0OData/ReviewerMappingAsync?
ReportName=<Name of the report>&ReviewerUsers=[list of comma-separated

values]

* POST https://<Reporting endpoint base URL>/0OData/ReviewerMappingAsync
Sample Input

e GET https://<Reporting endpoint Base URL>/odata/ ReviewerMappingAsync?

ReportName=<Name of the report>&ReviewerUsers=[1,2,5]

* POST https://<Reporting endpoint base URL>/0OData/ReviewerMappingAsync

Parameter/Filters

450



ARCTERA™ SURVEILLANCE

The following parameters/filters can be used with the ReviewerMappingAsync APl when
invoked using the GET and POST methods. The system uses the AND operator between the

filters to return the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Limitations

- The report name can be up
to a maximum of 256
characters long.

- Special characters are not
allowed; only alphanumeric
values are permitted.

ReviewerUsers Optional Specify a list of UserIDs for
the reviewers whose details
you want to retrieve.

Data Type

JSON array of integers
'id'(identifier fields) that is
ReviewerUsersIDs.

Note: The valid value of the
ReviewerUsers is an ID of
any user from the Arctera
Surveillance User ID list.
The User ID list can be
fetched from the Users API
endpoint. See Users API.
Refer to the userld field
only. If no reviewer user ID
is provided, Arctera
Surveillance retrieves the
details of all ReviewerUsers.

Scenario 1: New request to submit a report
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Sample input:

POST https://<Reporting endpoint base URL>/0OData/ReviewerMappingAsync

"ReportName":"TestReviewerMappingReport",

"ReviewerUsers":[1]

Sample response:

}

"Qodata.context": "https://<Reporting endpoint base URL>/odata/$metadata#ReviewerMappingAsync/$entity",
"reportId": "f8451bde-8983-402b-9769-e9bfda2b1970",

"reportName": "TestReviewerMappingReport",

"reportType": "Reviewer Mapping",

"reportDate": "2025-06-09T17:38:25.293+05:30",

"reportStatus": "Queued",

"info": "Successfully queued the report request.",

"newReportInstanceQueued": true,
"reportStatusLocation": "https://<Reporting endpoint base URL>/odata/ReportStatus?ReportId=£8451bde-8983-402b-9769-e9bfda2bl970",
"reportDataLocation": "https://<Reporting endpoint base URL>/odata/ReviewerMapping?ReportId=£8451bde-8983-402b-9769-e9bfda2b1970"

The following table explains the parameters showcased in the response to a Reviewer Mapping

Async API request.

NAME DESCRIPTION

reportld Displays report ID. It is generated upon

successful execution of API.

reportName Displays report name. It is generated upon

successful execution of API.

reportType Displays the report type as Reviewer
Mapping.
reportDate Displays the date of report generation after

successful execution of API.

reportStatus Displays report status. For more information

on statuses, see Report Status API .

info Displays a message if the report request has

gueued successfully or not.
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NAME DESCRIPTION

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatalocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: When ReportName is mentioned, but ReviewerUsers is not

Sample input:

POST https://\<Reporting endpoint base URL\>/0OData/ReviewerMappingAsync

"ReportName":"TestReviewerMappingReport"
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Sample response:

"@odata.context": "https://<Reporting endpoint base URL>/odata/$metadata#ReviewerMappingAsync/$entity"
"reportId": "34f691be-ec76-4312-be22-00£d4£f4£73£7",

"reportName": "TestReviewerMappingReport",
"reportType": "Reviewer Mapping",

"reportDate" 2025-06-09T18:52:59.987+05:30",
"reportStatus": "Queued",

"info": "Successfully queued the report request.",

"newReportInstanceQueued": true,

"reportStatusLocation™: "https://<Reporting endpoint base URL>/odata/ReportStatus?ReportId=34f691be-ec76-4312-be22-00£fd4£4£73£7",

"reportDatalocation”: "https://<Reporting endpoint base URL>/odata/ReviewerMapping?ReportId=34f691lbe-ec76-4312-be22-00fd4f4£f73£7"
}

Scenario 3: Default behavior when no ReviewerUsers are provided; the request is

submitted for all available ReviewerUsers

Sample input:

POST https://<Reporting endpoint base URL>/OData/ReviewerMappingAsync

"ReportName":"TestReviewerMappingReport",

"ReviewerUsers":[]

Sample response:

"@odata.context": "https://<Reporting endpoint base URL>/odata/S$metadata#ReviewerMappingAsync/Sentity"

"reportId": "9f3df184-6392-452f-96b3-182b63a38f44",

"reportName": "TestReviewerMappingReport",

"reportType": "Reviewer Mapping",

"reportDate" 2025-06-11T13:53:36.06+05:30",

"reportStatus": "Queued",

"info": "Successfully queued the report request.”,

"newReportInstanceQueued": true,

"reportStatusLocation”: "https://<Reporting endpoint base URL>/odata/ReportStatus?ReportId=9f3df184-6392-452f-96b3-182b63a38£44",
"reportDataLocation": "https://<Reporting endpoint base URL>/odata/ReviewerMapping?ReportId=9£3df184-6392-452f-96b3-182b63a38£44"

}

Scenario 4: ReportName is not mentioned

Sample Input:

POST https://\<Reporting endpoint base URL\>/0OData/ReviewerMappingAsync

"ReportName":"",
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"ReviewerUsers":[1, 3]

Sample Response:

"error": {
"code": "BadParameter",
"message": "Parameter(s): ReportName either need to be specified or have an incorrect name,
value or format.For details regarding API parameters, refer to the documentation."”

}

2. Call the ReportStatus API to get the status of the ReviewerMappingAsync API report. See
Report Status API.

3. Once the report is ready, call the ReviewerMapping synchronous API to get the report data

from the asynchronous API.

View Report Endpoint (synchronous)

This report provides the department-level monitoring percentage details for all message types in

each department.
Endpoint URL

GET https://<Reporting endpoint Base URL>/odata/ReviewerMapping
Sample requests

GET https://<Reporting endpoint Base URL>/odata/ReviewerMapping?reportid=<ID of

the ReviewerMappingAsync API report>

GET https://<Reporting endpoint Base URL>/odata/ReviewerMapping?
reportid=d0558287-3349-4df3-9528-11168637a83b

Parameter/Filters

The following filter can be used with the ReviewerMapping API when invoked using the GET
method only. The system uses the AND operator between the filters to return the result based on

the specified filters.
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PARAMETER REQUIRED DESCRIPTION
ReportID Mandatory Specify the ID of report you
want to view.
Scenario

GET https://<Reporting endpoint Base URL>/odata/ReviewerMapping?
reportid=3890a807-970c-4c71-b849-c1611fell1a53

Sample response:
Status code: 200 OK

"@odata.context™: "https://<Reporting endpoint Base
URL>/odata/S$metadata#ReviewerMapping”,
"@odata.count™: 7,

"yalue": [

{

"departmentId": 5,
"departmentName": "Administration”,
"reviewerUserId": 1,
"reviewerUserName": "admin",

"reviewerUserLogin": "domain\\admin",
"isException": false,
"disableCapping™: 0,
"bypassMonitoring": false,
"messageType": [
{
"contentSourceId":
"contentSourceName": "Exchange",
"izsDirectional™: true,
"percentageReviewInternal": 2.0,
"percentageReviewExtIn™: 2.0,
"percentageReviewExtout™: 2.0,
"cleanSampleCap™:

"contentSourceId": 2,
"contentSourceName™: "Instant Massaging”,
"isDirectional™: false,
"percentageReviewInternal™: 2.0,
"percentageReviewExtIn": 0.0,
"percentageReviewExtout": 0.0,
"cleanSampleCap":

]
Supported OData Filters
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See Supported OData query options.
Responses

See Responses.

User Roles API

This topic provides information on the following:

* Overview

* General workflow

¢ Submit Report Endpoint (asynchronous)
¢ View Report Endpoint (synchronous)

e Sample reference reports

Overview

The User Roles API generates reports that provide information about user roles and permissions
configured in Arctera Surveillance. The report enables you to review role assignments, verify user
access, and integrate role information with external reporting and analytics tools. The API supports

both synchronous and asynchronous execution methods.
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General workflow

User Roles Report — Behaviour Guide

Provides a snapshot of user role assignments across Surveillance, filterable by user, department, and role
scope — useful for access auditing and role govemance reporting.

SECTION 1: Report Filters

ReportName Users Departments Scopes
160: Application-Level
161: Department-Level

This report reflects current assignments, not a time-based snapshot.
All filters are combined using AND logic.

SECTION 2: Scope Behaviour
How Scopes Controls What Roles Are Returned

Scopes = 160 - Application-Level Roles Scopes = 161 - Department-Level Roles
{ -z % ) é > &
Filters roles assigned at the Filters roles assigned at the
application level department level
e @ J A\, * v
i N f 2 3
Returns roles that apply across the Returns roles scoped to specific
entire Surveillance application role departments — combines with
| —not tied to a specific department | 9 Departments filter if supplied
r . A—— K ; —
Output: Users with application-wide Output: Users with department-specific
L role assignments ) role assignments ’

&
! Both scopes can be requested together:
| Scopes = [160, 161] — returns application-level and department-level roles in a single report. _

The general workflow for User Roles Report is as follows:
1. Report Filters:

» ReportName - Name of the report.
» Users — Specify users.
» Departments - Filter by departments.

» Scopes — Choose role scope:

> 160 = Application-Level

o 161 = Department-Level
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2. Scope Behavior:
» Scopes = 160 (Application-Level Roles)

o Filters roles assigned at the application level.
o Returns roles that apply across the entire system, not tied to departments.

o Qutput: Users with application-wide role assignments.
» Scopes = 161 (Department-Level Roles)

o Filters roles assigned at the department level.
o Combines with the Departments filter if supplied.

o Qutput: Users with department-specific role assignments.
» Scopes = (Both Together)

o Returns both application-level and department-level roles in one report.

o Useful for a complete view of all role assignments.
Notes:

« All filters use AND logic (they combine together).

» Report shows current assignments only, not historical snapshots.

Submit Report Endpoint (asynchronous)

e This API submits the report generation request which executes asynchronously. The result of

this API contains the identifier for the report, status, and location for retrieving the report data.

» The report identifier and locations in the result can be used to track the report generation

operation.
To use the UserRolesAsync API, follow the steps below:
1. Call the UserRolesAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of the following as

needed:

e GET https://<Reporting endpoint base URL>/0OData/UserRolesAsync?
ReportName=<Name of the report>&Users=[list of comma-separated
values]&Departments=[1list of comma-separated values]&Scopes=[list of comma-

separated values]
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e POST https://<Reporting endpoint base URL>/0OData/UserRolesAsync
Sample Input

* GET https://<Reporting endpoint Base URL>/odata/ UserRolesAsync?

ReportName=<Name of the report>Users=[1247,3821]

e POST https://<Reporting endpoint base URL>/0OData/UserRolesAsync
Parameter/Filters

The following parameters/filters can be used with the UserRolesAsync APl when invoked using
the GET and POST methods. The system uses the AND operator between the filters to return

the result based on the specified filters.

PARAMETER REQUIRED DESCRIPTION

ReportName Mandatory Specify the name of the
report you want to generate.

Limitations:

- The report name can be up
to a maximum of 256
characters long.

- Special characters are not
allowed; only alphanumeric
values are permitted.

Departments Optional Specifies IDs of the
departments to which users
and their roles belongs to.

Limitations:

This API can pass a
maximum of 100
Departments IDs as input.

Data Type: JSON array of

integers 'id' (identifier fields)
that is Departments.
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PARAMETER REQUIRED DESCRIPTION

Note: To get the
Department IDs, See
Departments API. Refer to
the departmentld field only.

Scopes Optional Specifies the scope of the
users roles. Possible values
are: 160 for application-level
roles and 161 for
department-level roles.

Data Type: JSON array of
integers 'id' (identifier fields)
that is Scopes.

Users Optional Specifies IDs of the users.

Limitations:

This API can pass a
maximum of 100 User IDs
as input.

Data Type: JSON array of
integers 'id' (identifier fields)

that is Users.

Note: To get the User IDs,
See Users API. Refer to the
userld field only.

Scenario 1: When Users are mentioned, but Departments and Scopes are not specified

Sample input:

POST https://<Reporting endpoint base URL>/0OData/UserRolesAsync

"ReportName":"TestUserRolesReport",
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"Departments":[],
"Scopes":"[],

"Users'":[3821]

Sample response:

"Bodata.context": “https://vas.aka.com/Reporting/odata/$metadataflserRolesAsync/$entity”,
"reportId”: "ff2dc415-bf15-49bl-bd25-74f%bfbc1@2”,
"reportName": "DhirajPost",

"reportType": "User Roles",

"reportDate": "20825-06-06TEE:20:08.7%-07:00",

"reportStatus": "Queuesc”,

"info": "Successfully gueued the report reguest.”,

"newReportInstanceQueusd”: true,

"reportStatuslocation”: "https://vas.aka.com/Reporting/odata/ReportStatus?Reportld=ff2dcd15-5£16-49b1-bd25-74F%abfbec102",
"reportDataLocation”: "https://vas.aka.com/Reporting/odata/UserRoles?Reportld=£f2dc415-bi15-49b1-bd25-74f9abfbci@z"

The following table explains the parameters showcased in the response to a User Roles Async

API request.

NAME DESCRIPTION

reportld Displays report ID. It is generated upon
successful execution of API.

reportName Displays report name. It is generated upon
successful execution of API.

reportType Displays the report type as User Roles.

reportDate Displays the date of report generation after
successful execution of API.

reportStatus Displays report status. For more information
on statuses, see Report Status API .

info Displays a message if the report request has
queued successfully or not.

newReportinstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of
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NAME DESCRIPTION

multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued
successfully.

False: The value is shown as False, if the
input parameters of the current request are
identical to the parameters of the already
submitted request within one minute, a new
report will not be queued. As a result, the
details of the existing report request are
returned.

reportStatusLocation Displays a URL with report ID.

To view the status of this report, use the
same URL.

reportDatal.ocation Displays a URL for the location of report
data.

To access the report data, use the same
URL.

Scenario 2: When Departments are mentioned, but Users and Scopes are not specified

Sample input:

POST https://<Reporting endpoint base URL>/0OData/UserRolesAsync

"ReportName":"TestUserRolesReport",

"Departments":[23],

"Scopes":"[],
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"Users":[]

Sample response:

"Bodata.context": “https://vas.aka.com/Reporting/odata/$metadataflserRolesAsync/$entity”,
"reportId”: "ff2dc415-bf15-49bl-bd25-74f%bfbc1@2”,
"reportName": "DhirajPost",

"reportType": "User Roles",
"reportDate": "20825-06-06TEE:20:08.7%-07:00",
"reportStatus": "Queuesc”,

"info": "Successfully gueued the report reguest.”,
"newReportInstanceQueusd”: true,
"reportStatuslocation”: "https://vas.aka.com/Reporting/odata/ReportStatus?Reportld=ff2dcd15-5£16-49b1-bd25-74F%abfbec102",

"reportDataLocation”: "https://vas.aka.com/Reporting/odata/UserRoles?Reportld=£f2dc415-bi15-49b1-bd25-74f9abfbci@z"

I

Scenario 3: When Departments, Users, and Scopes are mentioned

Sample input:

POST https://<Reporting endpoint base URL>/0Data/UserRolesAsync

"ReportName":"TestUserRolesReport",

"Departments":[23],

"Scopes":"[160,161],

"Users":[55,67]

Sample response:

"Bodata.context": "https://vas.aka.com/Reporting/odata/$metadataflserRolesAsync/$entity”,
"reportId”: "ff2dc415-bfl15-49b1-bd25-74f%abfbecl@z”

"reportName": "DhirajPost",

"reportType": "User Roles",

“"reportDate": "2025-05-@5TOD:20:0.73-07:08",

"reportStatus”: "Queued”,

: "Successfully gueued the report reguest.”,

"newReportInstanceQueusd”: true,

"reportStatuslocation": "https://vas.aka.com/Reporting/odata/ReportStatus?Reportld=ff2dc415-bf15-49bl-bd25-74f%abfbci@z"”,
“reportDatalocation”: "https://vas.aka.com/Reporting/odata/UserRoles?ReportId=ff2dc415-bf15-49b1-bd25-74f9abfbci@2"

Scenario 4: When Departments, Users and Scopes are mentioned, but ReportName is

not specified
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Sample input:

POST https://\<Reporting endpoint base URL\>/0OData/UserRolesAsync

"ReportName":"",
"Departments":[23],
"Scopes":"[160],

"Users":[3821]

Sample response:

“error": I
"code”: "BadParameter’,
‘message”: "Parameter(s): ReportName either need to be specified or have an incorrect name, value or format.For details regarding API parameters, refer to the
documentation.”

2. Call the ReportStatus API to get the status of the UserRolesAsync API report. See Report
Status API.

3. Once the report is ready, call the UserRoles synchronous API to get the report data from the

asynchronous API.

View Report Endpoint (synchronous)
This report provides the department-level and application-level roles for the specified users.
Endpoint URL

GET https://<Reporting endpoint Base URL>/odata/UserRoles

Sample requests

e GET https://<Reporting endpoint Base URL>/odata/UserRoles?reportid=<ID of the

UserRolesAsync API report>

e GET https://<Reporting endpoint Base URL>/odata/UserRoles?reportid=d53960f0-
dbd0-4aa9-b7cf-23bd6ab7875f

Parameter/Filters
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The following filter can be used with the UserRoles APl when invoked using the GET method only.
The system uses the AND operator between the filters to return the result based on the specified

filters.

PARAMETER REQUIRED DESCRIPTION

ReportID Mandatory Specify the ID of report you
want to view.

Sample Scenario

GET https://<Reporting endpoint Base URL>/odata/UserRoles?
reportid=d0558287-3349-4df3-9528-11168637a83b

Sample response

Status code - 200 OK

"reportParameters": {

"Timezone": "Pacific Standard Time",
"ReportName": "TestUserRoles",
"ReportMNameDescription™: "Specifies the name of the report.”,
"Departments (Id)": [
"23(23)"
1,
"DepartmentsDescription™: "Specifies the departments used to filter results. The output
returns records belonging to these departments.™,
"Users(Id)": [

"Admin (3821)"
1.
"UsersDescription™: "Specifies the users to include in the report.",
"Scopes (Id)": [
"Epplication (160)™
1,
"ScopesDescription”: "Specifies the role scopes to include in the report (e.g. Application, Department)."”
I
"@odata.context": "https://<Reporting endpoint base URL>/odata/S$metadata#UserRoles",
"value": [
{
"userId": 32827
"roleId": 6781,
"department": 2,
"departmentName": "Compliance System Case",
"scope": "Application",
"details": "Explicitly assigned in this department™,
"userName": "Admin ",
"userLogin™: "admin@teamsqa.com™,
"userEmail": "adminfteamsga.com",
"ropleName™: "Compliance System Admin™,
"roleDesc": "Lets you perform bulkloading of data using XML files and view and modify
Active Directory and Domino directory attribute mappings. ",
"roleType": "System",
"permissionName": "Manage Roles,Add Hotwords,Modify &amp; Delete Hotwords,Create DepartnentsJ
View System Configuration,Modify System Configuration,Manage Schedules,Export Configuration
Data,Manage Reviewing Comments,Delete Department,Monitor Search,Manage Message Types,Modify
Rudit Settings,Manage Enhanced Reports"

b
Supported OData Filters

See Supported OData query options.

Responses
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See Responses.

Sample reference reports

Sample reports showing the report parameters and generated output are available at: User Roles
Sample Report PDF.

Supported OData query options

The currently supported OData query options that can be used for query composition to customize

responses are mentioned below.
« $select

Use the $select query parameter to return a set of properties that are different than the default
set for an individual resource or a collection of resources. With $select, you can specify a

subset of the default properties.

Example: In the example below, the query returns only two properties, Department name and

Department status in the result.

https://<Reporting endpoint base URL>/odata/departments?

$select=DepartmentName, Status

¢ $count
Use the $count query parameter to retrieve the total count of matching resources.

In the example below, the query returns a total count of roles in the system irrespective of any

other filters.

https://<Reporting endpoint Base URL>/odata/roles?$count=true

» $top
Use the $top query parameter to limits the number of records returned.
In the example below, the query returns the top 10 records in the result.

https://<Reporting endpoint Base URL>/odata/departments?$top=10

* $skip
Use the $skip query parameter to skips a specified number of records before returning results.

In the example below, the query returns the records skipping the first 60 records in the result.
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https://<Reporting endpoint Base URL>/odata/departments?$skip=60
+ $skipToken

Use the $skipToken query parameter to retrieve the next page of results from result sets that

span multiple pages.

Some requests return multiple pages of data due to server-side paging to limit the page size of
the response. Reporting APIs use the $skipToken query parameter to reference subsequent
pages of the result. The $skipToken parameter contains an opaque token that references the
next page of results and is returned in the URL provided in the @odata.nextLink property in

the response.

For example, if you call the Roles API that have more than 1000 records in the result, then the

response will return only 1000 records with @odata.nextLink property as shown below.

"@odata.nextLink": "https://<Reporting endpoint Base URL>/odata/roles?
$skipToken=29310"

To fetch the next page of records, the value of the @odata.nextLink can be used as the

endpoint URL which has a skipToken value.

Supported reporting endpoint API filters and their values

This section provides information about the reporting endpoint API filters and their possible values.

Refer to the following tables if you are using the reporting APIs.

CaptureTypes filter
TABLE: CAPTURETYPES FILTERS AND RESPECTIVE IDS

CAPTURETYPES ID VALUE DESCRIPTION

0 NotSpecified ltems with a capture types
under the Collaboration and
Transcript categories.

1 Search Indicates that item was
captured based on immediate
or scheduled search

2 Clean Indicates that items were
randomly sampled
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CAPTURETYPES ID VALUE
3 Alert
4 Adhoc
6 GuaranteedSearch
10 SearchDuplicate
929 Policy

MessageDirections filter

DESCRIPTION

If guaranteed sampling was
configured for the
department, indicates that the
item was sampled and
captured based on
guaranteed sample search.

Indicates that the item was
sampled and considered as a
duplicate during guaranteed
sample search results
deduplication

Indicates that the item was
captured based on
classification inclusion rules.

TABLE: MESSAGEDIRECTIONS FILTERS AND RESPECTIVE IDS

MESSAGEDIRECTIONS ID VALUE
0 NotSpecified
1 Internal
2 Externallnbound
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Items with a message
directions under the
Collaboration and Transcript
categories.

The items where the author
and all recipients are internal
to the organization.

The items where the author is
external to the organization
and at least one recipient is
internal.
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MESSAGEDIRECTIONS ID VALUE DESCRIPTION

3 ExternalOutbound The items where the author is
internal to the organization
and at least one recipient is
external.

MessageTypes filters (Email-specific)

TABLE: EMAIL-SPECIFIC MESSAGETYPES FILTERS AND RESPECTIVE IDS

MESSAGETYPE ID FILTER NAME MESSAGETYPES ID FILTER NAME
1 Exchange 129 ImportedEmails
2 Instant Messaging 130 MS Teams (EML)
4 Fax 131 Slack (EML)
7 SMTP 132 Citrix Workspace

and ShareFile (EML)

9 Social 133 Sharepoint (EML)

16 Rackspace Mail 134 IceChat (EML)

18 GroupWise 135 Twitter (EML)

19 SFChatter 136 Youtube (EML)

20 Office 365 - PA 137 ZoomChat (EML)
Collection

21 DoNotUse 138 Box (EML)

22 Zimbra 139 GoogleDrive (EML)

23 Exchange Hosted 140 Dropbox (EML)

Archive Ingestion

25 Lync OnPrem 141 AmazonsS3 (EML)

27 Google Journal 142 JSON (EML)
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MESSAGETYPE ID FILTER NAME MESSAGETYPES ID FILTER NAME
101 EML 143 CiscoWebex (EML)
114 CellTrust 181 Carbon
115 LSEG 182 ENMACC Energy
116 Symphony 183 Legato Chat
117 Workplace from 184 LiquidNet

Facebook
118 Salesforce Chatter 185 Markets Manager
119 FXConnect 186 Saphyre
120 XIP 187 Skytel-Pager
121 Yieldbroker 188 Social
122 Webpage Capture 189 Web CHAT
123 Redtail Speak 190 WeChat
124 ServiceNow 191 FXT
125 RingCentral - -

MessageTypes filters (Collaboration-specific)

TABLE: COLLABORATION-SPECIFIC MESSAGETYPES FILTERS AND RESPECTIVE IDS

MESSAGETYPES ID FILTER NAME MESSAGETYPE ID FILTER NAME

11 Teams Chat 37 Zoom Chat

12 Teams Channel 38 Zoom Meetings
Chats

32 Slack 39 SMS Collaboration

34 IceChat 40 WhatsApp

Collaboration
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MESSAGETYPES ID FILTER NAME MESSAGETYPE ID FILTER NAME

35 Twitter 41 IMessage
Collaboration

36 Chatter Cipher Cloud 42 Viva Engage

MessageTypes filters (Transcript-specific)

TABLE: TRANSCRIPT-SPECIFIC MESSAGETYPES FILTERS AND RESPECTIVE IDS

MESSAGETYPE ID FILTER NAME MESSAGETYPE ID FILTER NAME
150 Zoom 157 Vodafone
151 Cisco Webex Teams 158 IPC
152 YouTube 159 Cisco
153 Audio File 160 Avaya
154 Video File 161 Dubber Media
155 Teams Audio and 162 Mobile Phone
Video
156 Media File 164 Trader Voice
Responses

The API returns the following HTTP response codes:

NAME DESCRIPTION
200 OK The request is successful.
401 Unauthorized Access is denied due to invalid credentials.
Other Status Codes Error response describing reason for the failed
operation.
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Sample reference reports

The sample reference reports demonstrate the parameters used to generate supported Enhanced
Reporting API reports and show how the resulting report data is organized. Use these samples to
understand the report parameters and interpret the output of reports generated through the Arctera

Surveillance user interface or reporting APIs.

Each sample includes the report parameters and an example of the generated data, with

explanations of what each row and column represents.
The following sample reference reports are available:
» Evidence of Review

o By Departments

o By Monitored Employees

Item Details

Item Hotword Metrics

Item Metrics

o By Departments

o By Monitored Employees

* Reviewer Assessment Activity Date

e User Roles

For information about the report types, supported access methods, and the APIs used to generate

and retrieve reports, see About Arctera Surveillance reports and Enhanced Reporting - API.

Managing Power BI templates for reporting APIs
This section includes the following topics:
» Overview

» Accessing Arctera Surveillance reports through the OData web service

» Guidelines for using Arctera Surveillance templates with Microsoft Power Bl Desktop

Available Power Bl report templates

o TEMPLATE - Departments, Users, Roles, Labels
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ARCTERA™ SURVEILLANCE

o TEMPLATE - Searches

o TEMPLATE - Evidence Of Review Submit Report Request

o TEMPLATE - Evidence Of Review By Department View Report Data

o TEMPLATE - Evidence Of Review By Monitored Employee View Report Data
o TEMPLATE - Evidence Of Review With Item Archived Metrics Submit Report Request
o TEMPLATE - Evidence Of Review With Item Archived Metrics View Report Data
o TEMPLATE - Item Archived Metrics Submit Report Request

o TEMPLATE - Item Archived Metrics View Report Data

o TEMPLATE - Item Classification Metrics Submit Report Request

o TEMPLATE - Item Classification Metrics View Report Data

o TEMPLATE - Item Details Submit Report Request

o TEMPLATE - Item Details View Report Data

o TEMPLATE - Item Hotword Metrics Submit Report Request

o TEMPLATE - Item Hotword Metrics View Report Data

o TEMPLATE - Item Label Metrics Submit Report Request

o TEMPLATE - Item Label Metrics By Department View Report Data

o TEMPLATE - Item Label Metrics By Employee View Report Data

o TEMPLATE - Item Metrics Submit Report Request

o TEMPLATE - Item Metrics View Report Data

o TEMPLATE - Item Metrics By Monitored Employee View Report Data

o TEMPLATE - Reviewer Assessment Activity Date Submit Report Request

o TEMPLATE - Reviewer Assessment Activity Date View Report Data

o TEMPLATE - Reviewer Assessment Metrics Submit Report Request

o TEMPLATE - Reviewer Assessment Metrics View Report Data

o TEMPLATE - Reviewer Mapping Submit Report Request

o TEMPLATE - Reviewer Mapping View Report Data

o TEMPLATE - User Roles Submit Report Request

o TEMPLATE - User Roles View Report Data

» Saving, editing, and refreshing the Power Bl reports
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Overview

Arctera Surveillance provides predefined Power Bl templates that consume Reporting API
endpoints to view interactive reports. Power Bl templates are pre-defined, reusable report designs
or blueprints created within Power Bl for analytics purposes. These templates serve as starting

points for creating consistent and visually appealing reports and dashboards.

All control elements within the Power Bl report are interactive, allowing for clicking to filter,
highlight, and drill-down into the report. When any element of the report is clicked, all other graphs,
tiles, and more, dynamically update to display data relevant to the clicked element. The clickable

elements encompass a variety of components, including (but not limited to):

Filters (for example, Departments lists)

Check boxes

e Tiles

Data bars/columns on charts

Data labels on charts

AXxis labels on charts
Prerequisite

Before you begin working with the Power Bl Templates in Arctera Surveillance, ensure that you

have the Microsoft Power Bl desktop application installed on your computer.

Accessing Arctera Surveillance reports through the OData web service
Accessing reports

You can expose information from the Arctera Surveillance configuration and customer databases
through the Open Data (OData) web service. You can use this information with any OData-

compatible reporting tool to create reports as required. Examples of such reporting tools include
Excel/PowerQuery and Microsoft SQL Server Reporting Services (SSRS).

For extensive information on this facility, see the white paper Best Practices for Enhanced

Accelerator Reporting.

Guidelines for using Arctera Surveillance templates with Microsoft Power BI
Desktop

Here are the guidelines you must follow when using Reporting APl Templates in Microsoft Power
Bl:
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» Ensure that the correct credentials are used for Power Bl template.

When loading Reporting API templates in Microsoft Power Bl Desktop, select Basic
Authentication when prompted, and enter the Username as ReportingApiUser and the
Password as either a primary or secondary API Key that are generated after configuring the

reporting endpoint

» Ensure that the Power Bl Desktop privacy levels are appropriate.

Some Arctera Surveillance Power Bl templates combine data from multiple Reporting API
endpoints and visualize the data. To achieve this, multiple PowerQueries are created within the
template and the resulting data from one reporting API endpoint is shared with reporting API

endpoint.

In Microsoft Power Bl Desktop application, the Privacy Level feature employs policies for
sharing data of APl across other API. For more details, refer to Power Bl Desktop privacy

levels.

Since the Reporting APIs of Arctera Surveillance operate externally (outside the organization
calling it), you must specify the Privacy Level as Public for each Data Source. Occasionally,
you may need to globally ignore the Privacy Levels so that the Reporting API Templates

function properly.
» Ensure that the cached credentials are correct.
Microsoft Power Bl Desktop caches credentials entered when connecting to the Reporting API.

Upon reloading the Power Bl template, it does not prompt for credentials again. If credentials

change, such as due to an expired Access Key, you must clear the cached credentials.

To clear them, navigate to File > Options and settings > Data source settings, and clear the
credentials for all data sources. This is one of the troubleshooting steps if the template cannot

connect.

TEMPLATE - Departments, Users, Roles, Labels

1. Open the TEMPLATE - Departments, Users, Roles, Labels.pbit file, and specify the following

details.
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*
TEMPLATE - Departments, Users, Roles, Labels
Prowides list/details of available Departments, Labels, Uisers, Roles along with their Permissions.
Endpoint Base LRL
[
PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
2. Click Load.
3. Select the required OData Feed.
CData feed b

ot hittps:// api.advancedsupervision.qa.veritas.com/oda...
Lise anormymous accesss far this ODats feed

Salect which level to apply these settings to
hilpasfapiadvancediuparvision gasverilat. comy’

hetpsfapladvancedsupenvision qasveritas.comy’
Wl A hitpsfapladmancedsupendsion qaseritas comfodata
halgesfapi adwancedeupervision gaserilat comyod ala®e mibletrics

Organizational scoownt

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.

The application prompts you several times to provide appropriate credentials when querying

Reporting API for each report.

5. Wait while Microsoft Power Bl Desktop uses the provided filter values to generate queries and
fetch OData reports from the specified Arctera Surveillance Server. This process may take

some time depending on the amount of data being retrieved from the server.

Upon successful processing, the application displays a report for the retrieved data of the
corresponding APl endpoint. To help you better visualize and understand the APl Endpoint reports,

refer to sample images of reports.

TEMPLATE - Searches

1. Openthe TEMPLATE - Searches.pbit file, and specify the following details.
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TEMPLATE - Searches

Searches Template gives all insight on immediate, scheduled and Guaranteed Sample searches created at
application as well as dept level, It provides search details like hits, sampled, relevant sampled items per
department Note:-Template may take time for more data Please keep patience!

Endpomt Base URL(D

hitps:/fapiadvancedsupenvisiongavertas.com

Start Date (D)
2022-12-01
End Date (D)
2023-12-01
PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Start Date This filter specifies the start date for returning
count of searches whose creation date is
greater than or equal to this start date.

Data Type: Date in the YYYY-MM-DD format
that is StartDate.

End Date This filter specifies the end date for returning
count of searches whose creation date is
less than or equal to this date.

Data Type: Date in the YYYY-MM-DD format
that is EndDate.
2. Click Load.

3. Select the required OData Feed.

Clata feed X

ttf https.//api.advancedsupervision.qa veritas.com/foda...

Use anormymous access far this Olats feed

Winchows

Solect which level to apply these settings to

Buassic htpsfapiadvancedoupervision gaverilas.comy
hitpsfapladwancedsupenvtsion gaseritas.com’

Wil Al htps:Fapladwancedsupsrvision gaveritas.comfodata

g Fapladvancedeupervision gaverilas comfod s la®e mdletric
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4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report.

5. Wait while Microsoft Power Bl Desktop uses the provided filter values to generate queries and
fetch OData reports from the specified Arctera Surveillance Server. This process may take

some time depending on the amount of data being retrieved from the server.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding API endpoint.

To help you better visualize and understand the APl Endpoint reports, refer to sample images of

reports.

TEMPLATE- Evidence Of Review - Submit Report Request

1. Openthe TEMPLATE- Evidence Of Review - Submit Report Request.pbit file, and specify the

following details.

»
TEMPLATE - Evidence Of Review - Submit Report Request
Thig template only initiates the generation of Bvidence of Revsew réport in afymnchronous manngr, To view the
report data, another powerbi templates can be used “TEMPLATE- Evadence Of Review By Monitored Employes -
View Report Data’ and TEMPLATE- Evidence Of Review By Department - View Report Data”. all Evidence of
Rewiew report gets the total messages count, captured message count and the marking cournt| Le count of
misagid marked & revdvwed funfdaiwed /queihaned/pending) pér monnoned employes, pér department, ped
caplure type. per direction, per message type. The counts are calculated for specifed date range.
Endpaint Base URL(D
hatpe/api.advancedsupenision.qawentas.oom
Report Mamrse (1
Test Repaont
Seart Drate (D)
2024-01-01
Ened Diate (1
2024-04-010
Return By Department 0]
FALSE
Load Cancel
PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report Name Specify a unique name for the report.
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PARAMETER DESCRIPTION

Start Date Specify the earliest date from which you
want to gather data captured or ingested in
Arctera Surveillance for your report.

End Date Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.

Return By Department By default this value is set to False.

- To get the result according to monitored
employees, set this value as False.

- To get the result according to departments,
set this value as True

2. Click Load.

3. Select the required OData Feed.

OOats fead

Web AP
Setect whech bevel 10 Sppdy e et g 2]

T D T i @O DE T S el W T D O,

Organezabonal acoount

The application submits the report generation request and shows the details.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.
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rarderd insight @ Surveillance Reporting

Evidence Of Review Report

Evidence of Review report generation request has been submitted with below details.

Start Date End Daze
01 lanuary 2024 00 April 2024
Report 1D : DelaaSce-Ted3-40a3 -bI6F-edbsFclaclel ’
Report Mame : Test Report
Report Type : Evidence Of Review
Report Date ; 31-12-2024 07-36:07

Report Status: Ready
Report Info : The report is ready.

[ Flesos Refrenh muanually fross taskbar to get updsted sestus of Repont

aicisa

If still the entire details are not displayed, Click Refresh again as shown in the sample image
below.

&  BZ|Ls| Al di

Recent Transform| Refresh Mew  Text Maore
SOUMCEs + data~ visual box wvisuals

et the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Evidence Of Review By Monitored Employee - View
Report Data template to view monitored employees-specific report or in the TEMPLATE-
Evidence Of Review By Department - View Report Data template to view departments-specific

report. Click Refresh to view the updated status of report generation.

TEMPLATE- Evidence Of Review By Department - View Report Data

1. Openthe TEMPLATE- Evidence Of Review By Department - View Report Data.pbit file, and
specify the following details.

TEMPLATE - Evidence Of Review By Department - View Report Data
Evidence of Rirnew By Department Template, gl the 1o1al miEssagis count, caplured EsEage count and thi
marking count i.e count of messages marked as reviewed,'unreviewed/questioned,/pending) per department

pef caplure type, per direction, per message type. The counts are caloulated for specified date range.
Note:-Template may take time for more data, Please be Patence!

Endpoint Ease URL(D)

RepartiD ()
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PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report ID Enter the Report ID that is generated during

execution of the TEMPLATE- Evidence Of
Review - Submit Report Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.

Privacy levels

The privacy level is used 1o ensure data is combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More informiation
on privacy levels can be tound here.

lgnore Privacy Levels checks. for this file. lgnoning Privacy Levels could expose sensitive or confidential data

to an unauthonzed person

- Organizational -

BN o |

: :L hitps/fapLadvancedsuperasiongaventas.comy’

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the
corresponding API endpoint. To help you better visualize and understand the API Endpoint reports,

refer to sample images of reports.

TEMPLATE- Evidence Of Review By Monitored Employee - View Report
Data

1. Openthe TEMPLATE- Evidence Of Review By Monitored Employee - View Report Data.pbit

file, and specify the following details.
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TEMPLATE - Evidence Of Review By Monitored Employee-View Report |

Evidence of Rivaew By Monitored Employes Template, girts the total hiEssagis Count, captuned misage count
and the marking count( i.e count of messages marked as reviewed /unreviewed ‘questioned, pending) per
manitored employee, per capiune type, per direction, per mesiage type. The counts are caloulated for specfied
date range. Note:-Template may take time for more data. Please keep Patiencel

Endpeing Ease URLD
hitps/fapi.advancedsupervisiongaveritas.com

RepaetiD (O
Oc3aabeoc-Tod3-40a3-b365-e 3440 Tacled

[

PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report ID Enter the Report ID that is generated during

execution of the TEMPLATE- Evidence Of
Review - Submit Report Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft
Power Bl Desktop.

Privacy levels

The privacy level is used 1o ensure data is combined without undeirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More information
on privacy levels can be found here.

Ignore Prvacy Levels checks for this file. Ignonng Privacy Levels could expose sensitive or confidential data
to an unauthonzed person.

bH | https/fapladvancedsupenvisiongaveritas.com/ - Organizational -

- JEN

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the
corresponding APl endpoint. To help you better visualize and understand the API Endpoint reports,
refer to sample images of reports.
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TEMPLATE- Evidence Of Review With Item Archived Metrics - Submit
Report Request

1. Openthe TEMPLATE- Evidence Of Review With Item Archived Metrics - Submit Report
Request.pbit file, and specify the following details.

=
TEMPLATE - Evidence Of Review With Item Archived Metrics - Submi...
This template only initiates the generation of Evidence of Review with Item Archived Metnics report in
asynchronous manner. To view the report data, another powerbi template can be used TEMPLATE- Evidence Of
Rgwigw with Itém Archivisd Metncs - View Report Data”. Bvidénce of Reviesw with Item Archivied Metnct’ repon
gets the total messages count, captured message count and the marking count({ Le count of messages marked
as reviewed funreviewed ‘guestioned/pending] per monitored employes, per capture type, per direchion, per
message type. Alo gets e Archived Metrics per employee. The counts are caloulated for specified date
range,
Endpoant Base URL(E
hitps/fapladvancedsupenvisionga: LCOAT
Repart Name (1)
Test Report
Seart Date (D)
2024-01-01
End Date (T
2024-04-01
PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report Name Specify a unique name for the report.
Start Date Specify the earliest date from which you
want to gather data captured or ingested in
Arctera Surveillance for your report.
End Date Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.
2. Click Load.

3. Select the required OData Feed.
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DDt fead
L http api.advancedsupervision.ga.veritas.com/oda
LHee rupma
Reportinglpdlues
Paspword

The application submits the

Cobing wobincth biewl 10 SOy e SEThrdn 1

!

L= Co S G A P T TR T

report generation request and shows the details.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.

The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status,

and Report Information.

1 ill H
rarcterd insight (@, 2Urvellance Reporting

Evicarce OF Review And Hem Archived Metrics Repor

Evidense of Rewiew repert And tem Archrned Matrici Beport genecatssn recrpest has been submitted with balcw details
Ttwrt Dwtw End Drtn
61 Rty TE3% B aped e
Raport D ; GITETEN Bal dre 4597 Bbc a TP 1 Bbbbdc  ° Repesit 10 ¢ cddel] oD - gt - A5 7T - a0 i ) Badtablh
Report Mama:  Test Repest Report Mams Test Begart
Ripoat Typet | Evigerce 0 B v Repant Type Tk, Ariheved MgLras
Rapert Date 2 F-12-2004 OTETTH Raport Dats -1 3074 OTHT IR
Foeport S1atus Ready Report Statos Fopady
Beport Info ; Tha ropar] i ready Report Info ; Tha repert m raady
Flisss Kk msam oDy s s L 13 gom sgelonad 1 ares of Koo
‘o

If still the entire details are not displayed, Click Refresh again as shown in the sample image

below.

& B2 |L2

Recent Transform| Refresh
SOUNCEs + data ~

il [A] di

Mew  Text More
visual box wisuals

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Evidence Of Review With Item Archived Metrics - View

Report Data template. Click Refresh to view the updated status of report generation.
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TEMPLATE- Evidence Of Review With Item Archived Metrics - View
Report Data

1. Openthe TEMPLATE- Evidence Of Review With Item Archived Metrics - View Report Data.pbit

file, and specify the following details.

TEMPLATE - Evidence Of Review With ltem Archived Metrics - View...

Evidence of Review With item Archived Metnics template, gets the total messages count, captured message
count and the marking counti Le count of messages marked as reviewed/unreviewed/questioned,pending) per
monifored employee, per capture type, per direction, pér message type. Also it gives details of em Archived
Metrics The cownts are caboulated for specified date range. Mote:-Ternplate may take time for more data. Please
kiep Patiencg!

Endpaint Base URLE

hitps/ spiadvancedsupenvision.gasventas.oom

Ewvdenice Of Review ReportiD (@

dERBTS1E-c14c-4592-Bbe B-aTdc I Bbbbde

tern Archrved Report (D
cddd 12b0-aded-4572 -ablb-&ca 1 3ebbebOb

PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Evidence Of Review Report ID Enter the Report ID (when the selected

Report Type is Evidence Of Report)
generated during the execution of the
TEMPLATE - Evidence Of Review With Item
Archived Metrics - Submit Report Request
template.

Item Archived Report ID Enter the Report ID (when the selected
Report Type is Item Archived Metrics)
generated during the execution of the
TEMPLATE - Evidence Of Review With Item
Archived Metrics - Submit Report Request
template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

486



ARCTERA™ SURVEILLANCE

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power BI Desktop.

Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. Incormect
privacy levels may lead to sensitive data being leaked outside of a trusted scope. More information
on privacy levels can be found here.

lgnore Privacy Levels checks. fior this file. Ignoring Privacy Levels could expose sensitive or confidential data
to an unauthosnzed person.

; :L hitps:/fapLadvancedsupenisiongaventas.com/ - C"gm'm“"'" "

- =N

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the
corresponding API endpoint. To help you better visualize and understand the API Endpoint reports,

refer to sample images of reports.

TEMPLATE- Item Archived Metrics - Submit Report Request

1. Openthe TEMPLATE- Item Archived Metrics - Submit Report Request.pbit file, and specify the

following details.

TEMPLATE - Item Archived Metrics - Submit Report Request

This template only initiates the generation of ltem Archived Metnics report in asynchronous manner. To view
the report data, another powerbi templates can be used "TEMBLATE- item Archived Metrics - View Report Data’
Item Archived Metncs report gets the total archived messages count per monitored employee, per direction,
per message type. The counts are caloulated for specified date range.
Endpaint Ease URLT

hitpas apiadvancedtuperison.ga Ve tas com

Repaort Name (1)
Test Flepart

Seart Dats (5

2024-08-11
Ervl Diaite (21
2024-10-11
PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report Name Specify a unique name for the report.
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PARAMETER DESCRIPTION

Start Date Specify the earliest date from which you
want to gather data captured or ingested in
Arctera Surveillance for your report.

End Date Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.

2. Click Load.

3. Select the required OData Feed.

Srbect whach vl 10 spply thete sethngd to

INETEriy T e e el AP L. Tl W T T £ v,

The application submits the report generation request and shows the detalils.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
he application prompts you several times to provide appropriate credentials when querying
Reporting API for each report

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.
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"arctera insight Surveillance Reporting

Item Archived Metrics Report

Item Archived Metrics report generation request has been submitted with below details,

Seart Date End Diarte
T gt 2024 11 Detober 2034
Report 1D : B&5ddaec-Bcee-4052- B3dd- d0bIbdedéezb
Report Name : Test Report
Report Type : ltem Archived Metrics
Report Date : 31-12-2024 07:2617
Report Status:  Ready
Report Info : The report is ready.

l Flease Refresh mannally from taskbas to geit updabed stun of Report J

‘aechia

If still the entire details are not displayed, Click Refresh again as shown in the sample image

below.

&  BZ || d[A]l dk
Recent Transform| Refresh Mew  Text More
SOUMCEs » data~ wvisual box wisuak

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Item Archived Metrics - View Report Data template. Click
Refresh to view the updated status of report generation.

TEMPLATE- Item Archived Metrics - View Report Data

1. Openthe TEMPLATE- Item Archived Metrics - View Report Data.pbit file, and specify the
following details.

TEMPLATE - Item Archived Metrics - View Report Data

Item Archeved Metncs Template. gets the total archaved messages count pr monstoned employse pir dimection,
per message type. The counts are caloulated for specified date range. Note:-Template may take tme for more
data. Please keep Patience!

Endpaint Base URLE

lbem Archeved Report D @
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PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report ID Enter the Report ID that is generated during

execution of ItemArchivedMetricsAsync API
report or the TEMPLATE- Item Archived
Metrics - Submit Report Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.

Privacy levels

The privacy level is used 1o ensure data is combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More informiation
on privacy levels can be tound here.

lgnore Privacy Levels checks. for this file. lgnoning Privacy Levels could expose sensitive or confidential data

to an unauthonzed person

L | hitps/fapiadvancedsupervisiongaveritas.com/ - Organizational -
BN o
4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding API endpoint. To help you better visualize and understand the API Endpoint reports,

refer to sample images of reports.

TEMPLATE- Item Classification Metrics - Submit Report Request

1. Openthe TEMPLATE- Item Classification Metrics - Submit Report Request.pbit file, and specify

the following details.
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TEMPLATE - Item Classification Metrics - Submit Report Request

This temgdate only initiates the generation of item Classification Metncs report in asynchronous manner, To
view the report data, another powerbi template can be used TEMPLATE- Item Classification Metrics « View

Report Data',
Endpoint Base URLID
hitps/f<EndpointBaselld>

Repart Name (D)
Report 2024

Start Date (D)

2024-01-01

End Date O
lzn_u:-u- 13

PARAMETER

Endpoint Base URL

Report Name

Start Date

End Date

. Click Load.

. Select the required OData Feed.

COats feed
L ntt spi.advance Jpenns
Lser ripmae
Reportmgionlsey
Paspaced

Web AP

Srbect whach bieved 10 Bpply thee SETbrg 1o
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Load Cancel

DESCRIPTION

Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Specify a unique name for the report.

Specify the earliest date from which you
want to gather data captured or ingested in
Arctera Surveillance for your report.

Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.

omyoda

The application submits the report generation request and shows the details.
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4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
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The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report.

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,
Report Date, Report Status, and Report Information.
7 o Surveillance Reporting
ﬂl'{fEﬂ:l IﬂSIghi @Item(asﬁca:aﬂ Metrics Report Request

ltem Classification Metrncs report gensration requast has besn submitted with below details.

Start Date End Date

"Wednesday. Janusry 01, Moty Jenuary 20 202E

Raport ID caldddd®-L 9= 449 T-2392- i SHE1 3%4RT
Report Mame : Test Report

Report Typs : Itemn Classification Metrics

Report Date : WIH2025 105130 PM

Report Status Ready

Report Info : The repoft i3 ready.

| Pleate Retiesh musmaly feom naskiar so ger upstated ststus of Repoen

el

If still the entire details are not displayed, Click Refresh again as shown in the sample image

below.

&  BZ || d[A]l dk
Recent Transform| Refresh Mew  Text Mare
SOUMCEs » data~ wvisual box wisuak

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Item Classification Metrics - View Report Data template.

Click Refresh to view the updated status of report generation.

TEMPLATE- Item Classification Metrics - View Report Data

1. Openthe TEMPLATE- Item Classification Metrics - View report Data.pbit file, and specify the
following details.

TEMPLATE - Item Classification Metrics - View Report Data

rtem Classification Metnics Template gets the total classified items count, the marking count( ie count of items
marked as relevant/imelevant/questioned,pending) per tag, per department, per capiure typ=, per message
type. The counts are caloulated for specified date range.

Endpaint Base URLD

[ —

ReportiD i
Teandlih-2258-490c-a827 -5bd 5076 Te 5
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PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report ID Enter the Report ID that is generated during

execution of ltemClassificationMetricsAsync
API report or the TEMPLATE- Item
Classification Metrics - Submit Report
Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.

Privacy levels

The privacy level is used 1o ensure data is combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More informiation

on privacy levels can be tound here.

lgnore Privacy Levels checks. for this file. lgnoning Privacy Levels could expose sensitive or confidential data

to an unauthonzed person

L | hitps/fapiadvancedsupervisiongaveritas.com/ - Organizational -
BN o
4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding API endpoint. To help you better visualize and understand the API Endpoint reports,

refer to sample images of reports.

TEMPLATE- Item Details - Submit Report Request

1. Openthe TEMPLATE- Item Details - Submit Report Request.pbit file, and specify the following

details.
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X
TEMPLATE - Item Details - Submit Report Request
This template only initiates the generation of Item Details report in asynchronous manner. To view the report
data, another powerbi templates can be used 'TEMPLATE- Item Details - View Report Data’ . ltem Details are
calculated for specified date range.
Endpoint Base URL(®
Report Name (D
Start Date (O
End Date ()
PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report Name Specify a unique name for the report.
Start Date Specify the earliest date from which you
want to gather data captured or ingested in
Arctera Surveillance for your report.
End Date Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.
2. Click Load.

3. Select the required OData Feed.
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OOats fedd

Web AP

Cobing wobincth biewl 10 SOy theie (el g 1]

Croanizstional sctcunl bt/ s dechyln e e TS0 W TILI 0,

The application submits the report generation request and shows the details.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report.

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.

"arctera insight @ Surveillance Reporting

ltern Details Submit Report

Item Details report generation request has been submitted with below details.

Start Date End Date
01 May 2024 01 May 2025
ReportID : b2906bba-4691-42fe-Bc29-TcaTfecdaZ16

Report Name: FbTestingg

Report Type: Item Details

Report Date : 29-05-2025 00:29:53

Report Status: Ready

Report Info : The report is ready.

[ Please Refresh manually from taskbar to get updated status of Report ]

If still the entire details are not displayed, click Refresh again as shown in the following sample

image.
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Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Item Details - View Report Data template. Click Refresh

to view the updated status of report generation.

TEMPLATE- Item Details - View Report Data

1. Openthe TEMPLATE- Item Details - View report Data.pbit file, and specify the following details.

X
TEMPLATE - Item Details - View Report Data

This report displays items that have been archived and discovered within the Insight Surveillance application. It
includes metadata such as subject and author, as well as a history of actions performed on the item, including
label assignment, marking, escalation, appraisal, and commenting. It Also include Item Aging Report which
gives details on each item and their event status according to item aging since last event performed on the
item Note:-Template may take time for more data. Please keep Patience!

Endpoint Base URL(®

ReportlD @
PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Report ID Enter the Report ID that is generated during
execution of ltemDetailsAsync API report or
the TEMPLATE- Item Details - Submit Report
Request template.

2. Click Load.

3. Set the privacy to organizational or public for each selected data source.
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For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.

Privacy levels

The privacy level is used 1o ensure data is combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More informiation
on privacy levels can be found here.

Ignare Privacy Levels checks fior this fike. Ignoring Privacy Levels could expose sensitive or confidential data
to an unauthonzed person.

: L hitps2/apLadvancedsupennsiongasventas.com/’ - Organizational -

BN o |

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding API endpoint.

rarctera Insight @ Surveillance Reporting Report Status )

Item Details Summary Report Ready

Message Types Departments

1 15

Departments Capture Date Item Identifier Author Message Type Subject

Item Identifier Item ID Department ID Department Capture Date Subject Author

2772 2772 1033 “FB" 2024-02-02T13:01:10.063+05:30 VAS 5.0 testing data for reporting 99 VSA@FakhruddinV.com User1@FakhruddinV.com;HarryPotter@FakhruddinV.com:5pic
2172 2172 1035 “% FB %" - 2024-02-02T13:00:51.367+05:30 VAS 5.0 testing data for reporting 99 VSA@FakhruddinV.com User1@FakhruddinV.com;HarryPotter@FakhruddinV.com:Spic
HarryPotter

2172 2172 1035 "% FB %" - 2024-02-02T13:00:51.367+05:30 VAS 5.0 testing data for reporting 99 VSA@FakhruddinV.com User1@FakhruddinV.com;HarryPotter@FakhruddinV.com:5pic
HarryPotter

2172 2172 1035 "% FB %" - 2024-02-02T13:00:51.367+05:30 VAS 5.0 testing data for reporting 99 VSA@FakhruddinV.com User1@FakhruddinV.com;HarryPotter@FakhruddinV.com:5pic
HarryPotter

2172 2172 1035 “% FB %" - 2024-02-02T13:00:51.367+05:30 VAS 5.0 testing data for reporting 99 VSA@FakhruddinV.com User1@FakhruddinV.com;HarryPotter@FakhruddinV.com:Spic
HarryPotter

Arctera Surveillance integrates Item Aging Report into the Item Details Power Bl report for
extended visibility, though it is not backed by a separate APl endpoint. Refer to the following

images:
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"arcterd insight (@,

Department

Department

B "%FB %"
Appraised
FBTest
FDFDF
Pending
Questioned
Reviewed Irrelevant
Reviewed Relevant

5 "% FB %" - HarryPotter
Pending
Questioned
Reviewed Irrelevant
Reviewed Relevant
Unreviewed

Aditya

AVK parent 2
Total

Itemn Aging Report

Capture Date

0-7 days

210

130
50

210

Surveillance Reporting

Report Status
Ready

Event Type Age Bucket

v Al ~ Al e

Item Aging Report
61-90 days 91+ days

201

1 9
1 3726

This report shows the number of messages that are either still unreviewed, pending review, or

other event type within the given departments, along with organizational roll-up totals. ltem Age

bucket gives an indication of how long a message has remained pending, unreviewed or any

other event type state from when it was captured for review.

The graphical representation of the same data can also be seen with the help of Item Aging

Report template.

farcterd insight

Department

201
210

Deptd

Count

400

300

200

100

0
DeptA

Surveillance Reporting

Item Aging Report

Capture Date

Vinay

"% FB %" A

Report Status
Ready

Event Type Age Bucket

~ All ~ All ~

Items By Age Bucket Per Department

Status ®0-7 days @61-90 days @91+ days

zm I I I I
L ° |
foTest “FB" "% FB %" - name2 yo Aditya child HR R AVK parent 2
HarryPotter
Department

To help you better visualize and understand the APl Endpoint reports, refer to sample images of

reports.
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TEMPLATE- Item Hotword Metrics - Submit Report Request

1. Openthe TEMPLATE- Item Hotword Metrics - Submit Report Request.pbit file, and specify the
following details.

TEMPLATE - Item Hotword Metrics - Submit Report Request

This template only initiates the generation of tem Hotwordl Metrics report in asynchronous manner. To view
the repor data, another powerbi template can be used TEMPLATE - tem Hotword Metrics - View Repon Data

Endpoint Base WRL (T
Report Mame 5

Start Date (&)

End Diate (&
Cancel
PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Report Name Specify a unique name for the report.

Start Date Specify the earliest date from which you
want to gather data captured or ingested in
Arctera Surveillance for your report.

End Date Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.

2. Click Load.

3. Select the required OData Feed.
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Cobing wobincth biewl 10 SOy theie (el g 1]
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The application submits the report generation request and shows the details.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.

rq rctera insight Surveillance Reporting

ltemn Hotword Metrics Submit Report

Item Hotword Metrics report generation request has been submitted with below details.

Start Date End Date
01 April 2024 01 April 2025
Repeort ID : b?955151-337d-4331-b99d-8028c792252d
Report Name : FBHotword
Report Type: Item Hotword Metrics
Report Date : 25-05-2025 17:44:38

Report Status: Ready

Report Info : The report is ready.

[ Please Refresh manually from taskbar to get updated status of Report ]

If still the entire details are not displayed, click Refresh again as shown in the sample image
below.
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[

Recent
SOUrces -
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Transform
data v

[

Refresh

il [A] di

Mew  Text More
visual box wisualk

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Item Hotword Metrics - View Report Data template to

view the report. Click Refresh to view the updated status of report generation.

TEMPLATE- Item Hotword Metrics - View Report Data

1. Openthe TEMPLATE- Item Hotword Metrics - View report Data.pbit file, and specify the

following details.

TEMPLATE - Item Hotword Metrics - View Report Data

Item Hotword Metrics Tem plate provides the total count of hotword items, abong with the marking count [Le.

the count of items marked as relevant, imelevant) for sach hotword, hotword category and department. Thess

counts are caloulated for a specified date ra g

Endpoint Base WAL 5

RepartiD{

PARAMETER DESCRIPTION

Endpoint Base URL

Report ID

2. Click Load.

Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Enter the Report ID that is generated during
execution of ltemHotwordMetricsAsync API
report or the TEMPLATE- Item Hotword
Metrics - Submit Report Request template.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.
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Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. Incorrect
privacy levels may lead to sensitive data being leaked outside of a trusted scope. More information
on prvacy levels can be found here.

Ignore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthonzed person.

FH | hitps:/fapladvancedsupenisiongaveritas.com/ - Orgaruzational =

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding APl endpoint.

; T @ Surveillance Reporting Report Status
a rCte ra insight Item Hotword Metrics Summary Report Ready

Departments Item Count Relevant Irrelevant Unreviewed
Department Hotword Set Hotword Capture Date
Al ~ Al ~ Al e Al ~

Summary - ltem Hotword Metrics

Department ID Department Capture Date Hotword Set Hotword Relevant Irelevant  Unreviewed Relevant Unreviewed lrelevant Unreviewed itemCount

1034 "% FB %" 02-02-2024 “Individual Hotwords" fb 2 0 0 0 48 100
1034 "% FB %" 07-08-2023 “Individual Hotwords™ New User 0 0 ] 0 2 2
1034 "% FB %" 07-08-2023 “Individual Hotwords™ New User 0 0 0 0 1 1
1034 "% FB %" 07-08-2023 “Individual Hotwords™ New User 0 0 0 0 2 2

1034 "% FB %" 07-08-2023 "Individual Hotwords™ New User 0 0 0 0 2 2

1034 "% FB %" 07-08-2023 “Individual Hotwords® New User 0 0 ] ] 1 1

1034 "% FB %" 07-08-2023 “Individual Hotwords" New User 0 0 ] ] 1 1

1034 "% FB %" 07-08-2023 “Individual Hotwords" New User 0 0 ] 0 ] 1

anna s e e mA An mAn e ~ a ~ ~

To help you better visualize and understand the APl Endpoint reports, refer to sample images of

reports.

TEMPLATE- Item Label Metrics - Submit Report Request

1. Openthe TEMPLATE- Item Label Metrics - Submit Report Request.pbit file, and specify the
following details.
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TEMPLATE - Item Label Metrics - Submit Report Request

This template only initiates the generation of item Label Metrics report in asynchronows manner. To view the
repor data, another powerbi template can be used TEMPLATE - Itern Label Metnics By Employee - View Repor

Data” and “TEMPLATE - Mém Label Metnds By Dipartmént - Vidw Report Dala’.

Endpoint Base URL T

Report Name D)

Start Diate (D)

End Dute (L0

Return By Department (D
FALSE

PARAMETER

Endpoint Base URL

Report Name

Start Date

End Date

Return By Department

Load Cancel

DESCRIPTION

Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Specify a unique name for the report.

Specify the earliest date from which you
want to gather data captured or ingested in
Arctera Surveillance for your report.

Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.

By default this value is set to False.

- To get the result of all labels according to
monitored employees, set this value as False

- To get the result of all labels according to
department, set this value as True

2. Click Load.

3. Select the required OData Feed.
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OOats fedd

L https/fapi.advancedsupervision.ga.veritas.com/oda

Cobing wobincth biewl 10 SOy e (el g 1]
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The application submits the report generation request and shows the details.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.

‘arctera insight iﬂweillance Reporting

Labed Metrics Report

ltem Label Metrics report generation request has been submitted with below details.

Start Date End Date
Satwrday Masch 07 1074 Menday December 03 DOTE
qu:t [[+H 1 2a45a4-cP1b-&d2a-Ba4] - 2e42cT2NEESe

Report Mame : dsada

Report Type : Nem Label Matrics
Report Date : 12272024 &27:51 AM
Report Status:  Ready

Repn.'t Info = The report is ready

Please Refrech mannally from taskbar to gt mpdated satus of Report

‘archeng
If still the entire details are not displayed, Click Refresh again as shown in the sample image

below.

L& B2 |la | dh[al ok

Recent Transform| Refresh Mew  Text More
SOUTCEs ~ data ~ visual box wvisuals

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Item Label Metrics By Employee - View Report Data

template to view monitored employees-specific report and TEMPLATE- Item Label Metrics By

504



ARCTERA™ SURVEILLANCE

Department - View Report Data template to view department-specific report. Click Refresh to

view the updated status of report generation.

TEMPLATE- Item Label Metrics By Department - View Report Data

1. Openthe TEMPLATE- Item Label Metrics By Department - View Report Data.pbit file, and

specify the following details.

TEMPLATE - Item Label Metrics By Department - View Report Data
The item Label Metncs Template provides the total count of labeled items, along with the marking count (Le.

the count of items marked as relevant, imelevant, questioned, or pending) for each label, department, caplure
type, and message type. These counts are caloulated for a specfied date range.

Endpoant Base LIRL T

ReportiD 0]

coe

PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Report ID Enter the Report ID that is generated during
execution of ltemLabelMetricsAsync API
report or the TEMPLATE- Item Label Metrics
- Submit Report Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.

Privacy levels

The privacy level is used 1o ensure data is combined without undesirable data transfer. Incorrect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More informiation
on privacy levels can be found here.

lgnare Privacy Levels checks fior this file. Ignorning Privacy Levels could expose sensitive or confidentsal data
to an unauthonzed person.

bH | https/fapiadvancedsupenvisiongaveritas.com/ - Organizational -

- =N
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4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the
corresponding API endpoint. To help you better visualize and understand the API Endpoint reports,

refer to sample images of reports.

TEMPLATE- Item Label Metrics By Employee - View Report Data

1. Openthe TEMPLATE- Item Label Metrics By Employee - View report Data.pbit file, and specify

the following details.

TEMPLATE - Item Label Metrics By Employee - View Report Data

The item Label Metnics Template provides the total cownt of labeled itemns, along with the marking count (e,
the count of items marked as relevant, rebevant, questioned, or pending) for each Label, monitored employes,
department, capture type, and message type. These counts are calculated for a specified date range.

Endpoint Base URL D

RepartiD (L
Load Cancel
PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Report ID Enter the Report ID that is generated during
execution of ItemLabelMetricsAsync API
report or the TEMPLATE- Item Label Metrics
- Submit Report Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power BI Desktop.
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Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. Incorrect
privacy levels may lead to sensitive data being leaked outside of a trusted scope. More information
on prvacy levels can be found here.

lgnore Privacy Levels checks fior this file. Ignoning Privacy Levels could expose sensitive or confidential data
to an unauthosized person.

FH | hitps:/fapladvancedsupenisiongaveritas.com/ - Orgarazational =
Bl o
4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the
corresponding APl endpoint. To help you better visualize and understand the APl Endpoint reports,

refer to sample images of reports.

TEMPLATE- Item Metrics - Submit Report Request

1. Open the TEMPLATE- Item Metrics - Submit Report Request.pbit file, and specify the following

details.

TEMPLATE - Item Metrics - Submit Report Request

This template only initiates the generation of Item Metrics report in asynchronous manner. To view the report
data, another powerbi templates can be used 'TEMPLATE- Item Metrics - View Report Data’ . Item Metrics are
calculated for specified date range.

Endpoint Base URL

Report Name @

Capture Date Start ®©

Capture Date End ©

PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
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PARAMETER DESCRIPTION
Report Name Specify a unique name for the report.
Capture Date Start Specify the earliest date from which you

want to gather data captured or ingested in
Arctera Surveillance for your report.

Format: YYYY-MM-DD

Capture Date End Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.

Format: YYYY-MM-DD

2. Click Load.

3. Select the required OData Feed.

OOats fead
L https://fapi.advancedsupenasion.ga.veritas.com/oda
Lhes runme

Pasoword

Setect whech bevel 10 Sppdy e et g 2]

Croanizstional sctcunl bt/ s dechyln e TS0 W TILI 0,

The application submits the report generation request and shows the details.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report.

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.
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rarcierc- insight @ Surveillance Reporting

Item Metrics Submit Report

Item Metrics report generation request has been submitted with below details.

Start Date End Date
01 January 2024 01 January 2025
Report ID : 4feSbcd2-02da-4971-aa14-39998cb2397

Report Name : FB

Report Type : Item Metrics

Report Date : 12-12-2025 03:03:07

Report Status:  Ready

Report Info : The report is ready.

Please Refresh manually from taskbar to get updated status of Report ]

Tarctera isight

If still the entire details are not displayed, click Refresh again as shown in the following sample

image.
&  BZ L& | iR [A]l ok
Recent Transform| Refresh Mew  Text Maore
SOUFCES + data ~ visual box wisuals

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Item Metrics - View Report Data template. Click Refresh

to view the updated status of report generation.

TEMPLATE- Item Metrics - View Report Data

1. Open the TEMPLATE- Item Metrics - View report Data.pbit file, and specify the following

details.
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X
TEMPLATE - Item Metrics - View Report Data

Provides metrics for items inside Arctera Insight based on various dimensions like Capture Types, Message
Directions, Departments and Message Types. Only the counts falling between the requested date range are
returned.

Endpoint Base URL @

ReportlD ®
PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Report ID Enter the Report ID that is generated during
execution of ltemMetricsAsync API report or
the TEMPLATE- Item Metrics - Submit
Report Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.

Privacy levels

The Prmvacy level is used to ensure data is combined without undesirable data transfer. Incormect
privacy levels may lead to sensitive data being leaked outside of a trusted scope. More information
on privacy levels can be found here.

Ignore Prvacy Levels checks. fior this fike. Ignonng Privacy Levels could expose sensitive or confidentsal data
to an unauthonized person.

[E | hitps/fapiadvancedsupervisiongaveritas.com/ - Organizational  ~

- =N

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding APl endpoint.
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Surveillance Reporting r o v e
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To help you better visualize and understand the APl Endpoint reports, refer to sample images of
reports.

TEMPLATE- Item Metrics By Monitored Employee - View Report Data

1. Openthe TEMPLATE- Item Metrics By Monitored Employee - View report Data.pbit file, and
specify the following details.
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X
TEMPLATE - Item Metrics By Monitored Employee - View Report Data

Provides metrics for items inside Arctera Insight based on various dimensions like Capture Types, Message
Directions, Departments, Monitored employees and Message Types. Only the counts falling between the
requested date range are returned.

Endpoint Base URL(®

https://api.surveillance.qa.archivecloud.net

ReportlD ®
862b42d7-0d4b-4c5d-be5e-429e0b517657

PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report ID Enter the Report ID that is generated during

execution of ltemMetricsAsync API report or
the TEMPLATE- Item Metrics - Submit
Report Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.

Privacy levels

The privacy level is used 1o ensure data is combined without undesirable data transfer. Incormect
privacy levels may lead to sensitive data being leaked outside of a trusted scope. More informiation
on privacy levels can be found here.

Ignore Privacy Levels checks for this file. Ignonng Prvacy Levels could expose sensitrve or confidental data
to an unauthonized person,

[E | hitps/fapiadvancedsupervisiongaveritas.com/ - Organizational ~

- e

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding APl endpoint.
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. Surveillance Reporting

rd I'C'I'el'q [tems Metrics By Monitored Employee

Report Parameters

2 ReportName Specifies the name of the report.

4 CaptureDateEnd 01/02/25 11:59:59 PM Specifies the end of the capture date range. The output includes items ingested into Insight
Surveillance on or before this date.

6 Departments All Specifies the departments to include in the report. The cutput returns item counts for items
belonging to these departments.

8 MessageDirections Specifies the message directions to include when filtering report results.

1 MonitoredEmployees All Specifies the monitored employee IDs for which the report will be generated.
0

Surveillance Reporting

. rafw
rq fCtefq Items by Monitored Employee o e

2024 2025
4 o
Dec Jan
Mortored Employss | cupariman v « T )
Search Q| & All s
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. Q 53K
B Abhinav Agrawal
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B Akaashdeep Tikendra
40K 20K
W Hardi Bk . B35 2 0K (0.01%)
. 3 | 52K
2 8.35%) \
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W Oleh Makhota 206 /
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B Sarita Korake

Monitored Employee

To help you better visualize and understand the APl Endpoint reports, refer to sample images of

reports.

TEMPLATE- Reviewer Assessment Activity Date - Submit Report Request

1. Openthe TEMPLATE- Reviewer Assessment Activity Date - Submit Report Request.pbit file,

and specify the following details.
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X
TEMPLATE - Reviewer Assessment Activity Date - Submit Report Req...

The Reviewer Assessment Activity Date report tracks two types of activities within a specified activity date

la)
range: 1. **Reviewer Activities**: Actions performed by reviewers (marks, escalations, comments, labels,
appraisals) 2. **Assessment Activities**: Actions performed by assessors on items that reviewers have already
processed This template only initiates the generation of the Reviewer Assessment Activity Date report in
asynchronous manner. To view the report data, use the other template: **'TEMPLATE - Reviewer Assessment
Activity Date - View Report Data™*. ## Important Notes A **Reviewer Activity Types are REQUIRED** - At
least one Reviewer Activity Type must be selected (set to TRUE). &/ **Assessment Activity Types are
OPTIONAL** - All Assessment Activity Types can be FALSE if you only want to track reviewer activities. X
**No Overlapping Allowed** - The same activity type CANNOT be selected in both Reviewer Activity Types
and Assessment Activity Types (e.g., if "Marks" is TRUE in Reviewer, it must be FALSE in Assessment).
Endpoint Base URL(D
A
Report Name (O
Start Datetime (&
End Datetime
Include Reviewer Activity Type Marks ©
Enter or select a value -
Include Reviewer Activity Type Comments (D
Enter or select a value -
v
Include Reviewer Activitv Tvne Annraised (7 s
PARAMETER REQUIRED DESCRIPTION
Endpoint Base URL Mandatory Enter the REST API
endpoint URL. For example,
https://<Reporting
endpoint Base URL>
Report Name Mandatory Specify a unique name for
the report.
Start Datetime Mandatory Specify the beginning of the

activity date range for
activities performed in
Arctera Surveillance.
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PARAMETER REQUIRED DESCRIPTION

Format: YYYY-MM-
DDThh:mm:ss

Notes:

1. The time component is
optional. If you prefer not to
include the time, you can
simply use the YYYY-MM-
DD format.

2. StartDate must be earlier
than EndDate.

End Datetime Mandatory Specify the end of the
activity date range for
activities performed in
Arctera Surveillance.

Format: YYYY-MM-
DDThh:mm:ss

Notes:

1. The time component is
optional. If you prefer not to
include the time, you can
simply use the YYYY-MM-
DD format.

2. EndDate must be later
than StartDate.

ReviewerActivity Types Mandatory Specify the reviewer activity
types to include in the
report.

AssessmentActivityTypes Optional Specify the assessment

activity types to include in
the report.
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PARAMETER REQUIRED DESCRIPTION

Note:
ReviewerActivityTypes and
AssessmentActivity Types
cannot share the same

activity type.
2. Click Load.
3. Select the required OData Feed.
CData feed
Ancmpmos &= hitps://api.surveillance.qa.archivecloud.net/odata/r...
Windows e
RepartingApilser
p-d'.-!.‘u\\'.":
Wek: AP
Select which level to apply these settings to
Organizabional sccount https/ faprsurveillance.ga.archivecloud net/ -
(oo |

The application submits the report generation request and shows the details.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report.

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.
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¥, - Surveillance Reporting
G rcte rq @ Reviewer Assessment Activity Date Submit Report

Reviewer Assessment Activity Date report generation request has been submitted with below details.

Start Datetime End Datetime
2/2/2025 12:00:00 AM 1/1/2026 12:00:00 AM
Report ID : f6e57037-dddc-4c3e-8137-aabfb476i5da

Report Name : FB FINALE

Report Type : Reviewer Assessment Activity Date

Report Date : 6/18/2026 3.07:18 AM

Report Status:  Ready

Please Refresh manually from taskbar to get updated status of Report 1

‘arctera

If still the entire details are not displayed, click Refresh again as shown in the following sample

image.

L& B2 |la | dh[al ok

Recent Transform| Refresh Mew  Text More
SOUTCEs ~ data ~ visual box wvisuals

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Reviewer Assessment Activity Date - View Report Data

template. Click Refresh to view the updated status of report generation.

TEMPLATE- Reviewer Assessment Activity Date - View Report Data

1. Openthe TEMPLATE- Reviewer Assessment Activity Date - View report Data.pbit file, and

specify the following details.
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TEMPLATE - Reviewer Assessment Activity Date - View Report Data

The Reviewer Assessment Activity Date report tracks two types of activities within a specified activity date
range: 1. **Reviewer Activities**: Actions performed by reviewers (marks, escalations, comments, labels,
appraisals) 2. **Assessment Activities**: Actions performed by assessors on items that reviewers have already
processed

Endpoint Base URLD

ReportlD ®

PARAMETER REQUIRED DESCRIPTION

Endpoint Base URL Mandatory Enter the REST API
endpoint URL. For example,
https://<Reporting

endpoint Base URL>

Report ID Mandatory Enter the Report ID that is
generated during execution
of
ReviewerAssessmentActivit
yDateAsync API report or
the TEMPLATE- Reviewer
Assessment Activity Date -
Submit Report Request
template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.
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Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. Incorrect
privacy levels may lead to sensitive data being leaked outside of a trusted scope. More information
on prvacy levels can be found here.

Ignore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthonized person.

E |hitps/fapiadvancedsupenvisiongaveritas.com/ - Organizational =

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding APl endpoint.

rqrcferd @ Surveillance Reporting

Reviewer Assessment Activity Date Report

Report Parameters

# | Parameter Value Description
-

2 ReportName QARByActivityDateRAMarks3 Specifies the name of the report.

4 EndDate 26-06-04 05:45:00 AM Specifies the end of the activity date range. The output includes items with activity on or before
this date.

6 Reviewers All Specifies the reviewers to include in the report.

8 ReviewerActivityTypes Mark Specifies the actions used to filter the initial workload of items for the report (e.g. Marks,
Escalations, Comments, Labels, Appraisals).

10 AssessmentActivityTypes Escalate Specifies the activity types used to perform reviewer assessment (e.g. Marks, Escalations,
Comments, Labels, Appraisals).

12 AssessmentActivityTypes Labels Specifies the activity types used to perform reviewer assessment (e.g. Marks, Escalations,
Comments, Labels, Appraisals).

To help you better visualize and understand the API Endpoint reports, refer to sample images

of reports.

TEMPLATE- Reviewer Assessment Metrics - Submit Report Request

1. Open the TEMPLATE- Reviewer Assessment Metrics - Submit Report Request.pbit file, and

specify the following details.
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X
TEMPLATE - Reviewer Assesment Metrics - Submit Report Request

The Reviewer Assessment Metrics report gets count of items for various activities done by reviewers (i.e.
marking, labelling, escalating, appraising). For labelling and appraising item counts are credited to the reviewer
who performed the first action(any of the above) on the item. This template only initiates the generation of
Reviewer Assessment Metrics report in asynchronous manner. To view the report data, another powerbi
template can be used TEMPLATE - Reviewer Assessment Metrics - View Report Data'.

Endpoint Base URL®

Report Name ©

Start Datetime ©

End Datetime &

PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report Name Specify a unique name for the report.
Start Datetime Specify the earliest date from which you

want to gather data captured or ingested in
Arctera Surveillance for your report.

Format: YYYY-MM-DDThh:mm:ss

Note: The time component is optional. If you
prefer not to include the time, you can simply
use the YYYY-MM-DD format.

End Datetime Specify the end date until which you want to
gather data captured or ingested in Arctera
Surveillance for your report.

Format: YYYY-MM-DDThh:mm:ss
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PARAMETER DESCRIPTION

Note: The time component is optional. If you
prefer not to include the time, you can simply
use the YYYY-MM-DD format.

2. Click Load.

3. Select the required OData Feed.

OOats fead
L htt ipi.advancedsupervision.ga.veritas.com/oda
LHee rupma
Repoetnglipel ey
Panpanced
e

Web AP

Setect whech bevel 10 Sppdy e et g 2]

Croanizstional sctcunl bt/ s dechyln e TS0 W TILI 0,

The application submits the report generation request and shows the details.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.
The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report.

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.

'i:lrcierd insight Surveillance Reporting

Reviewer Assessment Metrics Report

Reviewer Assessment Metrics report generation request has been submitted with below details

Start Datetime End Datetime
4/23/2025 12:00:00 AM 5/31/2025 1200:00 AM
ReportID : 752cd9c0-c93f-4bed-béfd-04d1b2747b0e

Report Name:  RUCTotalCountReport111
Repert Type: Reviewer Assessment
Report Date : 7/8/2025 11:24:32 PM
ReportStatus: Ready

Report Info : The report is ready.

( Please Refresh manually from taskbar to get updated status of Report J

"arctera vigm
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If still the entire details are not displayed, click Refresh again as shown in the following sample

image.

&  BZ|Ls| Al di

Recent Transform| Refresh Mew  Text More
SOUFCES data v visual box wvisuals

-

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Reviewer Assessment Metrics - View Report Data

template. Click Refresh to view the updated status of report generation.

TEMPLATE- Reviewer Assessment Metrics - View Report Data

1. Open the TEMPLATE- Reviewer Assessment Metrics - View report Data.pbit file, and specify

the following details.

TEMPLATE - Reviewer Assessment Metrics - View Report Data

The Reviewer Assessment Metrics Template provides count of items for various activities done by reviewers (i.e.
marking, labelling, escalating, appraising). For labelling and appraising item counts are credited to the reviewer
who performed the first action(any of the above) on the item.

Endpoint Base URL()

https://api.advancedsupervision.qa.veritas.com

ReportlD ©
752cd9c0-c93f-4be3-bafd-04d1 b274?b09l

PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report ID Enter the Report ID that is generated during

execution of
ReviewerAssessmentMetricsAsync API
report or the TEMPLATE- Reviewer
Assessment Metrics - Submit Report
Request template.
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2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft
Power Bl Desktop.

Privacy levels
The privacy level is used 1o ensure data is combined without undesirable data transfer. Incormect

privacy levels may lead to sensitive data being leaked outside of a trusted scope. More information
on privacy levels can be found here.

lgnore Privacy Levels checks. fior this file. Ignoring Privacy Levels could expose sensitive or confidential data
to an unauthonzed person.

::L hitps/fapLadvancedsuperasiongaventas.comy’ - Organizational -

=N

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the
corresponding APl endpoint.

), e @ Surveillance Reporting Report Status
a rCte rain 519 ht Reviewer Assessment Metrics Report Ready

Reviewers Departments Message Types (@ Select or draa field: x s
o Y B3 -
T Al Al Summary - Reviewer Assessment-Iltem Metrics
Report Date Range Reviewer ID Reviewer Department ID Department Message Type Reviewed Relevant Reviewed Irrelevant Pending Questioned Escalated S|
Jun 15 2025 12:00AM-Aug 14 2025 12:00AM 4105 akaash@teamsqga.com 19861 akaash - dept list Exchange 1 0 5 0 1
Jun 15 2025 12:00AM-Aug 14 2025 12:00AM 3821 admin@teamsqga.com 6342 80_Dept_None Exchange 0 o 0 4 4
— =
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rarc.l.erq* insight Surveillance Reporting Report Status
9 Reviewer Assessment Metrics By Department Ready
Reviewers Departments Message Types
Al ~ Al ~ Al v
To view label names and labelled item counts drag and drop the respective |abels from the Datz pane to the table.
1 W u a
Reviewer Assessment |tem Metrics By Department
Reviewer Captured Reviewed Relevant Reviewed Irrelevant Pending Questioned Appraised Escalated
-
[ admin@teamsqa
.com
[ 80_Dept_None 4 0 0 0 4 4 4
[# A1-HBK- 1 0 1 o 0 a a
ParentDept
[+ Ardhendu 2 0 0 0 2 o] o]
[ HwHhAttchDep 2 0 0 2 0 1] 1]
t_10825093103
[ HwHhAttchDep 0 0 0 o 0 a a
t_40825015246
[ Teams - Uj2 4 0 1 2 1 0 1
inkva@tea 4 4 7 5 ol 4

= aii msa 20
Sum of 0TAAATT1AAA and Sum of aaaa
®5um of D1AAAT11AAA @ Sum of azza
10

Sum of 01AAAT11ARA and Sum of aaaa

To help you better visualize and understand the APl Endpoint reports, refer to sample images of

reports.

Note: Since labels are custom-created and not predefined, the Power Bl Ul cannot automatically
select them to display corresponding item counts. Customers need to manually drag and drop the
label fields, remove summarization, and then add them to the Power Bl table after the data is
loaded. Alternatively, if customers do not intend to use the Power Bl Ul and simply want the

complete dataset, they can export the ReviewerAssessmentMetrics table to Excel.

TEMPLATE - Reviewer Mapping - Submit Report Request

1. Openthe TEMPLATE- Reviewer Mapping - Submit Report Request.pbit file, and specify the

following details.
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X
TEMPLATE - Reviewer Mapping - Submit Report Request

This template only initiates the generation of Reviewer Mapping report in asynchronous manner. To view the
report data, another powerbi template can be used TEMPLATE - Reviewer Mapping - View Report Data'

Endpoint Base URL(D
Report Name (D

Reviewer Users (D)

PARAMETER DESCRIPTION
Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>
Report Name Specify a unique name for the report.
Reviewer Users Specify a list of reviewer User IDs to retrieve

their details. Refer to the userid field of the
Users API for the value of reviewer users.

Data Type: JSON array of integers
'id'(identifier fields) that is ReviewerUsers.

2. Click Load.

3. Select the required OData Feed.

OData feed v
Anceymous ik https://vassetup.fakhruddinv.com/Reporting/odatay/...
W User name
Winchows .
| BepartingApiser
Passwoed

Web AP

Saelect which level i pply thete settingd to

Oeganizaticnsl secount ittpe hvassebup. fakhneddim.com)’

Conmnect Candel

The application submits the report generation request and shows the details.
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4. Click Connect and choose Basic Authentication mechanism to access Reporting API.

The application prompts you several times to provide appropriate credentials when querying

Reporting API for each report.

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.

rqrcferq' insight @ Surveillance Reporting

Reviewer Mapping Submit Report Request

Reviewer Mapping report generation recquest has been submitted with below details.

ReportID: 9b257fc2-9%a7-4d71-a59f-2e2084d25f20
Report Name:: ReviewerMapping

Report Type : Reviewer Mapping

Report Date : 6/412025 9:14:23 PM

Report Status: Ready

Report Info : The report is ready.

[ Please Refresh manually from taskbar to get updated status of Report ]

If still the entire details are not displayed, click Refresh again as shown in the sample image

below.
&  BZ L& | iR [A]l ok
Recent Transform| Refresh Mew  Text Maore
SOUFCES + data ~ visual box wisuals

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- Reviewer Mapping - View Report Data template to view

the report. Click Refresh to view the updated status of report generation.
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TEMPLATE - Reviewer Mapping - View Report Data

1. Openthe TEMPLATE- Reviewer Mapping - View report Data.pbit file, and specify the following
details.

TEMPLATE - Reviewer Mapping - View Report Data
Reviewer Mapping Template provides department-level monitoring percentage details for all message types in
each department where the specified Reviewer Usars have reviewing permissions. Additionally, Monitored

Employees report for monitoring percentage details of all message types for each monitored employes, but
only within the departments identified in the Reviewer Mapping report.

Endpoint Base URL

Report 1d (1)

PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Report ID Enter the Report ID that is generated during
execution of ReviewerMappingAsync API
report or the TEMPLATE- Reviewer Mapping
- Submit Report Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.

For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power Bl Desktop.
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Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. incommect
privacy levels may bead to sensitive data being leaked outside of a trusted scope. More information
on privacy levels can be found here,

Ignone Privacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthornzed perion.

EE | htpssivessetup.fakhruddiny.com/ - Organizational =

-'-‘.-_-',' hittpsy/fvassetup. fakhruddim . com/

Sie . Canrge .

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the
corresponding APl endpoint.

To help you better visualize and understand the API Endpoint reports, refer to sample images of
reports.

TEMPLATE - User Roles - Submit Report Request

1. Open the TEMPLATE- User Roles - Submit Report Request.pbit file, and specify the following
details.

TEMPLATE - User Roles - Submit Report Request

This template only initiates the generation of User Roles report in asynchronous manner. To view the report
data, another powerbi template can be used TEMPLATE - User Roles - View report Data’

Endpoint Base URL(D

Report Mame ()

Users (1)

Departments ()
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PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example:

https://<Reporting endpoint Base

URL>
Report Name Specify a unique name for the report.
Users Specify IDs of the users.
Limitations

This API can pass a maximum of 100 User
IDs as input.

Data Type

JSON array of integer id (identifier fields)
that is Users.

Departments Specify IDs of the departments.

Limitations

This API can pass a maximum of 100
Department IDs as input.

Data Type

JSON array of integer id (identifier fields)
that is Departments.

2. Click Load.

3. Select the required OData Feed.
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O0ata feed *
Ancaymous t& hitpsy//vassetup.fakhruddinv.com/Reporting/odata/...
Windows Uy rnares
| ReporegAmliar
Password

Select which level fo apply these settings 1o

It Avassetup fakchnsddine.com)f

Connect Cancel

The application submits the report generation request and shows the detalils.

4. Click Connect and choose Basic Authentication mechanism to access Reporting API.

The application prompts you several times to provide appropriate credentials when querying
Reporting API for each report.

5. Manually refresh the page to view the details such as Report ID, Report Name, Report Type,

Report Date, Report Status, and Report Information.

r(-'_".‘II'C'Iefd'inSighi @ Surveillance Reporting

User Roles Submit Report Request

User Roles report generation request has been submitted with below details.

ReportID : d7e458f3-54a3-40ca-Ba38-01523351ef83
Report Name : USer Roles

ReportType : User Roles

Report Date: 6/4/2025 9:34:52 PM

Report Status: Ready

Report Info : The report is ready.

Please Refresh manually from taskbar to get updated status of Report
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If still the entire details are not displayed, click Refresh again as shown in the sample image

below.

&  BZ|Ls| Al di

Recent Transform| Refresh Mew  Text More
SOUFCES data v visual box wvisuals

Get the latest data by refreshing all visuals in this report.

6. When all the details are available and Report Status: Ready is displayed, copy the report ID.

Use this Report ID in the TEMPLATE- User Roles - View Report Data template to view the

report. Click Refresh to view the updated status of report generation.

TEMPLATE - User Roles - View Report Data

1. Openthe TEMPLATE- User Roles - View report Data.pbit file, and specify the following details.

X
TEMPLATE - User Roles - View Report Data

User Roles Template provides a list of department users and their associated roles based on various dimensions
like Departments, Scopes and Users,

Endpoint Base URL(D

Report Id (@
PARAMETER DESCRIPTION

Endpoint Base URL Enter the REST API endpoint URL. For
example, https://<Reporting endpoint
Base URL>

Report ID Enter the Report ID that is generated during
execution of UserRolesAsync API report or
the TEMPLATE- User Roles - Submit Report
Request template.

2. Click Load.

3. Set the privacy organizational or public for each selected data source.
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For more information, see Guidelines for using Arctera Surveillance templates with Microsoft

Power BI Desktop.

Privacy levels

The privacy level is used to ensure data is combined without wndesirable data tramsfer. incomect
privacy levels may bead 1o sensitive data being leaked outside of a trusted scope. Maone information
on privacy levels can be found here,

lgnore Privacy Levels checks for this file, lgnanng Privacy Levels could expose sensitive of confidential data

to an unauthonzed person.

I L hittps/fvassetup. fakhruddim.com/ Clrg.:nlu'lw -

£ hitps/fvassetup fakhruddir.com/

Sie Canoe

4. Click Save.

Upon successful processing, the application displays a report for the retrieved data of the

corresponding API endpoint.
To help you better visualize and understand the APl Endpoint reports, refer to sample images of
reports.
Saving, editing, and refreshing the Power BI reports

TASK DESCRIPTION PROCEDURE

To save Power Bl reports On Power Bl Dashboard,

select File > Save As.

After generating and
customizing the Power BI
reports, you can save these
reports as PBIX files for
sharing with the concerned
members in the organization.

To edit Power Bl reports

The organization members,
who have access to the
OData endpoints, can edit
parameters if required.

The application fetches the
latest data from the OData
endpoints and updates
reports accordingly.
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On Power Bl Dashboard,
select Home > Edit Queries
> Edit Parameters.

Click Apply Changes.
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TASK

To refresh Power Bl reports

Predefined reports

DESCRIPTION PROCEDURE

The organization members, On Power BI Dashboard,

who have access to the select Home > Refresh.
OData endpoints, can often

refresh the report to get the

latest data. Refreshing the

data reruns all the queries

and ensures that all the data

is up to date and ready for

analysis and visualization.

Arctera Surveillance provides several predefined reports that are used to provide review

information for different message types. After generating the reports, you can export them in a

number of formats.

Predefined report types available in Arctera Surveillance

The following table describes the predefined report types available in Arctera Surveillance and their

purpose.

REPORT TYPE

Evidence of Bloomberg Review by Department

Evidence of Domino (External) Review by

Department

Evidence of Domino (Internal) Review by

Department

DESCRIPTION

Extracts information on the required number
and percentage of sampled items received
from Bloomberg channel that have been
captured and reviewed for the selected
department or employee.

Extracts information on the required number
and percentage of sampled items received
from Domino external channel that have been
captured and reviewed for the selected
department or employee.

Extracts information on the required number
and percentage of sampled items received
from Domino internal channel that have been
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REPORT TYPE

Evidence of Exchange (External) Review by
Department

Evidence of Exchange (Internal) Review by
Department

Evidence of SMTP (External) Review by
Department

Evidence of SMTP (Internal) Review by
Department

Evidence of IM Review by Department

Evidence of Review by Reviewer
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DESCRIPTION

captured and reviewed for the selected
department or employee.

Extracts information on the required number
and percentage of sampled items received
from Exchange external channel that have
been captured and reviewed for the selected
department or employee.

Extracts information on the required number
and percentage of sampled items received
from Exchange internal channel that have
been captured and reviewed for the selected
department or employee.

Extracts violated information on the required
number and percentage of sampled items
received from SMTP external channel that
have been captured and reviewed for the
selected department or employee.

Extracts information on the required number
and percentage of sampled items received
from SMTP internal channel that have been
captured and reviewed for the selected
department or employee.

Extracts information on the required number
and percentage of sampled items received
from Instant Messaging channel that have
been captured and reviewed for the selected
department or employee.

Extracts information about the
reviewerArcteras activities in departments.

The report is configured by selecting
departments and a time range. Reviewers
within those departments are included in the
report. The report includes every department
where reviewer actions occurred within the
time range, even if every department is not
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REPORT TYPE DESCRIPTION

specifically selected during the configuration of
the report.

Generating predefined reports

You must have the View Reports permission to generate a new report. By default, most users with

a department role have this permission.
To generate a report

1. In the left navigation pane, click Reports.
2. In the Select report type field, select the type you want to generate.

3. Enter the start date and end date in respective fields to specify the duration for which you want

to generate report.
4. Click Select Department to search for and select departments for which you want to generate

a report.

Note: To select multiple adjacent departments, hold down the Shift key and click the first and
the last name in the range. To select multiple non-adjacent departments, hold down the Ctrl key

and click the required names.

5. (Optional) To remove all the selected departments, click Reset. To remove a particular

department from the selection, click remove icon of that department.
6. Click Generate.

7. After generating the report, perform the following on the toolbar as required.

A sample report pane that depicts its standard options is shown below.
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ra fC'I'efCI @& Surveillance Action Required: Update your bc
@
Bl Select report type *
s Evidence of Bloomberg Review by Department ~
RSasy Enter start date Enter end date
B 09/09/25 B oansize i
Departments P L L .
s Q select departments ‘ B @ ] ‘ 001-Vinay € ] | Ardhendu € ]
Groups ‘ Kanchan € ]
&
Reports Reset Generate
]
Enhanced
Reporting a 4 1 of 4 | ARSI
i : :
Monitor Evidence of Review
Run Date: 4/15/2026 3:49:39 AM
D Review Period: 9/9/2025 to 4/16/2026
Application
o [o01-vinay
Configuration Bloomberg External Message Totals
] Monitored Employee Total Messages Captured Unreviewed Pending Questioned
Audit viewer abc@*?1@#3% + )("&MIV, 0 0 (100.00%) 0 0 0
abhay Gaur 0 0 (100.00%) 0 0 0
A
a Abhinav Agrawal 0 0 (100.00%) 0 0 0
ris
= Aditya Magare 0 0 (100.00%) 0 0 0
Admin 0 0 (100.00%) 0 0 0

 To print a report, click the Print icon.

» To export a report, click the Export icon, and select one of the available export types (CSV,
Excel, MHTML, PDF, TIFF, WORD, or XML).

* To refresh the view, click the Refresh icon.

 Click on the page number to display and navigate to a selected page.
* Click the |< icon to go to the first page of the list.

* Click the >| icon to go to the last page of the list.

 Click the <icon to go to the previous page of the list.

 Click the > icon to go to the next page of the list.
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Managing Audit Settings

This section includes the following topics:

 Audit Settings Overview

+ Editing the Audit Settings

Audit Settings Overview

The Audit settings tab lets you control the configuration settings for the Enhanced Auditing
feature. Users with the View Audit Settings permission can view the Audit settings. Users must
have the Modify Audit Settings permissions to configure and change the audit settings. Users can

configure the Audit settings if the Auditing feature is configured and enabled.

Administrators can control the availability of the Auditing feature at the department and application

level for the following modules:

MODULE DESCRIPTION APPLICATION DEPARTMENT

Authentication Logs audit records Yes NA
for user login and
logout

Departments Logs audit records NA Yes
for the Department
specific operations:
create and modify
departments

Hotwords Logs audit records Yes Yes
for the Hotwords
specific operation:
create, modify, or
delete hotword and
hotword sets

537



ARCTERA™ SURVEILLANCE

MODULE DESCRIPTION APPLICATION DEPARTMENT
Monitored Logs audit records NA Yes
Employees for all Monitored
Employees
operations
Role Assignment Logs audit records Yes Yes
for the Role

Assignment specific
operations: assign
roles to users,
remove roles for a
user

Roles Logs audit records Yes Yes
for the Roles specific
operations: create,
modify, and delete
roles

Searches Logs audit records NA Yes
for all Search
specific operations

Editing the Audit Settings

To edit the Audit Settings

1. In the left navigation pane, click Configuration.

2. Click Audit Settings.

Arctera Surveillance lists all the modules and shows if the Enhanced Auditing feature is

enabled at the Application and Department level. You can filter or search for a specific module.
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Search Schedules Audit Settings Reporting Endpoint

(& Edit & Refresh

Filter by name or description Q

Name 4 Description Application Department
Authentication User Login and Logout v

Departments Create and modify departments v

Hotwords Create, modify, or delete hotword and hotword sets v v

Monitored Employees Manage monitored employees, exceptions, and monitoring policies v

Role Assignment Assign roles fo the users v v

Roles Create, modify, or delete roles v v

Searches Create and manage searches v v

3. Click Edit.

The Edit audit settings dialog box appears.

Name Description Application Department
Authentication User Login and Logout

Departments Create and modify departments

Hotwords Create, modify, or delete hotword and hotword sets

Monitored Employees Manage monitored employees, exceptions, and monitoring policies

Role Assignment Assign roles to the users

Roles Create, modify, or delete roles

Searches Create and manage searches

Cancel Save

4. Select the check boxes under Application and Department columns of those modules for

which you want to enable the Auditing feature.

5. Clear the check boxes under Application and Department columns of those modules for

which you want to disable the Auditing feature.

6. Click Save.

The changes are displayed on the Audit Settings screen.
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Working with Audit viewer

This section includes the following topics:

* About Audit viewer

» Performing a search for audit records

About Audit viewer

If the Enhanced Auditing feature is configured and enabled for a customer, the audit records for
that customer are sent to the audit server whenever certain operations and modifications are made
to modules as selected in the Audit Settings. The Audit viewer lets you search and export audit
records for various modules and operations at the department and application level. See Audit

Settings Overview.

The Audit viewer tab is only displayed when the user is assigned to an application or department

role having the View Audit Information permission.

Note: It takes approximately 90 seconds to get the audit logs available for search in Audit viewer. It
is recommended to wait for a few minutes after any modification is made in the modules before

searching for the audit logs using the Audit viewer.

Performing a search for audit records

To run a search for audit records
1. In the left navigation pane, click Audit viewer.

The Audit Viewer screen is displayed.
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A
Dashboard Search

a Date range

Review
De not filter -

Departments Search records by
= @ Alldepariments () Select department(s)  (0) Do not include department
Groups Include application level records
& [ Include historical data
Reports
i Advanced search
Monitor
=] ’
sl Module name v Role Assignment M
Application =
= !
Corfiguration Operattion fype: v Create v

Audlit viewsr User M User name

Enrer ane per Ine. (Supports wikdcord characters)

Changed Property v Rele assignment - Role Previous value Current value

Property name (Supparts widcard charactsrs) Enter one per line. (Supporrs wildeard characters) Enter one per ins. (Suppert wikdcard characrers)

2. In the Date range section, specify the date range for the audit records that fall in this duration.
The options are as follows:
» Specific date range - Specify the date and time range to search audit records that were

sent or received during the selected period.

» Today / Yesterday | Last 7 days | Last 14 days / Last 28 days - Search audit records that
are created today, yesterday, or in last 7/14/28 days.

» Do not filter - Do not search for audit records based on date range.
3. To search by departments, select the appropriate option:

» All departments - Search for audit records generated at the department level for all

departments where the logged-in user has permission to view audit information

» Select department(s) - Search for audit records for specific departments or exception
departments. If you select this option, the Selected departments section appears. Only
those departments where the logged-in user has permission to view audit information are
displayed. Click Add to search and add departments. You can remove the listed

departments from the list using the Remove link.

» Do not include departments - Select this option if you do not want to search for audit
information generated at the department level. If this option is selected, you must select

either Include application level records or Include historical data option.

4. Select the Include application level records check box if you want to search for audit records

generated at the application level.

5. Select the Include historical data check box if you want to include audit information at the

following level:
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» Deleted department/Folder
» Closed department

» Monitored employees whose exception status is removed

Note: You can select the Include application level records and Include historical records if

you have the View Audit information permission at the application level.

6. Use Advanced search options to narrow the search for audit records. The following additional
options, such as operation type, user, and property are available. You can add a new search

row by clicking the + icon.

SEARCH OPTION DESCRIPTION

Module name Select the modules for which you want to
search audit records.

Arctera Surveillance now includes enhanced
support for authentication tracking. To initiate
the two-step authentication process:

1. Select Module Name > Authentication .

2. Enter valid login credentials, or
alternatively, log in through Single Sign-On
(SSO).

3. After a successful login, you are navigated
to the Select Customer page. Select the
customer.

Note: Auditing is initiated only after the
customer selection is complete and the user
has accessed the dashboard.

For details on available modules and their
supported operations for audit records, see
Audit Settings Overview .

Note: You can search for multiple modules in
a single search; however, you cannot search
for the same module name more than once.
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SEARCH OPTION DESCRIPTION

Operation type Select operations such as Create, Update,
Delete, Login, Logout, and Request.

User Select audit records based on users. You
can enter one user per line. Press the Enter
key to add another user on next line. Audit
records having any of these usernames are
returned.

The Username field supports wildcards

and ?. You can use an asterisk () wildcard to
represent zero or more characters in your
search. Use a question mark (?) wildcard to
represent any single character.

Wildcards can be escaped using \.
Therefore, *represents the character*
whereas * represents the wildcard. All the
provided values are matched if the search is
present anywhere in the data.

You cannot use special characters in the
Username field. Also, special characters
which appear in the middle of the text using
wildcard cannot be matched.

For example, a search term MyDomain*vsa
will not match the data MyDomain\user1, but
will match the below search terms:

- Mydomain\userl
- Mydomain userl
- Mydomain

- user

Changed Property Search for a property changed in an audit
event using the following options. Press the
Enter key to add another entry on next line.
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SEARCH OPTION DESCRIPTION

- Property name: The name of the changed
property whose value you want to search.
For example, Department parent or Role
name. You can use a wildcard to match
multiple properties.

- Previous value: The previous value
(before modification) of an audit record's
changed property. This field supports
wildcards and partial matches.

- Current value: The current value of an
audit record's changed property. This field
supports wildcards and partial matches.

Note: You can search for multiple changed
properties in a single search; however, you
cannot search for the same changed
property twice.

All the provided values are matched if the
search is present anywhere in the data. You
can use special characters in your search.
These fields support the use of wildcard
characters and ?. You can use an asterisk ()
wildcard to represent zero or more
characters in your search. Use a question
mark (?) wildcard to represent any single
character. Wildcards can be escaped using \.
Therefore, *represents the character* and
not wildcard *. Since \ is an escape
sequence, you can escape \ by using \\.

For example, if a username in the Current
value or Previous value fields of the property
is Acme\John Doe. To search for this, you
can provide any of the following search
terms:

- Acme*
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SEARCH OPTION DESCRIPTION

- Acme\\John Doe
- Acme*John Doe
- *John

Note that wildcards present in the middle of
search terms can match special characters.
For example, in the above example,
Acme*John Doe search terms match
Acme\John.

7. Click Search to perform the search for audit records.

When the search is executed, the search results are displayed. A maximum of 10000 audit

records can be displayed.

In the left panel, the audit records matching the search criteria are displayed. The newest audit
records are displayed first. You can sort the records in ascending or descending order by using
the sort arrow icon in the header of the columns. When you select an audit record in the left

panel, its changed properties are displayed in the right pane.

& Actions ~

Module name Operation type Scope Audit date User name

Role Assignment Create 02_KD_DEPT 07-09-25 042417 AM admin@teamsga.com
Role Assignment Create 02_KD_DEPT 07-09-25 04:23:51 AM admin@teamsqa.com
Role Assignment Create _tbec 07-09-25 04:03:.04 AM rashmi@teamsga.com
Role Assignment Create 02_KD_DEPT 07-09-25 04:02:51 AM admin@teamsga.com
Role Assignment Create _tbe 07-09-25 04:02:33 AM rashmi@teamsga.com
Role Assignment Create 02_KD_DEPT 07-09-25 04:02:26 AM admin@teamsqa.com
Role Assignment Create OI_KD_Dept 07-09-25 03:56:46 AM admin@teamsqa.com
Role Assignment Create OI_KD_Dept 07-09-25 03:56:30 AM admin@teamsga.com
Role Assignment Create OI_KD_Dept 07-09-25 02:33:29 AM admin@teamsqa.com
Role Assignment Create OI_KD_Dept 07-09-25 023317 AM admin@teamsqa.com
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SetlD 1+  Property

Previous value

Current value

Role assignment - Department

02_KD_DEPT (ID: 7452)

Role assignment - Role

Ak_ReviewMessages (ID: 17580)

1 Role assignment - User Idenfifier 27596
1 Role assignment - User EscaledGrouppp
1 Role assignment - User type User Group

2 Role assignment - Department 02_KD_DEPT (ID: 7452)
2 Role assignment - Role All Dept Permissions (ID: 6790)
2 Role assignment - User Idenfifier 27596
2 Role assignment - User EscaledGrouppp
2 Role assignment - User fype User Group
ltems per page: 100 1-150f15 K < > b |

8. From the Actions menu, click Export as CSV if you want to export the search results.

546



ARCTERA™ SURVEILLANCE

Managing Alerts

This section includes the following topics:

* Introduction
» Configuring Alerts

 Viewing Alerts

Introduction

The Alerts framework provides a centralized way to view and manage alert events in Arctera
Surveillance. These alerts help administrators and supervisors track failures. Currently, Arctera

Surveillance supports alerts for failed searches only.
Alerts are tenant-specific, meaning:

 Alerts can be enabled or disabled per tenant.

e Only tenants with alerts enabled can generate and view alert events.

Permissions

e Only users with appropriate administrative permissions (such as Admin or Supervisor roles)

can configure alerts.

e Other users can view alerts based on their access level.

Note: Alerts are generated only for configured alert categories.

Configuring Alerts

Alerts can be configured from the Configuration tab in the application.
To configure alerts
1. Navigate to Configuration > Alerts.

The available alerts are listed.

2. Click Edit.

547



ARCTERA™ SURVEILLANCE

Schedules Audit Settings Alerts Settings Reporting Endpoint

(£ Edif| & Refresh

Filter by name or description Q

Name Description Enabled

Search Alerts when a search is failed. v

3. Enable or disable the alert as required.

4. Click Save.

Viewing Alerts

Alerts are accessible from the Alerts tab in the application, where users can view all generated
alerts for the configured alert categories. Alert events are visible only for tenants with alerts
enabled. Alerts are listed with details such as name, description, creation date, category, and

severity as shown in the image below.

a
Dashboard < Refresh
s Name Description Created On ¥ Category Severity
Review
B Search Failed - AMSchedule-Alert (2) Department: AMDept-Alert 03/30/26 04:15:48 AM Failed Search High
DI Search Failed - ImmediateSerch3 Department: AMDept-Alert 03/30/26 04:15:48 AM Failed Search High
= Search Failed - AMAlertSearchBhag (1 - App) Department: OlDeptRpt 03/26/26 04:35:54 AM Failed Search High
Groups
g Search Failed - AMAlertSearchBhag (1 - App) Department: testDept00] 03/26/26 04:35:54 AM Failed Search High
Reports Search Failed - AMAleriSearchBhag (1 - App) Department: KSG_Regression 03/26/26 04:35:54 AM Failed Search High
& Search Failed - AMAlertSearchBhag (1 - App) Department: RptDept4 03/26/26 04:35:54 AM Failed Search High
Enhanced
Reporting Search Failed - AMAlertSearchBhag (1 - App) Department: RptDept3 03/26/26 04:35:54 AM Failed Search High
in Search Failed - AMAlertSearchBhag (1 - App) Department: RptDept2 03/26/26 04:35:54 AM Failed Search High
Monifor
Search Failed - AMAlertSearchBhag (1 - App) Department: RptDepil 03/26/26 04:35:54 AM Failed Search High
fexET Search Failed - AMAlertSearchBhag (1 - App) Department: testPolicy 03/26/26 04:35:54 AM Failed Search High
o Search Failed - AMAlertSearchBhag (1 - App) Department: sk_terminatedemployee _test_5 03/26/26 04:35:54 AM Failed Search High
Configuration
Search Failed - AMAlertSearchBhag (1 - App) Department: sk_terminatedemployee _test_4 03/26/26 04:35:54 AM Failed Search High
£
- Search Failed - AMAlertSearchBhag (1 - App) Department: sk_terminatedemployee _test_3 03/26/26 04:35:54 AM Failed Search High
Audit viewsr
- Search Failed - AMAlertSearchBhag (1 - App) Department: sk_terminated_employee_test_2 03/26/26 04:35:54 AM Failed Search High
Alerts Search Failed - AMAlertSearchBhag (1 - App) Department: sk_terminated_employee_test_1 03/26/26 04:35:54 AM Failed Search High

Note: If a search that previously triggered an alert is later executed successfully, the associated

alert is no longer displayed in the Alerts tab.
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